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 Someone found it: the needle in the haystack. CAN FD 
experts have already fixed the detected CRC weakness. 
Fortunately, it did not have a great impact on the progress 
of CAN FD tool developments and applications. We take 
a look at the root cause for this issue as discussed during 
the ISO standardization process. 
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During the standardization processes of CAN FD, a CRC 
issue was discovered in the ISO/CD 11898-1 version 

from 2014-08-12. The ISO Task Force decided to solve this 
issue by changing the FD frame format. This solution has al-
ready been included into ISO/CD 11898-1 version from 2014-
10-15.

Classical CAN has a known Cyclic Redundancy Check 
(CRC) weakness. More specifically, in Classical CAN a pair 
of bit errors in a frame generating/eliminating stuff conditions 
may reduce the Hamming Distance (HD) to 2. This means 
that a receiving node may accept a frame and give a posi-
tive acknowledge even if this frame has two bit flips. This 
case was first reported in a paper by Bosch for the ISO task 
force on CAN (1989) and first published in the SAE paper 
900699 by Unruh et al. It is also explained in 1999, “Multi-Bit 
Error Vulnerabilities in the Controller Area Network Proto-
col”, a thesis paper by Eushian Tran at the Carnegie Mellon 
University.

In order to prevent CAN FD from inheriting the de-
scribed CRC weakness, the CRC calculation in CAN FD in-
cludes the dynamic stuff bits. However, this change made 
the CRC calculation more vulnerable to the fault type “short-
ening or lengthening of the bit sequence” under specific con-
ditions. Cases can be constructed where the receiving node 
accepts a frame that was falsified by just a single error. This 
vulnerability in the ISO/CD11898-1 version from 2014-08-
12 was detected and solved. The version from 2014-10-15 
contains the solution and therefore has a slightly modified 
FD frame format, which is also robust against shortening or 
lengthening of the bit sequence. To clearly outline which fault 
types might occur, we take a look at a fault model. The two 
considered fault types are fault type A and fault type B.

Fault type A: Bit flip

Fault type B: Shortening or lengthening of the 

bit sequence

A receiving node synchronizes on a glitch. Due to this syn-
chronization, in a bit sequence the receiving node may sam-
ple one bit less or one bit more than was actually trans-
PLWWHG�E\�WKH�WUDQVPLWWLQJ�QRGH��)URP�WKH�UHFHLYLQJ�QRGH·V�

CAN FD and the CRC issue

During ISO standardization the original CAN FD protocol needed to be modified, in 
order to maintain the high level of reliability of Classical CAN. This article illustrates 
the root cause for this issue as discussed during ISO standardization, shows 
examples, and describes the solution.

point of view this is a shortening (one bit less) or lengthen-
ing (one bit more) of the bit sequence. Fault type B can also 
occur in connection with stuff bits. The shortening and/or  
lengthening may happen several times per frame. Inside one  
frame either shortening or lengthening is likely to happen. 
Which one is more likely is determined by the relation be-
WZHHQ�WKH�WUDQVPLWWHU·V�DQG�WKH�UHFHLYHU·V�FORFN�UDWHV�

Figure 2 shows an example where the receiving node 
resynchronizes into the wrong direction due to a falsified bus 
signal. As a consequence the receiving node samples the bit 
sequence “100000i” as “100001”.

Figure 3 shows an example where the receiving node 
resynchronizes into the wrong direction due to a falsified bus 
signal. As a consequence the receiving node samples the bit 
sequence “100001” as “100000i”.

Root cause for the CRC issue

The receiving node compares the calculated and received 
CRC bit sequence to decide if a frame can be accepted or 
not, i.e. if it was received correctly or not. The CRC result is 
reliable if the CRC-algorithm is applied exactly to the same 
number of bits (frame length) on sender and receiver side. In 
this case, the term Hamming Distance can be used. A Ham-
ming Distance of n expresses that frames with up to n-1 fal-
sified bits are detected by the CRC-algorithm as erroneous. 
The CRC algorithm may or may not detect frames with n or 
more falsified bits as erroneous.

If the receiving node applies the CRC-algorithm to a 
different number of bits (less or more) than the transmitting 
node, the result of the CRC-algorithm has to be regarded as 
corrupted. This means that a corrupted frame could lead to a 
positive CRC result too.

Figure 1: A receiving node samples a bit with the 
inverse value

Figure 2: Example for a shortening of the bit sequence

Figure 3: Example for a lengthening of the bit sequence
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The consequences for the fault types are:
 X Fault type A: The frame CRC is a valid method to detect 

bit flips. The provided Hamming Distance depends only 
on the used CRC-polynomial and the length of the frame.

 X Fault type B: Due to the shortening and lengthening of 
the frame, the CRC is corrupted and not sufficient to de-
cide if the frame was received correctly or not. To detect 
this fault type, the receiver additionally has to know the 
total frame length, including the number of stuff bits.

As a result, in case of Fault type B the frame CRC is not 
sufficient to decide if a frame was received correctly or not.

Effect of fault type B on Classical 

CAN and CAN FD

Classical CAN is able to detect a single error of fault type B 
with a probability of 100%. To show this, two different cases 
have to be considered.

Case 1: In Classical CAN, if fault type B occurs at a stuff  
condition, this does not change the number of bits fed to  
the CRC algorithm in the receiving node. The receiving  
node sees a bit flip because in Classical CAN the 
dynamic stuff bits are not included in the CRC  
calculation. The frame CRC is sufficient to detect bit  
flips.

Case 2: If fault type B does not occur at a stuff condi-
tion, the received frame length changes and the CRC cal-
FXODWLRQ� LV�FRUUXSWHG��7KH� UHFHLYLQJ�QRGH·V�YLHZ� LV�VKLIWHG��
In case of a single error, the erroneous frame is detected by 
the frame format checking, because at the end of the frame 
the receiving node sends its acknowledge either one bit too 
early or one bit too late.

CAN FD version from 2014-08-12

CAN FD detects a single error of fault type B with a probabil-
ity of less than 100 %. To show this, two different cases have 
to be considered.

Case 1: In CAN FD, if fault type B occurs at a stuff 
condition, this does change the number of bits fed to the  
CRC algorithm in the receiving node by adding or re- 
moving a stuff bit. The CRC calculation is corrupted.  
Consequently, the frame CRC is not sufficient to decide  
if a frame was received correctly or not.

Case 2: If fault type B does not occur at a stuff condi-
tion, this does change the number of bits fed to the CRC al-
gorithm in the receiving node by adding or removing a bit. 
The CRC calculation is corrupted. Additionally, the receiving 
QRGH·V�YLHZ�LV�VKLIWHG�E\�RQH�RU�PRUH�ELWV��,I�WKH�UDWLR�RI�GDWD�
phase to arbitration phase bit-rate is large (e.g. 4 or larger),  

it is possible that the frame format checking at the end of 
the frame (CRC delimiter and later) does not detect this 
shift, because the shift is very small compared to the dura-
tion of an arbitration phase bit time.

Which cases need to be covered 

by the solution?

The residual error rate (Pres) of a communication system 
is an important attribute. Highly reliable systems require 
a very low Pres. Pres is a function of the undetected er-
ror rate (Pun) of a communication system and the neces-
sary number of errors in a frame to achieve Pun. The more 
errors in a frame are necessary to achieve a Pun > 0, the 
lower is Pres.

The solution needed to improve CAN FD so that it has 
a lower Pres than Classical CAN. To achieve this CAN FD 
has to fulfill the following requirements:

 X CAN FD has to detect frames with a single bit error with 
100 % probability, i.e. Pun_CAN_FD = Pun_Classical_
CAN = 0;

 X CAN FD has to detect frames with two bit errors with 
higher probability than Classical CAN, i.e. Pun_CAN_
FD < Pun Classical CAN. This requirement was already 
fulfilled in the ISO/CD 11898-1 from 2014-08-12, as the 
critical bit sequence in CAN FD is much longer than in 
Classical CAN. The critical bit sequence consists of the 
bits in the CRC field. The receiving node uses these 
bits to check if it received the frame correctly.

Accordingly, the solution for the CRC issue needs to 
detect all single errors in a frame.

Frame bit types

The bits in Classical CAN and CAN FD frames can be di-
vided into two types.

Type 1: Key bits inform the receiver about how to in-
terpret the remainder of the frame. The key bits in CAN 
FD are: IDE, FDF, res, BRS, and DLC. When one of these 
bits is sampled inverted in the receiving node, the receiv-
er interprets the remainder of the frame differently than in-
tended by the transmitting node. A frame with two or more 
falsified bits, where the first is a key bit, might be accepted 
by the receiving node as a valid frame. Such cases can be 
constructed in Classical CAN as well as in CAN FD. 

Type 2: Non-key bits are all bits except the key bits. If 
the receiving node samples a non-key bit with inverted val-
ue, this has no impact on the interpretation of the remain-
der of the frame.

Single errors that need to be considered

The solution needs to be able to detect all single errors in 
a frame. The following list is used to evaluate which single  
error cases need to be covered by the solution.
Fault type A – Bit flip:

 X Key bit: The receiver gets misaligned, consequently  
the error is detected by the frame format checking. 
Probability = 100 %;

 X Non-Key bit: The bit flip is detected by the frame CRC. 
Probability = 100 %.

Example for shortening: 
 TX Bits 0 0 0 0 0 i
 RX Bits 0 0 0 0    1 £ from the CRC point of view: a bit flip at the 5th bit
Example for lengthening:
 TX Bits 0 0 0 0    1
 RX Bits 0 0 0 0 0 i  £ from the CRC point of view: a bit flip at the 5th bit

Legend
blue  = bit used for CRC calculation
black =  bit not used for CRC calculation
  =  bit sampled more/less by the receiving node
i  = recessive stuff bit
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Fault type B – Lengthening or shortening by 1 bit:
 X One key bit is sampled inverted: The receiver gets mis-

aligned, consequently the error is detected by the frame 
format checking. Probability = 100 %;

 X All key bits are sampled correctly: The frame CRC is 
not sufficient to validate the frame. Probability < 100 %, 
which makes this a CAN FD CRC issue.

The CAN FD CRC issue may occur with fault type B only 
when all key bits are sampled correctly. The solution for the 
CRC issue needs to cover those cases where the frame is fal-
sified by a single error that leads to fault type B, when in such 
an erroneous frame all key bits are still sampled correctly.

Occurrence of the CRC issue 

The CRC issue occurs when a CAN FD node (according 
to the ISO/CD 11898-1 version from 2014-08-12) does not 
detect a single error in a frame. Consequently it accepts 
the frame as valid. Both CRC polynomials (CRC-17 and  
CRC-21) used in CAN FD are affected. The issue can  
occur at the start of a frame and inside a frame.

At the start of a frame

Cases with falsified Start-of-Frame (SOF) bits were first  
reported by engineers from Renesas. For these cas-
es it is important to know that the ISO/CD 11898-1 version 
from 2014-08-12 defines the initialization value for the CRC  
registers as “0…0”.

Case 1a - Shortening of frame: A local error short-
ens the SOF bit at the receiving node. Now a frame start-
ing with the identifiers  “0000i” may be falsified to “0001”.  
Figure 4 visualizes the case.

In this case, the bus signal falsification has to be a local 

error. This case can occur independently of the CAN clock 
frequency relation between transmitter and receiver, be-
cause the receiving node performs a hard synchronization 
at the beginning of the SOF bit. The falsified bus signal may 
contain dominant glitches, as long as each glitch is shorter 
than one time quantum and the glitches are not detected by 
the receiving CAN node.

The required shortening of the SOF bit depends on the 
CAN clock frequency relation between transmitter and re-
ceiver. If the nodes do not have any CAN clock tolerance (df = 
0 %) then a shortening/falsification of the SOF bit by “phase_
VHJ����ȟµ�LV�VXIILFLHQW�WR�FUHDWH�WKH�FDVH��$W���0ELW�V�DQG�D�
sample point of 80 %, a shortening by 205 ns is sufficient.

Case 1b - Lengthening of frame: A local error lengthens 
the SOF bit at the receiving node. The lengthening occurs 

Figure 4: The five dominant bits (SOF + four identifier bits) 
are sampled as four dominant bits; the subsequent stuff 
bit is interpreted as a regular bit and not as stuff bit
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towards the bit before the SOF bit. Now a frame starting with 
the identifiers “0001” may be falsified to “0000i”. Figure 5 vi-
sualizes the case.

In this case, the bus signal falsification has to be a lo-
cal error. This case can occur independently of the CAN 
clock frequency relation between transmitter and receiver, 
because the receiving node performs a hard synchroniza-
tion at the beginning of the SOF bit. The falsified bus signal 
may contain recessive glitches, as long as the bit prior to the 
SOF bit transmitted by the transmitter is sampled as domi-
nant by the receiving node.

Inside a frame

A falsified “0” bit sequence is detected wrongly if it starts 
when the intermediate CRC register value equals “0...0”. 
The case can occur at any bit position in between SOF bit 
and the transmitted CRC checksum. A simple way to con-
struct cases is to exploit the following two facts: Firstly, the 
intermediate CRC register value may be “0...0” during the 
reception of a frame. Secondly, in case the intermediate 
CRC register value is “0…0”, then an incoming 0 (dominant 
bit) does not change the intermediate CRC register value, 
while a 1 (recessive bit) does change it.

Case 2a - Shortening of frame: The receiving node 
samples the bit sequence “00000i” as “00001”. Figure 6  
visualizes the case.

Figure 5: The four dominant bits (SOF + three identifier 
bits) are sampled as five dominant bits; the subsequent 
recessive bit is sampled as a stuff bit

Figure 6: The receiving node samples the bit sequence 
“00000i” as “00001”

The transmitting node sends the stuffed bit se-
quence “00000i”. An error shortens the first “0” of this 
bit sequence. The receiving node resynchronizes on this 
“wrong” edge. 

The intermediate CRC register value has to be “0...0” 
at the first bit of this sequence. The receiving nodes sam-
ples “00001”. This means it samples four “0” bits instead 
of five. The falsification of the bus signal leads to no cor-
rection of the phase error, or even a correction into the 
wrong direction.

This case may occur, if BitTimeRX_node > Bit-
TimeTX_node due to clock tolerance and if the sample 
point position in the receiving node is late (e.g. 80 %). The 
bus signal falsification can be a local error if the transmit-
ting node uses no transmitter delay compensation, or a 
global error if the transmitting node uses transmitter de-
lay compensation.

This case was reproduced in simulation. Figure 7 
shows a simulation screenshot of this case. Focus on the 
signals “m_can_rx” and “sample point”.

Case 2b - Lengthening of frame: The receiving node 
samples the bit sequence “00001” as “00000i”. Figure 8  
visualizes the case.

The transmitting node sends the unstuffed bit se-
quence “00001”. An error lengthens the first “0” of this 
bit sequence. The receiving node resynchronizes on this 
“wrong” edge. The intermediate CRC register value has 
to be “0...0” at the first bit of this sequence. The receiv-
ing nodes samples “00000i”. This means it samples five 
“0” bits instead of four. The “1” in this bit sequence is in-
terpreted as a stuff bit. The falsification of the bus signal 
leads to no correction of the phase error, or even a cor-
rection into the wrong direction.

This case may occur, if BitTimeRX_node < Bit-
TimeTX_node due to clock tolerance and the sample 
point position in the receiving node is early (e.g. 20 %). 
The bus signal falsification can be a local error if the trans-
mitting node uses no transmitter delay compensation, or 

Figure 7: The signals “m_can_rx” and “sample point” are especially interesting

Figure 8: The receiving node samples the bit sequence 
“00001” as “00000i”
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may not be able to detect this error with the help of the frame 
CRC. When a bit flip falsifies the stuff bit count in the same 
frame, the receiver may not be able to detect this error.

This makes it necessary to safeguard the transmitted 
length information itself, i.e. the stuff bit count modulo 8. This 
is done through the following two safeguards:

 X Adding a parity-bit (even parity);
 X Gray-coding the stuff bit count.

Since the stuff bit count is inserted at the beginning of 
the CRC field, there is a fixed stuff bit following the parity bit, 
with the inverse value of the parity bit. Parity check and fixed 
bit stuffing rules detect any single bit flip of these bits. The 
same applies for two bit flips if at least one of the bit flips is 
the parity bit or the following fixed stuff bit. If two bits of the  

a global error if the transmitting node uses transmitter de-
lay compensation.

Solving the CRC issue

To solve the CRC issue, the receiving node needs to know 
the total number of transmitted bits for each frame. The  
receiving node already knows the total frame length  
excluding dynamic stuff bits from the received frame type 
and  the DLC. Therefore the number of dynamic stuff bits 
(generated by the Classical CAN stuffing method) is includ-
ed into the frame format.

It is sufficient to transmit the stuff bit count modulo 8. 
With this it is possible to detect up to seven lengthening or 
shortening errors, if these coincide with stuff conditions. This 
is adequate as we consider a Hamming distance of 6 for 
CAN FD.

The stuff bit count is transmitted in the first bits of the 
CRC field, lengthening this field. This position was chosen 
for two reasons:

Firstly, the stuff bit count needs to be transmitted after 
switching from dynamic bit stuffing to fixed bit stuffing. In the 
CRC field the fixed stuff bit method has to be used. At the be-
ginning of the CRC field the nodes know the total amount of 
dynamic stuff bits in the frame.

Secondly, the stuff bit count needs to be transmitted 
before the CRC sequence in order to be safeguarded by the 
frame CRC.

When a stuff bit is dropped or inserted by synchroniza-
tion failure, the CRC is corrupted. This means the receiver 

Table 1: New bits added to the FD frame format and 
coding of the eight possible stuff bit counts modulo 8

Stuff bit count
modulo 8

Bits added to FD frame format
Gray-coded 

value Parity bit Fixed stuff 
bit

0 000 0 1
1 001 1 0
2 011 0 1
3 010 1 0
4 110 0 1
5 111 1 0
6 101 0 1
7 100 1 0
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gray-coded stuff bit count are flipped, the results is a stuff bit 
count value with a difference of at least 2, which is detected 
by a comparison with the internally counted stuff bit value. 
The minimum number of bit errors that could remain unde-
tected is four, when two bit flips in the gray-coded stuff bit 
count coincide with two dropped or inserted stuff bits.

The receiver checks the received stuff bit count modulo 
8 by comparing the received value with the internally counted 
value and the parity bit by comparing the received value to 
the internally calculated value. A mismatch during the com-
parison is treated the same way as a detected CRC error.

The ISO Task Force also decided to use “10...0” as an 
initialization vector for CRC-17 and CRC-21. The single “1” is 
at the most significant bit position. The old initialization vec-
tors were all “0..0”. With this new initialization vector an in-
termediate CRC register value of “0...0” cannot occur for the 

CRC17, Stuff count = 0  S00001CCCCSCCCCSCCCCSCCCCSC

CRC21, Stuff count = 0  S00001CCCCSCCCCSCCCCSCCCCSCCCCSC

CRC17, Stuff count = 3  S01010CCCCSCCCCSCCCCSCCCCSC

CRC21, Stuff count = 3  S01010CCCCSCCCCSCCCCSCCCCSCCCCSC

Legend: red: fixed stuff bit,
  C: CRC bit,
  shaded: the 5 new bits inserted to the CAN FD frame

Author

Dr. Arthur Mutter 
Robert Bosch GmbH 
www.bosch.de

Figure 12: Order of bit transmission in FD extended frame format; 20 to 64 data bytes

Figure 13: Exemplary bit sequences

Figure 10: Order of bit transmission in FD base frame format; 20 to 64 data bytes

Figure 9: Order of bit transmission in FD base frame format; up to 16 data bytes

Figure 11: Order of bit transmission in FD extended frame format; up to 16 data bytes

first 17 transmitted bits with CRC-17 and for the first 21 trans-
mitted bits with CRC-21.

Changes to the CAN FD frame formats

Figure 9, 10, 11, and 12 show the resulting FD frame formats. 
The figures do not show stuff bits; changes are highlighted 
yellow. The part of the CRC field that contains the stuff bit 
count modulo 8 and the parity bit is named Stuff Count.

Figure 13 shows exemplary bit sequences of the CRC 
field. Recall that the CRC field starts with a fixed stuff bit. Then 
a fixed stuff bit is inserted after each 4 bits of the CRC field. The 
Stuff Count has 4 bit. In total, the CAN FD frame is lengthened  
by 5 bits, since after 4 bits a fixed stuff bit is inserted into the  
CRC field.                                                                                    
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Instrumental for a good hydraulic solution are proportional 
directional spool valves with a load-sensing system. They 
LPSOHPHQW�WKH�FUDQH�RSHUDWRU·V�FRPPDQGV�ILQHO\�DQG�VHQ-
VLWLYHO\��LUUHVSHFWLYH�RI�WKH�ORDG·V�ZHLJKW��7KH�PDLQ�DUP��DU-
ticulated arm, telescope, swivel arm, rotator and gripper all 
PRYH�DFFRUGLQJ�WR�WKH�RSHUDWRU·V�ZLVKHV��ZLWKRXW�VWDUW�XS�
jerks or unwanted interruptions in the movements. Chal-
lenges for the technical implementation of the hydraulic so-
lution are the pulling loads. Pulling loads often trigger un-
controlled movements during lowering velocities that are 
independent of the load. This is particularly noticeable in 
situations where the influence exerted by the force of grav-
LW\� LV�UHYHUVHG��7KH�FUDQH�DUP·V�GHDG�ZHLJKW�DFFHOHUDWHV�
its movements towards the lower dead center, while move-
ments away from the dead center require hydraulic sup-
port. In practice, uncontrolled movements affect above all 
the precise buckling movements close to the posts or fast 
swivel movements downhill.

Hydraulic controls with standardized valves often ar-
rest the articulated arm briefly before jerking back into 
action, which leads to inconvenient judders during swiv-
eling. To prevent this, Hawe Hydraulik from Munich has 
developed special spool valve types that enable fine and 
jerk-free movements. To select the appropriate type, the 
hydraulics specialists from the company liaise closely with 
the customer to determine the necessary counter pres-
sures for sensitive acceleration and deceleration. A spe-
cial program determines reliably and in advance the valve 

Swift but sensitive movements

The less a forestry crane swings and jerks, the quicker the machine’s operator 
can move tree trunks from one position to another. Hydraulic solutions can 
make sure the swivel and arm movements are continuous.

characteristics for different cylinder sizes and ratios of the 
FUDQH·V� DUP�� LUUHVSHFWLYH�ZKHWKHU� WKH� SURSRUWLRQDO� GLUHF-
tional spool valve is being actuated manually, hydraulical-
ly, electro-hydraulically, or via a CAN interface. There is no 
need for a reworking and subsequent testing of the spool 
valve piston. The valves are fitted with a spool valve pis-
ton according to the findings calculated by the program. 
7KLV�SLVWRQ� LV� ILQH�WXQHG� WR� WKH�DSSOLFDWLRQ·V� F\OLQGHU� SD-
rameters and has an exactly defined fine-control zone that 
allows the operator to handle the tree trunks as easily and 
conveniently as possible. The modular product kit includes 
numerous types of spool valves to cover a range of pres-
sure ratios.
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The product implements the CiA 
301 application layer, which optionally
allows the use of 29-bit identifiers. It supports the CiA 408 
CANopen profile for fluid power control as well as, on cus-
tomer request, the CiA 401 CANopen profile for I/O mod-
ules. The default bit-rate is 250 kbit/s but 50, 100, 125, 500, 
and 1000 kbit/s are also possible. The busload is 30 % 
and the standard SDOs and PDOs with the required status  
update, setpoints, and process data messages are sent. 
The following participants are plugged into the network: 
usually a master-controller and CAN valves of the type PSL 
(proportional directional spool valves) of Hawe. Depending 
on the application, sensors, displays, joysticks, and input 
devices can also be plugged into the CAN network.

Saving fuel

Juddering movements and the correction of these move-
ments takes up fuel. However, where proportional and 
load-sensing technology is used, this is not an issue any-
more, as the machine operator can position all axes of the 
crane exactly and finely and it thereby consumes less die-
sel fuel. Special spool valve pistons with regenerative func-
tions for lifting the articulated arm and extracting the tele-
scope also help to improve the energy balance. Thus, the 
oil from the rod end is co-used when the cylinder is extract-
ed. Instead of feeding it back into the tank it is forwarded 
GLUHFWO\�DFURVV�WR�WKH�SLVWRQ�HQG��&RQVHTXHQWO\��WKH�SXPS·V�
required residual amount is low.

The regenerative spool valve piston reduces the  
K\GUDXOLF�FRQVXPHU·V�YROXPH�IORZ�GHPDQG��ZKLFK�PDNHV�
the system not only energy-efficient but also protects it 
against oil shortage. Valves with regenerative spool valve 
pistons are therefore particularly interesting for hydraulic 
systems using small pumps and cylinders with large pis-
ton area ratios. Alongside the regenerative spool valve pis-
tons, Hawe Hydraulik also offers special anti-shock and 
anti-cavitation valves. With these, the lowering movement 
LV� H[HFXWHG� PDLQO\� E\� WKH� ORDG·V� GHDG� ZHLJKW� DQG� WKXV�
saves fuel. 

Pioneering new technologies
Pioneering new technologies
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set comparatively low, which in turn cuts down diesel fuel 
consumption. Even if the fitting tolerance increases with 
the years, the customer does not have to take recourse 
to additional “copying valves” to reinforce the load-sens-
ing signal. The operator benefits from the patented “dy-
namic throttle”, which serves for easy and convenient set-
ting of the optimal ratio between vibration dampening and 
dynamics.

The pump portfolio of the company offers pressurized 
oil supply solutions tailored to individual requirements for 
operating pressures of up to 400 bar and peak pressures 
of up to 450 bar. Multiple sizes and designs built accord-
ing to the swashplate construction principle provide the 
required displacement volume without over- or under-di-
mensioning the pump output. In addition, controls enable 
the hydraulic solution to support the energy efficiency of 
mobile machines and thereby compliance with such emis-
sion regulations as Tier 4 and Euro 6. For displacement 
volumes up to 130 cm3/cycle and peak pressures up to 

The anti-cavitation valves are built to enable a  
high volume of anti-cavitation volume so that air does 
not enter the system and all functions can be constantly 
executed.

Tailor-built pumps

Adjustable axial piston pumps with power controllers are 
also sparing on the fuel demand of the forestry crane. They 
only supply oil when needed and in the quantity required. 
The pump is not constantly working at a maximum pivot-
ing angle but adjusted to the current demand of the hy-
draulic consumer. This makes the system efficient and lim-
its heat generation. The load-sensing and pump channel of 
the load-sensing controller are arranged so that no pres-
sure is lost when transmitting the load signal. This is of par-
ticular interest for forestry cranes as the dynamic between 
pump and control block remains strong even at distances 
spanning multiple meters. The stand-by pressure can be 

Figure 4: The sturdy die-casted housing makes the PLVC 
electronic valve control suitable for outdoor applications

Figure 2: The axial piston pump V60N-130 offers default 
overload protection for the gearbox

)LJXUH����7KH�9��0�D[LDO�SLVWRQ�SXPS·V�SLYRWLQJ�DQJOH�
enables exact rate settings

Figure 1: One control block with PSL proportional 
directional spool valves serving six crane functions
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450 bar, the V60N-130 axial piston pump comes into play. 
This pump offers a default overload protection for the vehi-
FOH·V�JHDUER[��,WV�ZLGWK�PHDVXUHV�PHUHO\�����PP�DQG�LW�LV� 
housed in a stable casing protecting it against torsion-
al deformations. Where less power suffices the V40M  
axial piston pump is a suitable choice. The pivoting an-
gle enables exact and fine flow rate settings going up to 
45 cm3/cycle. At a self-suction speed of 2900 revolutions 
per minute, it is suited for applications requiring operating 
pressures of up to 250 bar that can also experience peak 
pressures of up to 320 bar. With a length of 208,5 mm, it 
is particularly well suited for deployment as a twin pump 
in machine housing.

Faultless valve actuation

Crane operators require their commands to be safely 
and faultlessly transmitted to the hydraulic valves. To this 
end, a number of different actuation controls are avail-
able: hydraulic or manual, electro-hydraulically or via a 
CAN network. Though the hydraulic and manual versions 
do not require servicing, they cannot offer as much op-
erating comfort as the electro-hydraulically controls. The 
latter supports finer realization and more precise move-
ments, no matter how the crane operator handles the joy-
stick. Its key advantage is above all that it can be indi-
vidually adjusted to the user. Where multiple operators 
work with a crane, it can store user profiles with driver-
specific characteristics. Moreover, twin solenoids make 
the electro-hydraulically controls insusceptible to elec-
tro-magnetic interference. Valve controls with a CAN  
LQWHUIDFH�LPSURYH�WKH�PRYHPHQWV·�SUHFLVLRQ�DV�WKH\�FRQ-
stantly monitor the position of the spool valve piston and 
thereby adjust the volume flow exactly to the consum-
HU·V�DFWXDO�GHPDQG��,Q�DGGLWLRQ��WKH�&$1�WHFKQRORJ\�VXS-
ports the sensitive movements by removing hysteresis. 
Hydraulic functions differ between loading crane, har-
vester crane or skidder crane. Yet, they share the same 
demand for swift, sensitive and energy-efficient work  
operations.                                                                         
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The AEC-Q100-qualified ATA6560 and ATA6561 trans-
ceiver chips are suitable for bit-rates up to 5 Mbit/s. The 

ATA6561 offers a direct interface to MCUs with 3-V to 5-V 
supply voltages. Various operating modes together with ded-
icated fail-safe features make the chips suitable for next gen-
eration in-vehicle networks, especially for CAN FD nodes re-
quiring a low-power mode. The products are available in 
SO8 and DFN8 packages with wettable flanks for automated  
optical solder inspection. The specified temperature range is 
-40 °C to +150 °C. “Our new family of CAN transceivers en-
ables our OEMs to bring improved connectivity with higher 
speed in their automobile with overall lower power,” explained 
Claus Mochel, Atmel Marketing Director for Automotive High 
Voltage Products. “We are continuing to expand our automo-
tive product portfolio to give our customers the right mix of 
products to help shorten their design cycle and bring next-
generation designs faster to market.”

Operating modes include an  

unpowered mode

Both transceivers support a normal, a stand-by, and an un-
powered mode. The ATA6560 additionally provides a silent 
mode. In the unpowered mode, the chips are completely dis-
engaged. In the normal mode, the driver stage is active and 
drives data from the TXD input to the CAN bus lines. The high-
speed comparator (HSC) converts the analog data on the bus 
lines into digital data, which is output to the RXD pin. The bus 
biasing is set to VCC/2 and the under-voltage monitoring of 
the power supply is active. The slope of the output signals is 
controlled and optimized in such a way that it leads to a low 
electromagnetic emission.

In the stand-by mode, the transceiver cannot transmit 
or correctly receive data via the CAN bus lines. The trans-
mitter and the HSC are switched off in order to reduce pow-
er consumption and only the low-power wake-up comparator 
(WUC) monitors the bus lines for a valid wake-up signal. A 
signal change on the bus from recessive to dominant followed 
by a dominant state longer than twake switches the RXD pin 
to low in order to signal a wake-up request to the connected 
micro-controller. In the stand-by mode, the bus lines are bi-
ased to ground, in order to reduce the current consumption to 
a minimum. When the transceiver signals a wake-up request 
to the micro-controller, a transition to normal mode is not trig-
gered until the micro-controller sets the related signal. A bus 
dominant time-out timer prevents the transceiver from gener-
ating a permanent wake-up request. The ATA6560 addition-
ally causes a quiescent current from VIO to GND by means of 
an internal pull-up resistor when the silent mode is activated.

Stand-by transceiver with fail-safe features

Atmel has launched a series of high-speed transceiver chips for CAN FD 
networks, which optionally provide low-power capability. The fail-safe  
features include over-temperature protection.

The silent mode, only available on the ATA6560, can be 
used to test the connection of the bus medium, for example. In 
this mode the transceiver can still receive data, but the trans-
mitter is disabled. The bus pins are released to a recessive 
state. All other transceiver functions, including the HSC, con-
tinue to operate as they do in normal mode. The silent mode 
can also be used to prevent a faulty CAN controller from dis-
rupting the entire network communication.

Fail-safe features include under-voltage  

detection

The transceivers feature several fail-safe functions, in or-
der to improve the robustness of the communication. This in-
cludes the TXD dominant time-out function. The related tim-
er is started when the TXD pin is set to low. If the low state 
persists for longer than 0,8 ms, the transmitter is disabled, 
releasing the bus lines to recessive state. This function pre-
vents the bus lines from being permanently driven to domi-
nant state. The timer is reset when the TXD pin is set to high.

Pull-up resistors for the TXD, STBY, and NSIL pins en-
sure a safe, defined state in case the pins are left floating. 
Pull-up currents flow in these pins in all states, meaning all 
pins should be in high state during stand-by mode to mini-
mize power consumption. If VCC and VIO drop below the  
under-voltage level, the transceiver switches off. The low-
power WUC is only switched off during under-voltage. In 
stand-by mode, the wake-up time-out timer is started when 
the bus changes from the recessive to the dominant state. If 
the dominant state persists for a specified time (see above), 
the RXD pin is switched to high. This prevents a permanent  
clamping to dominant state, due to a short-circuit or a  
failure in one of the other nodes, which would cause a  
permanent wake-up request. The bus wake-up time-out timer  
is reset when the bus changes from dominant to recessive 
state.

Figure 1: Operating modes of the ATA656X series  
(Source: Bosch)
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The output drivers are protected against over-temper-
ature conditions. If the junction temperature exceeds the 
specified shutdown value (150 °C), the output drivers are dis-
abled until the junction temperature drops and the TXD pin 
is at a high level again. The TXD condition ensures that out-
put driver oscillations due to temperature drifts are avoided. 
Additionally, a short-circuit protection of the bus pins against 
GND and positive supply voltages is provided. A current-
limiting circuit protects the transceiver from damage. If the 
transceiver heats up due to a continuous short between the 
bus-lines, the internal over-temperature protection switches 
the transmitter off.

The RXD recessive clamping function prevents the 
transceiver from sending data on the bus if its RXD line is 
clamped to high. If the RXD pin cannot signalize a dominant 
bus condition (because it was shorted to VCC) the transmit-
ter is disabled to avoid possible data collisions on the bus. 
In normal and silent mode, the chips permanently compare 
the state of the HSC with the state of the RXD pin. If the HSC 
indicates a dominant state for more than 90 ns without the 
RXD pin doing the same, a recessive clamping situation is 
detected and the transceiver is forced into silent mode. This 
mode is released by either entering stand-by or unpowered 
mode or if the RXD pin shows a dominant level again.

Following transceivers will support  

partial networking

Atmel considers supporting partial networking as defined in 
ISO 11898-6 in future transceiver products. With this feature 
it will be possible to wake up CAN nodes individually. Trans-
ceivers with this selective wake-up capability need to partly 
implement the CAN protocol. A conformance test plan is be-
ing internationally standardized for partial networking trans-
ceivers (ISO 16845-6). The ISO standards for CAN high-
speed transceivers (ISO 11898-2, ISO 11898-5, and ISO 
11898-6) are currently under review and will be merged into 
one single document.                                  Holger Zeltwanger

Figure 2: Typical application circuitry using the ATA6560 
(Source: Atmel)

Figure 3: Typical application circuitry using the ATA6561 
(Source: Atmel)
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In general, sensor fusion is nothing new. Mother Nature 
uses it: snakes combine visual data from the eyes with 

smell information from their forked tongue and temperature 
information from their infrared-sensitive receptors. This is 
QHFHVVDU\�WR�WUDFN�DQG�FDWFK�SUH\��EHFDXVH�WKH\�FDQ·W�IR-
cus their eye lenses. Also in technical systems, combin-
ing data from different sensor elements and generating 
new information has been state-of-
the-art for many years. For example, 
combing pressure sensors with tem-
perature sensors allows us to eval-
uate the measured pressure in the 
sensor device. The use of redundant 
sensor elements is an old technolo-
gy: just think of stereoscopes. And 
GRQ·W� IRUJHW� \RXU� VPDUWSKRQH�� \RXU�
tablet computer, and your digital cam-
era. They all implement sensor fusion 
technology.

Sensor fusion as it is used in the 
automotive industry has lifted fusion 
technology to a new level. Besides di-
rect fusion, which is a fusion of data 
from a set of heterogeneous or homo-
geneous sensors, soft sensors, and 
history values, there is also indirect 

Sensor fusion is on the agenda

Carmakers have been using sensor fusion for years. Academics provided the 
theory, chipmakers offered the required software. From now on, other  
vehicles can use sensor fusion, too.

fusion. Indirect fusion uses information like a priori knowl-
edge about the environment and processes as well as hu-
man input. Of course, both kinds can be combined.

Automated driving was one of the driving forces be-
hind the improvement of sensor fusion technologies. An 
example is the computing of the orientation of a car on 
WKH�URDG·V�ODQH�RU�LQ�UHODWLRQ�WR�RWKHU�YHKLFOHV�RU�HYHQ�SH-
destrians. ADAS (Advanced Driver Assistance Systems) 
use them heavily. How much automotive suppliers expect 
from the market can be seen from the investments they 
have made: Since 2011, for example, Bosch has employed 
about 5000 engineers in Palo Alto (California) and Abstatt 
(Germany) developing technologies for automated driving.

Automated driving affects every aspect of the car – 
powertrain, brakes, steering. It is based on sensors featur-
ing radar, video, and ultrasound technology. “Sensors are 
the eyes and ears that let vehicles perceive their environ-
PHQW�µ�VDLG�'U��'LUN�+RKHLVHO��ZKR�VLWV�RQ�WKH�FRPSDQ\·V�
board of management.

MEMS make sensor fusion affordable

Micro-electromechanical systems (MEMS) are the build-
ing blocks of sensor fusion. MEMS-based sensors are 
available from different manufacturers. Low-cost MEMS 
for accelerometers and gyroscopes are useful for posi-
tion sensing and when fused together result in pitch and 
roll accuracy over a broad frequency range. They can be 
used for dead reckoning, medical devices, robotics, and in-
dustrial machine control. A typical application is an inertial 

measurement unit (IMU) comprising a 
three-axis gyroscope, an accelerom-
eter, and a magnetometer. The IMU 
needs to fuse the data of the sensor 
elements. MEMS are also used for at-
titude and heading reference systems 
(AHRS). Magnetic distortion prob-
lems caused by steles, permanent 
magnets, or electric currents have 
been solved in the last years. 
Different fusion methods exist: the 
HYDOXDWHG� DYHUDJH�� %D\HV·� WKHRUHP�
�VHH�LQVHUW�´%D\HV·�WKHRUHP���WKH�.DO-
man filter (see insert “Kalman filter 
theory”), Fuzzy algorithms, and least 
squares. All of them require comput-
ing power by means of Floating Point 
Units (FPU) or Digital Signal Proces-
sors (DSP).

Figure 1: The iNemo-M1 is a 9-axis sensor module 
combing gyroscope, accelerometer, and magnetometer 
with a 32-bit micro-controller running the sensor fusion  
software developed with the iNemo software suite  
(Photo: ST-Microelectronics)

Figure 2: The LPMS-CU is an inertial 
measurement unit and attitude heading 
reference system comprising three 
different 3-axis MEMS (gyroscope, 
accelerometer, and magnetometer), 
which provides CAN connectivity 
(Photo: Life Performance Research)
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The Autonet 2030 project, supported by Hitachi and 
the Technical University of Chemnitz (Germany), has de-
veloped a multi-sensor fusion concept for plausibility 
checking of vehicle-to-vehicle communication by vision-
based multiple object tracking. The project uses a Mo-
bileye front camera and an Atheros AR541A-B2B-based 
communication device. Moreover, this data is fused with 
the yaw rate and velocity data from the CAN in-vehicle net-
work. The probabilistic data fusion among these sensors 
is implemented with the Baselabs framework for ADAS .

Software support from chipmakers 

Sensor fusion is based on software. Sensor data has to 
be combined for example to calculate accurate positions 
and orientations. Sensor fusion software runs on normal 
0&8V�WKDW�RIWHQ�SURYLGH�&$1�FRQQHFWLYLW\��7RGD\·V���E\WH�
payload limitation of CAN messages will no longer be a 
limiting factor when CAN FD hardware with up to 64-byte 
data fields becomes available. Chipmakers are committed 
to sensor fusion and have developed dedicated software 
packages.

Sensor fusion algorithms are important to compen-
sate undesired effects. For accelerometers in AHRS, for 
example, there is no difference between gravity and lateral  
acceleration. Lateral acceleration needs to be properly 
compensated, otherwise the roll and pitch values are in-
correct. Sensor fusion algorithms also need to detect mag-
netic distortions.

Freescale provides the Xtrinsic suite of sensor fusion 
tools for its ARM-based Kinetis MCU family featuring CAN 
connectivity. The current version is based on the Code-
Warrior software development environment. Users can 
download a free node-locked version for evaluation and 
development. With pre-compiled sensor fusion applica-
tion templates, users can experiment before beginning the  
application software development.

Kalman filtering is a recursive algorithm, which is 
suitable for the fusion of noisy data. It estimates 
the state of a system at a time by using the state of 
a previous time. A common application is sensor 
fusion for navigation and guidance of vehicles. 
The Kalman filter calculates estimates of the true 
values of states recursively over time using the 
measured values and a mathematical process 
model (transition and observation matrixes). 
Kalman filters are also used in robot motion control 
applications. The algorithm works in a two-step 
process. In the prediction step, the Kalman filter 
produces estimates of the current state variables, 
along with their uncertainties. Once the outcome 
of the next measurement (necessarily corrupted 
with some amount of error, including random noise) 
is observed, these estimates are updated using a 
weighted average, with more weight being given to 
estimates with higher certainty. The Kalman filter can 
be regarded as a simple dynamic Bayesian network 
�VHH�LQVHUW�´%D\HV·�WKHRUHPµ��

Kalman filter theory

http://www.gemac-chemnitz.de
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development. The hybrid development offers a way to com-
bine the advantages of model-based and code-based solu-
tions. Baselabs tools support data logging and handling as 
well as the development of algorithms for data fusion. They 
are an alternative to Simulink (model-based) or to Matlab 
(code-based). Baselabs tools need less set-ups, claims the 
provider.

Integrating smartphones 

Besides chipmakers, other parties are also developing sen-
sor fusion software. Some OEMs and chipmakers are co-
operating with universities to develop such software suites. 
There are also new sensor fusion applications for passenger 
cars. The University of Paderborn has developed a smart-
phone-based navigation system using speed information 
from the CAN in-vehicle networks. The researcher connect-
ed an Android phone via a Bluetooth-to-CAN gateway to the 
in-vehicle network. The sensor fusion was carried out by 
an error-state Kalman filter, whose complexity was reduced 
to achieve real-time operation. Several carmakers (Daim-
ler, Ford, and General Motors) have considered integrating 
VPDUWSKRQHV�LQWR�WKH�FDU·V�HOHFWURQLF�FRQWURO�V\VWHP��*HQ-
eral Motors has proposed the Autolog programming frame-
work [1]. Experimental results have shown that the latency 
could be reduced by the factor four to seven, relative to a not 
optimized solution. Autolog uses Datalog to express sensor 
fusion, but incorporates some optimization methods, which 
minimizes bandwidth usage and latency problems.

Security needs to be considered

Security is an issue in mission-critical applications. Last 
year, the University of Pennsylvania presented its attack-
resilient sensor fusion concept. The researchers studied a 
shared bus, such as CAN, on which messages are broad-
casted. They investigated the effects of communication 
schedules on sensor fusion performance. In addition to the 
simulation, the researchers used a Land Shark robot with 
four sensors. This robot is commonly used in hostile envi-
ronments to save injured people or carry cargo. It has four  

This theorem deals with the relation of a current 
probability to the prior probability. The interpretation of 
%D\HV·�WKHRUHP�YDULHV��,Q�WKH�%D\HVLDQ�LQWHUSUHWDWLRQ��
the probability is based on the degree of belief. The 
other interpretation relies on the proportion of outcomes.
The Bayesian approach has been used for example for 
a multi-sensor pedestrian detection system [A]. In the 
simplest case, a Bayesian network is specified by an 
expert and is then used to perform inference. In more 
complex cases, it is not possible to define a model. In 
this case the network structure and the parameters of 
the local distributions must be learned from the data.

[A] L. Ngako Pangop and others: A Bayesian multi-
sensor fusion approach integrating correlated data 
applied to a real-time pedestrian detection system. 
IROS workshop 2008.

%D\HV·�WKHRUHP

ST-Microelectronics offers the iNemo engine software 
suite, which comprises filtering and predicting algorithms. 
This includes algorithms to integrate outputs from multiple 
MEMS sensors. The software can be used with iNemo in-
ertial modules to create multi-axis MEMS sensor solutions 
for motion and heading recognition. Equipment manufac-
turers across different market segments can deploy mo-
tion detection systems with up to 10 degrees of freedom, 
comprising 3-axis sensing of linear, angular, and magnetic 
motion with barometer/altitude readings from a pressure 
sensor. Of course, the software supports Kalman filtering. 
The generated firmware runs on STM32 micro-controllers.

Atmel has partnered with sensor manufacturers and 
sensor software providers. The result is the Sensor Hub 
Solution software suite, which can be used in conjunc-
WLRQ�ZLWK�$WPHO·V�GHYHORSPHQW�WRROV�VXLWDEOH�IRU�LWV�&RUWH[�
based processors. Renesas offers the RX Sensor Fusion 
kit. It comprises an RX62N RDK micro-controller evalua-
tion board, a Gyro board, Sensor Fusion demo, and GUI 
code as well as application notes. The kit is designated for 
position sensing applications.

In some senor fusion applications, FPGAs (field pro-
grammable gate array) are used. Therefore, Altera has de-
veloped special functions for sensor fusion devices. This 
includes camera, radar, and ultrasonic functions. System-
on-Chips (SoC) featuring sensor fusion will grow with an 
annual rate of 60 percent, predicted Semico Research. 
This growth will result in about 2,5 billion units in the year 
2016, mainly used in smartphones, tablets, and digital 
cameras.

Texas Instruments has published an application note 
[6] for a 9-axis sensor fusion using the direction cosine ma-
trix (DCM) algorithm on the MSP430F5xx processor fam-
ily. The report explains the implementation of an AHRS, 
which is based on magnetometers. The calibrated sensor 
values are fed to the DCM algorithm in order to calculate 
the roll, pitch, and yaw values (Euler angles). Using a CAN 
connectable micro-controller, these values can be sent to 
other ECUs.

Software support means mainly tools. Baselabs pro-
vides a hybrid approach for ADAS data fusion algorithm  

Figure 3: The PCAN-GPS is a CAN-connectable sensor 
PRGXOH�EDVHG�RQ�1;3·V�/3&�����PLFUR�FRQWUROOHU�
comprising a GPS receiver, a magnetometer, an 
accelerometer, and a gyroscope (Photo: Peak-System 
Technik)
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sensors that estimate its speed – GPS, two encoders, and 
a camera. “We assumed that at most one sensor can be at-
tacked at any given point of time. In addition, while it is true 
that some sensors are easier to spoof than others, we as-
sumed that any sensor can be attacked in this scenario; if 
it is known which sensor is being attacked then any sched-
ule that places that sensor first would result in a smaller fu-
sion interval,” explained the researchers. They proposed a 
communication schedule, namely the Ascending schedule, 
ZKLFK�DLPV�WR�PLQLPL]H�WKH�DWWDFNHU·V�FDSDELOLWLHV�E\�HLWKHU�
providing little information (sending at the beginning of the 
schedule) or little power (larger intervals). Of course, more 
research is needed on how to secure sensor fusion. The 
reported study assumed uncompromised sensors that al-
ways provide correct measurements. An extension of ran-
dom faults in addition to attacks has to be the next step.

Applications are not limited to cars

Sensor fusion is not limited to mobile computing equipment 
such as smartphones and tablets or road vehicles. Applica-
tion opportunities can also be found in mobile machines in-
cluding precision farming applications and mobile robots. 
One example is the fusion of sensor data for moving robots: 
gear and force data are fused to Cartesian leg force data, 
which is combined with positioning information, resulting in 
a total force vector.

The California Polytechnic State University has de-
veloped a sensor fusion application for a low-cost truck 

collision avoidance system. The focus of this sensing  
system is to prevent rear impacts and sideswipe crashes. 
A system that provides coverage for these crash modes 
requires the use of both short range and long range sen-
sors. Ultrasonic and magnetic sensors provide lateral blind-
spot detection, while a radar sensor monitors the rear. The 
following sensors were selected: the HMC2003 three-ax-
is magneto-resistive sensor by Honeywell, the LV-MaxSo-
nar.EZ ultrasonic sensor by Maxbotix, and a radar sensor 
with CAN interface. A mathematical model was created to  
understand the behavior of the magnetic signal as a vehi-
cle passes the sensor. This model includes the effects of 
magnetic field strength, vehicle dimensions, and the num-
ber of acting dipoles. The model can be used to set numeric  
values for various object types. A Bayesian recursive  
model was created to convey the likelihood of a vehicle  
being present in the lateral blind zones of a large truck. 
The algorithm helps to integrate multiple sensors. By know-
ing the advantages and limitations of each sensor, the  
algorithm can help alleviate false positives that may arise 
with the use of standalone sensors.

In complex applications, sensor data are available  
in different CAN-based networks which are not synchro-
nized. One of the options is to use the TTCAN protocol 
as defined in ISO 11898-4. Combined with the CAN FD 
data link layer protocol, this approach provides sufficient 
bandwidth and may avoid patent infringements (e.g. with 
US8504864), if all networks use the very same global time 
reference.

http://www.lipowsky.de
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CAN products ready-to-go

In particular for low-volume applications, off-the-shelf 
sensor fusion products are needed. The first compa-
nies have developed such products. Smart Microwave 
Sensors offers the Bumber-08xx electronic control unit 
for experimental vehicles. It collects data from different 
sensors (range, angle/position, radial speed, reflectivity 
level, etc.) and fuses them. Alternatively a PC with CAN 
connectivity can be used for data fusion. The Drive-Re-
corder software supports sensor fusion.

Low-cost is a demand. The Swiss U-Blox company 
has developed a sensor fusion dead reckoning system in 
cooperation with ETH university in Zurich (Switzerland). 
The UBX-M8030-Kx-DR chip includes a sensor fusion 
engine that blends data from satellites with wheel tick, 
gyroscope, and accelerometer data from the CAN in-ve-
hicle network. This chipset is able to accurately track a 
YHKLFOH·V� SRVLWLRQ� GXULQJ� WKH�GULYH� RI� D� ��VWRU\� SDUN� JD-
rage with multiple 360-degree turns. The car used in this 
test was an Opel Astra. The system comprises a low-
cost single-frequency GNSS receiver and a MEMS gy-
roscope with wheel tick sensor. On the basis of tick and 
gyroscope measurements from a single wheel, the vehi-
cle speed and heading rate can be calculated. In order to 
achieve optimal dead reckoning performance, the GNSS 
and sensor measurements are combined using a tightly-
coupled extended Kalman filter allowing for a continuous 
and automatic calibration of unknown sensor parameters, 
such as bias and scaling factor of the gyroscope and the 
VFDOLQJ�IDFWRU�IRU�WKH�ZKHHO�WLFNV�UHSUHVHQWLQJ�WKH�ZKHHO·V�
radius. Since the temperature dependent drift of the gy-
roscope bias during GNSS outages can degrade the 
dead reckoning performance significantly, temperature 
and gyroscope bias are simultaneously measured while 
the vehicle stands still and the Temperature Compensa-
tion Table (TCT) is updated continuously. Future develop-
ments of MEMS gyroscopes with improved measurement 
stability and sensitivity will broaden the application area 
further.
Life Performance Research (Japan) has developed the 
LPMS Motion Sensor, which consists of a miniature IMU 
and an AHRS. It uses a 3-axis accelerometer, gyro and 
magneto sensors, and an integral Kalman filter. The prod-
uct supports update rates of up to 500 Hz and comes op-
tionally with a CAN interface. It can be used for motion  
capturing and vehicle dynamic applications. For the  
CAN interface, which is able to run at 1 Mbit/s, optional  
CANopen support is available. However, there is no  
standardized CANopen framework or profile available for 
devices featuring sensor fusion capabilities.

Quanergy Systems (USA) has developed an ADAS 
system using Lidar (Light Detection and Ranging) laser 
sensors. They are linked to the Tegra 1 processor via Eth-
ernet. The processor by NVIDIA is the heart of the data 
fusion engine, which is connected to the CAN in-vehicle 
networks. Via CAN the unit receives velocity, accelera-
tion, and brake pedal position values as well as other data 
available on the OBDII on-board diagnostic interface. The 
resulting data shown on the head-up display or the vibra-
tion commands for the steering wheel and the seat are 

[1] Yurong Jiang and others: Flexible and efficient 
sensor fusion for automotive apps.

[2]  Christian Lundquist: Sensor fusion for automotive 
applications. Dissertation 1409, Linköping 
University, 2011.

[3]  Ragne Emardson and others: Measurement 
uncertainty in sensor fusion through non linear 
Kalman filtering. SP Swedish Technical Research 
Insitute. Undated.

[4]  Mark Tucker and others: Real-time embedded 
sensor fusion for driver assistance. IEEE 
Conference on intelligent transportation systems, 
Vienna 2005.

[5]  James Crowley and Yves Demazeau: Principles 
and techniques for sensor data fusion. Grenoble, 
undated.

[6]  Erick Macias and others: Nine-axis sensor fusion 
using the direction cosine matrix algorithm on the 
MSP430F5xx family

[7]  A. Somieski and others: Low-cost sensor fusion 
dead reckoning using a single-frequency GNSS 
receiver combined with gyroscope and wheel 
tick measurements. 23rd International Technical 
Meeting of the Satellite Division of the Instute of 
Navigation, Portland 2010.

Literature

communicated via CAN as well as other auditory cues 
(beeps and vocal commands).

Peak (Germany) offers the PCAN-GPS module, a 
programmable sensor unit for position and orientation 
determination. It features a satellite receiver, a magnet-
ic field sensor, an accelerometer, and a gyroscope. The 
sampled data can be transmitted via CAN and logged 
on the internal memory card. The data is processed by 
a NXP LPC4000 micro-controller. Using the supplied li-
brary and the Yagarto GNU ARM tool-chain (contains the 
GNU Compiler Collection GCC for C and C++), applica-
tion firmware can be created and then transferred to the 
module via CAN. This includes options to manipulate, 
evaluate, filter, and route the data. PCAN-GPS is provid-
ed with a demo firmware that transmits the raw data of 
the sensors periodically via CAN. The source code of the 
demo firmware as well as further programming examples 
are part of the delivery.

Holger Zeltwanger
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http://www.cs.usc.edu/assets/007/89156.pdf
http://users.isy.liu.se/en/rt/lundquist/Publications/Lundquist2011.pdf
http://www.ptb.de/cms/fileadmin/internet/fachabteilungen/abteilung_8/8.4_mathematische_modellierung/MATHMET_2010/VORTRAEGE/MathMet2010_Emardson.pdf
http://www-prima.imag.fr/jlc/papers/SigProc-Fusion.pdf
http://www.ti.com/lit/an/slaa518a/slaa518a.pdf
http://www.u-blox.com/images/downloads/Product_Docs/Low-cost_SFDR.pdf


CAN FOR EXTREME ENVIRONMENTS
CANopen Coupler D-Sub /XTR, 750-338/040-000

The WAGO-I/O-SYSTEM 750 XTR – TAKING IT TO THE EXTREME

 eXTReme temperature … from -40°C to +70°C

 eXTReme vibration … up to 5g acceleration

 eXTReme isolation … up to 5 kV impulse voltage

 eXTReme dimensions … as compact as 750 Series standard

www.wago.com

750-837

750-338 750-347 750-348750-337 750-338/040-000

750-8204

767-1501 

750-838/040-000

767-658 (CAN)

http://www.wago.com


24 CAN Newsletter 1/2015

We take a look at the basic design of both analog and  
digital sensor measuring chains, and also typical  

error influences. The differences in the wiring and signal 
evaluation lead to error model calculations that are clearly 
different from each other. Thus in our example, with lower 
investment costs, a digital measuring chain can achieve an 
overall accuracy of 0,1 % while also being more resistant to 
external interference by design. 

Whenever accurate measured values are required in 
an application, the advantages of digital sensors, compared 
to analog instruments, become obvious. When talking 
about digital sensors, we mean sensors with an integrat-
ed analog-to-digital conversion, which uses a digital inter-
face to transmit the measured value (e.g. CANopen or USB) 
with the pressure value transmitted as a numeric value. An 
analog sensor, however, has no built-in analog-to-digital 
conversion and transmits its signal as an analog current or 
voltage signal, e.g. 4 V mA to 20 mA, or 0 V to 10 V.

Therefore, in applications where high accuracy is re-
quired, for example in test stands for propulsion technolo-
gy, it is advisable to use digital sensors. This avoids further 
sources of error that exist in analog instruments, over and 
above the signal conditioning, as a result of the analog sig-
nal transmission. Figure 1 shows the schematic design of a 
typical analog pressure sensor. By the deformation of a dia-
phragm under a pressure load, a resistance change occurs 
in the resistance bridge fixed to the diaphragm. This change 
in resistance is converted into an electrical signal, amplified 
and transformed into a standard signal. The compensation 
of the sensor-specific errors (zero error, span error, non-lin-
earity) is also made through analog circuit technology, for 
example, resistance networks. With digital sensors, how-
ever, the electrical signal of the resistance bridge is directly 

Digital transmission in pressure sensors 

When accurate values are required in an application, digital sensors are 
superior to analog instruments. Particularly in automotive engine test  
benches, accurate pressure measurements are a must. 

converted into a digital value and the subsequent compen-
sation is instead made mathematically in a microprocessor 
(see Figure 1). Here, depending on the required accuracy, 
non-linear errors of any order can be compensated and ac-
curacies up to 0,05 % can be achieved at low costs. By 
XVLQJ� D� ѥ&�� DQ� DFWLYH� WHPSHUDWXUH� FRPSHQVDWLRQ� LV� DOVR�
possible, eliminating any temperature error within a de-
fined temperature range. This compensated digital signal 
now exists in the pressure transmitter as a numerical value 
and then can be output via any digital protocol (e.g. USB, 
CANopen, etc.). During the onward transmission of this dig-
ital pressure signal, it is now immune to interferences which 
might cause a further deterioration in the accuracy.

If we compare the complete analog measuring chain 
with its digital counterpart, the advantages of digital sen-
sors become even clearer. Figure 2 shows the schematic 
structure and at which point external interferences, such as 
EMC or temperature, introduce additional errors.

Initially, the analog front end of both sensor principles 
is adversely affected by environmental influences such as 
temperature fluctuations, EMC, etc. However, in the case 
of the digital pressure transmitter, the pressure signal is no 
longer influenced by external effects after the AD conver-
sion. In the case of the analog signal chain, even the inter-
nal compensation is subject to possible temperature effects 
due to passive components. The output driver that gener-
ates the standardized output signal (e.g. 4 mA to 20 mA or 
0 V to 10 V) is also constrained by a variety of external in-
fluences (cable length, input impedance of the signal eval-
uation, temperature, EMC, etc.). Anyone who has tried to 
evaluate an analog sensor signal with high precision will 
also know the problem of signal noise. Even in the unpres-
surized state, the evaluated signal is not fixed at 4 mA but 
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fluctuating within a particular range, e.g. 3985 mA to 4007 
mA. This is mainly due to environmental influences which 
the signal cable picks up, acting as an “antenna”.

For further processing, this analog signal value must 
be digitized, if only for visualization on a display or as a con-
trol variable for a controller. I/O channels of programma-
ble logic controllers (PLCs) or external A/D modules can be 
used for this. These components are also subjected to en-
vironmental factors that have a negative impact on the ac-
curacy of the measured value acquisition. Thus, these A/D 
evaluation modules also have a specified accuracy, which 
is the best to which they can determine an analog signal. 
This means that the inaccuracy of the sensor itself is further 
added to by a deterioration in accuracy at the A/D module. 
This error through the A/D conversion, in turn, is also tem-
perature dependent and, at the limits of the operating tem-
perature range, will become even larger.

In digital signal transmission, the overall accuracy 
of the measuring chain is influenced solely by the inac-
curacy of the sensor. Following the A/D conversion within 
the sensor, the pressure is available as a numerical value. 
This can be adapted through a microprocessor to any digi-
tal bus signal (CANopen, USB, Profibus). This adaptation 
has no influence on the accuracy specification, nor is the 
transmission of the digital signal subject to any influences 
that would degrade the accuracy. So, with the example of 
CANopen as the transmission protocol, cable lengths of 
1000 m are possible without any effect on the accuracy of 
the pressure signal. Moreover, no additional error occurs 

at the signal evaluation end. There, one finds a digital bus 
master, which reads the digital values from the bus and 
forwards them to the appropriate software/process control 
element. This all takes place with a digital numerical value, 
unaffected by any environmental influences.

For the sake of completeness, it should be men-
tioned that strong EMC interferences can also affect digital 
bus signals. If a pulse-shaped interference is superim-
posed, a “0” could arrive in the master as a “1”. However, 
this again shows the advantage of using microprocessors 
that can detect and correct these errors with their built-in 
“intelligence”.

During transmission, algorithms built into the sensor 
and the PLC ensure that transmission errors are detect-
ed. For this, checksums are calculated from the measured 

Figure 1: Design of a digital pressure transmitter vs. an 
analog pressure transmitter
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values by using cyclic redundancy checks (CRC) and for 
any discrepancies the measured value will be discarded 
and requested again. To some extent, it is also possible to 
calculate the correct measured value from the transmitted 
checksum and thus the transmission errors generated can 
be corrected. This then avoids re-transmissions and the 
associated loss of time.

In the digital measuring chain design, it is not just the 
susceptibility to error that is reduced, but also the amount 
of wiring. Each sensor and actuator no longer needs its 
own signal line, but rather many nodes can be connected 
via a single, branched line. In the case of CANopen, up to 
127 nodes can be connected to a PLC input card via a sin-
gle cable with three lines (CAN_H, CAN_L, GND).

Many manufacturers now operate on the basis of 
identical component strategies when configuring digi-
WDO� VHQVRUV� ï� WKH� FRPSHQVDWHG� SUHVVXUH� YDOXH� LV� WKHQ�
ready to be transformed back to an analog standard signal 
through a D/A conversion. In the context of the compari-
son of analog and digital sensor technology, this is almost 
the worst strategy. Here, the digital, compensated, “clean” 
sensor signal is converted back into an analog value that 
can be distorted by the effects of temperature, quantization 
errors, and other disturbances. Thus it makes sense, once 
the effort of processing the sensor signal into a digital one 
was already made, that it should be transmitted digitally to 
the PLC, eliminating further sources of error.

After comparing the basic construction of the mea-
suring chains, we should now also look at the advantages 
using a calculated example of an accuracy assessment. 
Pressure sensors are available in both digital and analog 
versions at reasonable prices with accuracies of up to  
0,1 %. This accuracy should be used as a baseline in 
both cases.

In the example of the analog signal chain, an error 
of about 0,1 % can occur along the path of transmission. 
High contact resistance at the connection points in the 
case of 0-V to 10-V signals or the superposition of elec-
tromagnetic interferences (e.g. in the vicinity of pumps 
or motors or other potent sources of interference) can 
be the cause of these effects along the transmission 
line.

Low-cost analog input modules offer resolutions in 
the range of 10 bit to 14 bit and possess a basic ac-
curacy of 1 %. Of course, this error is then added to 
the error of the sensor. With these specified accuracies, 
however, only the accuracy at the reference conditions 
is covered – if one moves outside of these reference 
conditions, further errors are accrued. Typical values 
here are in the range of an additional 1 % temperature 
error over the entire temperature range.

Even analog input modules of the highest quality, 
with up to 24-bit resolution, still have inaccuracies of 0,1 
%. And still, with these modules, additional temperature 
errors must be taken into account – although these are 
very low, they can still be in the range of 10 ppm/°C. For 
a module that can be used in the range of -40 °C to 125 
°C, this would constitute an additional error of 0,165 % 
over the temperature range.

Purely mathematically, the two cases are repre-
sented as follows:

The estimation of the 
digital signal chain, however, 
turns out to be significantly 
simpler. Here, the basic ac-
curacy of the pressure trans-
mitter stands (0,1 % in our 
example), and there are no 
additional error influences in 
the onward signal path, so 
the measured value, which 
is used in the evaluation pro-
cess, actually comes with an 
accuracy of 0,1 %.

Digital systems also 
offer benefits on the cost 
side. The additional costs 

Figure 3: Error analysis of the measuring chain in comparison

Figure 2: Analog and digital measuring chains in 
comparison
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X “Low-cost” analog input module: 
 0,1 % (pressure transmitter) + 0,1 % (transmission  
 path) + 1 % (analog input module) + 1 % (analog input  
 module temperature error) = 2,2 %

X�“High-quality” analog input module:
 0,1 % (pressure transmitter) + 0,1 % (transmission  
 path) + 0,1 % (analog input module) + 0,165 % (analog  
 input module temperature error) = 0,465 %



for sensors with digital interfaces have decreased in 
recent years. In the example of the pressure trans-
mitter, one supplier of complete pressure transmit-
ter families lets customers choose between analog and 
digital output signals at no extra charge. The cables  
required to transmit digital signals are quite expensive 
when compared to their analog counterpart, though in the 
case of a bus system, only one line is required. An ana-
log signal transmission cable is required per measurement 
point, so in total, the wiring for the digital system can be 
more cost-effective.

Digital signal chain Analog signal chain

Simple cabling,  
1 cable for  

complete bus
+ -

Complicated cabling, 
1 cable per measuring 

point
No deterioration in 
accuracy over the 
transmiss ion path

+ -
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effects on 
transmission

No deterioration in 
accuracy with the 
signal evaluation

+ -
Additional measuring 

errors through  
A/D module

Low cost for bus 
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over the bus
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Table 1: Comparison of a digital and an analog chain
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nal evaluation. High-quality A/D modules with, for exam-
ple, 8 analog inputs and 16-bit resolution, come at a price  
of around ¤2000. This causes an additional cost of ¤250 
per measurement point. Bus masters for common field-
buses are in the range ¤200 to ¤500, irrespective of the 
number of required measuring points. In most automation 
systems, one or more fieldbuses are already in use, so  
to some extent the cost of the sensor evaluation is  
already accounted for, since these can be attached to the  
existing bus.

In summary, digital measuring chains exhibit their 
strength in applications with multiple measuring points 
where a secure and accurate transmission of measured 
values is needed. Particularly in the example of engine test 
benches that run for considerable periods in an environ-
ment where elevated temperatures and also strong EMC 
interference prevail, using a fully digital measuring chain  
is recommended.                                                               
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The Munich Motorsport team of the University of Applied 
Sciences Munich was founded in 2005 and has been 

participating in the Formula Student events since 2006. Our 
WHDP·V�DLP�LV�WR�DSSO\�WKHRUHWLFDO�NQRZOHGJH�IURP�OHFWXUHV�
to the construction of a racing car. Currently the team has 
about 70 members from various faculties. Our goal is to 
build a racing car, mainly for the Formula Student Germany 
Event in Hockenheim.

With our electrical car, the PWe5.14, the team scored a 
4th�SODFH�DPRQJ����RWKHU�WHDPV�DW�ODVW�\HDU·V�)RUPXOD�6WX-
dent. In the category Cost, the car even achieved a 1st place. 
Next year, we will face a new challenge for the electrical  
vehicle: because we think we tapped the full performance 
potential of a rear-mounted drive with the PWe5.14, we want 
WR�LQFUHDVH�WKH�3:H����·V�HIILFLHQF\�ZLWK�D�IRXU�ZKHHO�GULYH�
system.

Some main characteristics of our PWe6.15 are for ex-
ample a redesigned Monocoque, which forms the primary 
structure of the car, and a powertrain concept comprising 
four electric engines with planetary gears that accelerate 
the hub. For the data transfer between the technical sys-
tems in the PWe6.15, we use CAN technology.

There were three main reasons why we decided to use 
a bus technology: usability, flexibility, and simplicity. With 
the help of a bus system we were able to reduce the amount 
of cables, which resulted in a more condensed loom, an  
increased maintainability and a clear arrangement. More-
over, in a racing series without weight limitations, every 
team tries to build the lightest car possible, which at the 

Four CAN networks for electrical racing car

The Formula Student in Hockenheim gives students the chance to race against 
other student – in a car they built themselves. The team from Munich has high 
hopes for this year with their electrical racing car.

same time should have the best track performance. There-
fore, weight is a key point in designing and constructing ev-
ery single part of the vehicle. Consequently, saving weight 
was one of the main goals during considerations of the bus 
structure. With a lot of analog sensors integrated in the car, 
the distances the signals have to travel should be short in 
order to avoid signal interferences and non-traceability. As a 
result, we digitalize the signals as soon as possible with the 
help of micro-controllers and put them on the bus.

A CAN network was chosen since evaluation results 
showed that a Flexray network would be too complex for 
our use case. Flexray networks are commonly used for  
real-time applications, for example driver assistance sys-
tems. LIN networks were ruled out, because of the low data 
rate of 20 kbit/s. We require a rate of about 500 kbit/s. Fur-
thermore, LIN is a single-wire network with lower reliability 
and robustness.

In our car, we use four CAN networks with a rate of 
500 kbit/s. CAN network number one is the so called Drive-
CAN, on which we transmit relevant sensor data and signals 
coming from and going to the dashboard. The second CAN 
network is reserved for information received from electric 
engines, the inverter, and power electronics, which can also 
be controlled by means of the bus communication. The third 
one is used for receiving data from the battery management 
V\VWHP��7KHUHE\��ZH�REWDLQ�DQ�RYHUYLHZ�RI�WKH�EDWWHU\�FHOOV·�
status and are able to observe running processes. The last 
network is required for data of the Correvit and ride height 
sensor received by suspension and chassis elements.

Figure 1: Four CAN 
networks connect the 
bus devices of the 
PWe6.15
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CAN-

IDs
Description

Data field 

length  

[bit]

Refresh  

rate [Hz]

Number 

 of bits  

[1/s]

101h
Steering angle, torque encoder,  

brake pressure 64 200 25400

400h
Dashboard (buttons/rotary  

switches) 64 10 790

603h Roll, pitch, yaw angles 64 100 12700

604h
Cluster info (temperature, supply  

voltage, body speed, time) 64 10 1270

605h x, y, z acceleration 64 100 12700

606h Roll, pitch, yaw rate 64 100 12700

700h Dashboard (status LEDs, RTDS) 16 10 700

n.a. Correvit sensor by Kistler 64 250 31750

n.a. Total data n.a. n.a. 98010

The CAN network consists of two drilled wires, which 
are connected in a linear bus structure. In order to put ana-
ORJ�VLJQDOV�RQ�WKH�EXV��ZH�XVH�$WPHO·V�$WPHJD��0��PLFUR�
controller fixed on self-developed boards, which are placed 
next to the sensors. The utilized micro-controller, which dig-
italizes the analog signals, has eleven ADCs with a reso-
lution of 10 bit. These micro-controllers are for example 
installed in the dashboard to control buttons and LEDs and 
one at the rear and the front for acceleration, brake pres-
sure, potentiometers of the springs, gearbox, and tire tem-
perature sensors.

The ID allocation on the CAN network is ordered by pri-
ority, giving the highest priority to driving relevant and safe-
ty signals. The most important ones have the lowest IDs as 
higher IDs are lost in case of an overloaded bus system. For 
example, the torque encoder has the ID 101h and a LED in 
the dashboard has the ID 700h. To prevent such issues, we 
try to keep the busload on a minimum level by adjusting the 
bit-rate. With a bit-rate of 500 kbit/s we only reach a busload 
of 19,6 %.

Additionally, we can observe and control the busload 
with our logger system. The logger records all four CAN 
networks and measures the busload, which we can review 
in the log files afterwards. For telemetry applications and 
live surveillance, we use an extra PCAN analyzer.             

Table 1: Busload calculation for CAN network #1 
(bit-rate: 500 kbit/s using the base frame format)
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Over the next few years, many ECU networks will migrate 
from Classical CAN to CAN FD. This new type of net-

work increases the payload length and offers a higher band-
width, while still providing the advantages of CAN, namely 
flexibility and affordability. The basic mechanisms of arbitra-
tion, message acknowledgement, and frame setup remain 
unchanged. It is therefore possible to further develop ex-
isting topologies, and developers can continue to use their 
working methods and accumulated know-how. Neverthe-
less, changing the network also poses a challenge because 
it affects both the hardware and the application software. 
The real-time simulation must support the steps necessary 
for migration, so the complete ECU can be validated.

Migrating from Classical CAN to CAN FD

The hardware changes required for the migration from Clas-
sical CAN to CAN FD are straightforward. The only prereq-
XLVLWH�LV�WKDW�WKH�(&8·V�&$1�FRQWUROOHUV�DUH�SUHSDUHG�IRU�XVH�
with CAN FD. One way of migrating is to use CAN FD pas-
sive parts that ignore certain CAN FD messages instead of 
destroying them via the error frame. This change is main-
ly a hardware change and barely affects the real-time soft-
ware, but it makes it possible to build mixed networks with 

CAN FD simulation in real-time systems

Migration from Classical CAN to CAN FD affects both the hardware and  
the application software. Real-time simulations must support the steps 
necessary for migration.

both CAN and CAN FD, in which some network nodes use 
the new CAN FD frames, while the others exchange Classi-
cal CAN frames.

It is also possible to create networks, e.g. private net-
works, that contain only CAN FD nodes. These extend-
ed networks let developers exchange more data between 
the distributed control algorithms without performing ma-
jor changes in the topology. The application software can 
then be migrated to CAN FD. The new capabilities offered 
by CAN FD depend widely on the application programming 
interface (COM interfaces or PDU routing). To validate the 
application with its algorithms and to test the ECU, the CAN 
communication has to be validated in real time.

Simulating CAN FD in real time

Restbus simulation has established itself as a way of val-
idating the communication behavior and the related func-
tions of one or more ECUs. In restbus simulations, only part 
of a networked communication system is actually present. 
Communication with the missing bus nodes is emulated by 
a test system. The test system must therefore be able to 
simulate CAN and CAN FD communication, including all 
network properties.

Figure 1: FPGA-based CAN FD module
for use in RCP and HiL systems
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1H[W�*HQHUDWLRQ�DQG�LWV�%XV�1DYLJDWRU��7KH�%XV�1DYLJDWRU·V�
tree view is the central access point for handling. It contains 
WKH�PRGHO·V�&$1�FRPPXQLFDWLRQ� WKDW�ZDV�FRQILJXUHG�ZLWK�
the RTI CAN Multi Message Blockset. In the tree view, lay-
outs that mirror the send and receive configuration of the 
messages and signals from the real-time model can be gen-
erated as needed. These layouts contain, for example, op-
tions for the transmission control of the messages, such as 
an edit field to set the cycle time or a button to send mes-
sages sporadically.

To analyze the communication behavior comprehen-
sively, there are functions for communication logging or 
monitoring with different views, filters, and sorting options. 

The extended tool chain proves that CAN FD function-
ality can be used without causing operating or compatibil-
ity problems, because all existing CAN configurations can 
be used as they are and no additional software license is 
needed.

CAN FD was created with only a few changes to the 
well-known mechanisms of Classical CAN. A variable trans-
mission speed and longer payload length ensure flexibility 
for many applications. Only few changes are necessary to 
extend existing CAN networks for mixed use. This also ap-
plies to the simulation tools whose new hardware and ex-
tended software let customers switch from Classcial CAN to 
CAN FD swiftly.  

Dspace has expanded its product range with new 
software functions and hardware to include and simulate  
CAN FD systems. Existing systems are easy to integrate into 
the new FPGA-based DS4342 CAN FD Interface Module. 
With this module, CAN FD can be used in the known rapid 
control prototyping (RCP) systems, such as Micro Auto Box 
II, and the modular hardware systems for Hardware-in-the-
Loop (HiL) simulators. To configure the restbus simulation, 
the customer can still rely on the tried and tested RTI CAN 
Multi Message Blockset, which supports both CAN FD hard-
ware and existing Classical CAN hardware. Porting existing 
configurations to the new CAN FD module is possible. New 
configurations are based on read-in communication data-
bases, such as Autosar System Templates, Fibex files, or 
DBC files. The user can configure restbus simulations via a 
graphical user interface, without manual programming. 

The implementation software has functionalities espe-
cially for testing communication. Here, users can test not 
RQO\�¶JRRG�EHKDYLRU·��VXFK�DV�WKH�IXQFWLRQDOLW\�ZLWK�FRUUHFW�
LQSXW�GDWD��7KH\�FDQ�DOVR� WHVW� ¶EDG�EHKDYLRU·� E\� LQVHUWLQJ�
failures into the communication. The data to be sent can 
be created statically or synthetically by using existing algo-
rithms, or it can come from the real-time model through a 
connection to Matlab/Simulink. 

7KH�57,�&$1�0XOWL�0HVVDJH�%ORFNVHW·V�IXQFWLRQV�DUH�
subdivided into message-level and signal-level functions. At 
message level, the test functions control the transmission of 
messages and other actions, including the targeted failure 
of single messages or even whole ECUs. The tool also cov-
ers tests at signal level. There is the mandatory option for 
transmitting fixed static values, plus an option for transmit-
ting signals from the real-time model. In addition, the user 
has access to the typical functions for defining contents and 
manipulating signals. These include functions for the imple-
mentation of specific checksums and CRC algorithms, for 
instance for validating end-to-end protection (E2E).

The RTI CAN Multi Message Blockset lets users de-
fine abstract CRC algorithms that can by parameterized 
with E2E protection data from the communication database. 
These CRC algorithms are then assigned to the different 
CAN messages. In this way, developers can reuse CRC al-
gorithms for a large number of different CAN messages or 
even build a library for CRC algorithms. 

Configurations created in this manner also provide dy-
namic entry points for testing and automating the communi-
cation later on. This is done via the central tool Control Desk 

Figure 2: Pre configuration of CRC algorithms with the RTI CAN Multi Message Blockset
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The increase of functions in vehicles, which are imple-
mented by electronic components, has a significant in-

fluence on the communication in vehicle networks. More 
and more functionalities demand higher bandwidths, such 
as customer requirements in the areas of safety, increased 
comfort, and improved handling, and thus increase the rel-
evance of automotive electronics. High transmission rates 
pose new challenges to network designers responsible for 
the implementation of the physical layers, since the dy-
namic behavior of the system cannot be predicted by man-
ual calculations. On the other hand, measurements have a 
reduced significance due to their single result that gener-
ally reflects the typical behavior – the behavior at the limit, 
however, remains unknown.

Therefore the simulation can be used to predict physi-
cal behavior and to verify the implementation of the physi-
cal layer of a network in consideration of variations of the 
electronic components and the environment, as well as 
in corner case areas. In addition, developers can use the 
simulation to analyze network designs to find a robust lay-
out and to investigate the influences and the interoperabil-
ity of new components and ECU interfaces with the goal to 
improve the signal quality and to ensure accurate commu-
nication. Below, this is illustrated using the example of the 
validation of CAN FD networks.

Simulation

Particularly in CAN FD networks, the use of simulations is 
necessary, since the asymmetry of the signal edges plays 
an important role due to the possible higher transmission 
rates during the data phase in relation to the arbitration 
phase, in comparison to Classical CAN. Environmental 
conditions, such as high or low temperatures, can addition-

Automated validation of CAN FD networks

With the Invio tool, bus systems like CAN, CAN FD, LIN, and Flexray can be 
validated automatically to specific evaluation criteria. Furthermore, it supports 
the simulator environments Saber and System Vision.

ally intensify negative effects on the asymmetry of the sig-
nal edges, which can be easily analyzed via the simulation.

CAN FD and Classical CAN use the very same arbi-
tration method. The same rules and limits for the arbitra-
tion phase as in Classical CAN are valid. However, in order 
to judge the asymmetry of the signal edges, new consid-
erations must be taken into account for the CAN FD data 
phase. The asymmetries of the measured edges within a 
CAN FD network essentially determine the choice of the 
sampling point during the data phase. More information 
about the physical interpretation of busses of the CAN FD 
networks can be found in [3], [4], and [5].

In a CAN FD network, the arrangement or integra-
tion of control devices or the choice of driver components 
and transmission lines causes an individual signal char-
acteristic, which has effects on the asymmetry of the sig-
nal edges. This illustrates the importance and necessity of 

simulating such networks. To 
study the signal integrity in 
an early development phase 
of a vehicle, a simulation as 
a model-based testing of 
networks is necessary. This 
requires appropriate models 
[1] to create confidence in the 
results.

The evaluation of ve-
hicle networks using sim-
ulations is increasingly 
established and it can be 
seen that this trend is grow-
ing continuously. 

Figure 2: Example of the dependence between the duty 
cycle limits and the sampling point at different allowed 
phase shifts

Figure 1: Principle of phase shift of the signal edges before and after the sampling point
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With the need of simulations of CAN FD networks, 
this trend is further intensified. Although car manufactur-
ers have the necessary expertise when it comes to vehicle 
QHWZRUNV��WKHUH�DUHQ·W�DOZD\V�HQRXJK�H[SHUWV�RU�UHVRXUF-
es available to secure and release the networks at an ear-
ly stage, whether through measurement, simulation or to 
analyze improvement measures and to make appropriate 
recommendations.

The following example of the analysis of a CAN FD 
network should explain the extent that is necessary for a 
final review and release. For a simulation of the example 
CAN FD network with ten control units, all required mod-
els must be configured and the networking of the control 
devices including the stimulus and measurement compo-
nents must be created, e.g. on code level or via a schemat-
ic editor. In addition, the simulator must be configured and 
the entire model of the CAN FD network, referred to as a 
test bench, must be simulated.

To investigate the CAN FD network in extreme condi-
tions such as high and low temperatures, the overall test 
bench of the network must be reconfigured. A variation of 
the temperature in two steps is assumed for the following 
considerations. The number of ten nodes in the network 
results in 100 transmitter-receiver combinations per simu-
lation run. To study the delay times during the arbitration 
phase as well as the asymmetry during the data phase, 
four single measurements for every transmitter-receiver 
combination arise for each dominant-to-recessive and re-
cessive-to-dominant edge.

In summary, 800 single measurements with an as-
sessment of the results are produced, of which, if required, 
an image with the signal representation must be created. 
Finally, a test report must be generated. Even with only 
a few minutes for each measurement, the overall effort 
VKRXOGQ·W� EH� XQGHUHVWLPDWHG�� +HQFH�� LI� YDULRXV� QHWZRUN-
ing options (e.g. for possible improvements of the signal 
quality or model variants) as well as different transmis-
sion rates during the data phase are to be examined, the 
amount of analyses multiplies accordingly. Thus, it ap-
pears that through the use of an automated implemen-
tation of the simulation, the required resources could be 
reduced dramatically.

Automation through simulation

This need for an automated validation of bus systems, 
which allows automating the evaluation of networks 

Figure 3: Example of the networking matrix in the 
“Integrated Network Validation Studio” (Invio) 

through simulations, is covered by the tool “Integrated Net-
work Validation Studio” (Invio) [2]. It allows the validation 
of CAN, CAN FD, LIN, and Flexray networks according to 
specific evaluation criteria. The tool supports the simulator 
HQYLURQPHQWV�6\QRSV\V·�6DEHU�DQG�0HQWRU�*UDSKLFV·�6\V-
tem Vision, which are most commonly used in the automo-
tive sector, since the simulation is performed in the hard-
ware description language VHDL-AMS. 

The focus of Invio is the comprehensive support of 
network engineers during the evaluation of network layouts. 
The automation starts with managing model components 
that are used conjointly and several times and so-called 
control unit templates to allow different mountings of model 
components in the control units. The next step is to define 
the networks and their variation and to further configure 
the test cases and setting up the evaluation criteria. With 
Invio, the network engineer receives support during the de-
velopment of complete network test benches, their respec-
tive simulation and evaluation through measurements, 
and subsequent calculations up to the result report in the  
desired file format.                                                               

[1] Requirement Specification for Transceiver 
Simulation Models V1.1, ICT/GIFT, 2010

[2]  Automation of model-based signal integrity 
analyses, Marko Moch, C&S group GmbH, 13th 
iCC, 2012

[3]  Robustness of a CAN FD Bus System, Dr. Arthur 
Mutter, Bosch, 14th iCC, 2013

[4]  The Physical Layer in the CAN FD world, Magnus-
Maria Hell, Infineon, 14th iCC, 2013 

[5] CAN FD: Impact on System Design, Bernd Elend, 
NXP, CAN Newsletter 2/2014
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To solve this challenge for Hardware-in-the-Loop (HiL) 
systems, Micronova has designed the software feature 

Bus Tracing for its Novasim simulators. With the help of this 
feature, all communication buses connected with the system 
can be monitored and recorded. 

Less and less frequently, modern ECUs send or receive 
required information via dedicated analog or digital lines. In-
stead, the sensor itself or another ECU puts the information 
on one or several buses, from where the data can be picked 
up accordingly. Therefore, the precise knowledge of the data 
on the buses is essential as this data determines the operat-
ing status of the ECU. Depending on the test case, the ECU 
of the simulator needs to be set to the proper mode of opera-
tion at the start of each test. In most cases this is achieved 
by an appropriate calibration of the bus signals. Only after 
the testing engineer has set the targeted output mode at the 
ECU can the errors be entered and the system checked for 
its error response. 

The Bus Tracing feature provides the architecture re-
quired to monitor bus data. Based on the existing hardware, 
data can be collected from different networks, transmitted to 
the control computer, processed there, and displayed on the 
user interface. The structure is illustrated in Figure 1. 

Data flow transparency

Rapid developments continue to challenge electronic control units in  
the automotive industry. This fact must be taken into account by  
Hardware-in-the-Loop systems.

Data acquisition

The testing engineer can monitor and record the data of 
each network used by Novasim on the user interface (see 
Figure 2). Currently, the solution supports the networks CAN, 
LIN, and Flexray. The HiL simulator provides the recorded 
data with a time stamp that is accurate to the millisecond for 

Figure 1: Structure of the Bus Tracing architecture 

Figure 2: User interface of the Novasim Bus Tracing
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USB-to-CAN V2
The good just got better!

The latest generation of IXXAT USB/CAN interfaces from HMS is even  
more powerful and versatile – at a really low price. The interfaces are 
available in di!erent versions (compact, professional, automotive).
HMS supports all versions with analysis and  
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and high data throughput
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the purpose of a time-related tracing among the records. For 
some hardware devices, the hardware generates even more 
accurate time stamps. Each simulator supports up to fifty 
data channels. The implemented protocol for the commu-
nication with the simulator also allows to query the number 
and type of bus connections installed in the simulator and to 
display them on the user interface. 

Display and analysis

The traced data is displayed on the user interface along with 
the identifier, time stamp (software time stamp and hardware 
time stamp, if any), channel, direction (the Novasim simulator 
may be sender or receiver), and raw value. In addition, it is 
possible to display the interpreted data, i.e. the correspond-
ing physical and logical variables. The rule of interpretation 
is stored in bus description files for each data channel. The 
format used for the description files of CAN and Flexray is Fi-
bex 3.X, and that of LIN are Intermediate Data Files (IDF). 

In order not to lose track in case of high data traffic a 
filtering system based on messages (ID) and/or buses is 
included. For the filtering process based on message IDs 
there are numerous options available including range filters. 
Furthermore, the user has the advantage of sorting the dis-
played messages by channel, message ID, and time stamp. 
The configurations (IP and channel configuration, filter con-
figuration) can be stored and do not need to be re-created in 
later applications. In order to analyze the recorded commu-
nication at a later date, there is an additional option to save 
the trace in a file (Vector ASCII Logfile format). 

Through its compatibility with the HiL simulator, the Bus 
Tracing feature provides a convenient way to monitor the 
data traffic on the existing bus systems. By using the exist-
ing bus connection no additional hardware is necessary and  
costs are saved.                                                                     

The “Fieldbus Exchange Format” (Fibex) is an ASAM-
defined and XML-based file format. It contains the  
information necessary for the description of the  
communication process on message-oriented commu-
nication buses. The information includes the topology, 
configuration parameters, schedules, frames, and sig-
nals as well as their coding on the bit level. It is used 
for the description of CAN and Flexray communication. 

Fibex: XML-based file format
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In many applications, complex safety add-ons have been 
designed on top of existing control systems, which has 

lead to significantly increased complexity and costs. The 
most significant increase of the performance level can be 
achieved by replacing all analog signal paths with digital 
communication [11]: as long as an error can be detected 
and a control system can perform a reliable reaction, the 
error cannot cause any harm. When typical failures of sys-
tems are analyzed, it is obvious that analog signal paths 
are the weakest point of any control system [11]. 

Due to the fact that safety standards cover the entire 
life cycle of target systems, the design of modern control 
systems requires not only new technological solutions, but 
also an updated mindset. In addition to the design of theo-
retically safe systems, production and service processes 
must be updated in order to be able to reach the designed 
performance level (PL) and maintain it throughout the sys-
WHPV·�OLIH�F\FOH��DV�UHTXLUHG�E\�WKH�VWDQGDUGV�>�@�>�@�

This article explains the application level safeguards 
briefly listed in [9] in detail and reviews fundamental CANo-
pen services, which decrease the effect of protocol level 
residual error probability without introducing any additional 
life cycle costs. Reviews make sense, because most of the 
presented concepts have already been not only standard-
ized, but implemented in most of the devices on the market 
and are just waiting to be used.

Device profiles

Traditionally, each system integrator implements their own 
low-level controls and management of analog sensors and 
actuators into PLCs in addition to the application logic. 
This approach leads to some major drawbacks:

��3URSULHWDU\�VRIWZDUH�FRPSRQHQWV�DUH�QRW�ZHOO�VSHFL-
fied, because each company uses their own. Using soft-
ware components only internally gives users a wrong 
feeling of their ”flexibility”, leading to unmanaged custom-
izations from project to project. Finally, there are numerous 
components that are almost similar, leading to a need for 
tests and the certification of each of them individually [8]. 

�� 2IWHQ�� D� SURSULHWDU\� VRIWZDUH� FRPSRQHQW� LV� RSWL-
mized for a single company or even a single department 
or a single application and for current applications only. 
Usually, such components are maintained reactively when 
they are close to becoming obsolete and are thus continu-
ously under development [3]. 

�� 7KH� TXDOLW\� DVVXUDQFH� RI� D� VRIWZDUH� FRPSR-
nent requires a lot of testing and typically some kind of 
certification(s). If each company tests similar components 

CANopen safeguards

Data transfer over CANopen networks is extremely reliable, but CANopen  
also offers further safeguards in order to decrease the effect of residual  
errors further.

on their own, their work overlaps and they have to test 
a large number of items [8]. CANopen device profiles in 
general define a generic architecture of device categories 
and thus offer a common set of basic I/O, measurement, 
and drive functions. From a safety point of view, the most 
important consequence of relying on device profile con-
formant devices is that each basic function has been de-
sign, implemented, tested, and certified once by the device 
vendor. 

��:KHQ�D�VWDQGDUGL]HG��&$1RSHQ�FRPSOLDQW�FRPSR-
nent is used, there is always a globally harmonized system 
integration interface, enabling the intrinsic re-usability of 
basic functions without a need for project specific re-test-
ing and -certification.

��0DQ\� FRPSDQLHV� DUH� LQYROYHG� LQ� WKH� GHYHORSPHQW�
and maintenance of each CANopen device profile. In con-
trast to proprietary functions, device profiles are more ge-
neric and provide a solid basis for various applications, 
also considering future developments.

��%\�XVLQJ�VWDQGDUGL]HG� IXQFWLRQV�DQG�FRPSRQHQWV��
the device vendor performs unit tests for a single device, 
the costs of which will be shared by all customers. In the 
long run, the quality of the functions can be improved fast-
er because each device in each application provides test 
results to the device vendor.

NMT state-machine

Analog sensors and actuators start full operation imme-
diately after power-up, without any self-tests and consis-
tency check procedures. In case of a fatal internal failure, 
there is no service available that informs the rest of the 
system about the internal initial condition or prevents a 
faulty operation. The NMT state-machine provides a basic 
mechanism for safe and manageable behavior [12]. During 
start-up, each device enters into a pre-operational state, in 

Figure 1: Controlling a CANopen drive with two applications 
and signals; signal numbers refer to the text

En
gi

ne
er

in
g



which the system structure can be checked and optionally 
correct parameter values can be set. In case of a fatal in-
ternal failure, each CANopen device can automatically en-
ter into a defined – preferably stopped – state in order to 
minimize further failures on the system level.

Device state-machines

Analog sensors and actuators are stateless, which en-
ables the transmitting or receiving of continuous-time sig-
nals only. Thus, analog actuators cannot provide any local 
safeguards against e.g. cabling failures, which are com-
mon and typically lead to wrong behavior. Furthermore, 
analog actuators cannot enter into the stable error state 
and safely go back to normal operation when requested.

Some device profiles, e.g. for I/O- [15] and measure-
ment devices [17], have a simple fault mode for outputs, 
enabling the use of a safe value when set-point signals 
are not updated. Drive profiles for electric [16] and hydrau-
lic [14] drives have comprehensive device state-machines, 
which are controlled by an additional signal pair. The state-
machine controls the operation of the entire drive. The use 
of a state-machine decreases the significance of a single 
communication failure or a communication failure in a sin-
gle signal. The major benefit of the device state-machine 
is that error recovery can be accurately controlled and ac-
cidental recoveries can be avoided [1].

Another benefit of the device state-machine is that, 
together with the primary set-point signal, the addition-
al state control and status signals provide dual-chan-
nel control for drives [2]. The most common safe state is 
”stopped”, which can be triggered in two ways: First, the 
main control application can set the set-point value (2) to 
neutral or the control word to a different value than ”device 
mode active”. Second, the monitoring application can force 
the control word value (1) to a different value than ”device 
mode active”.

It has been proved that in an optimum case the main 
control application sends the set-point(s) directly to the 
drive (2) in order to minimize the control path latency. The 
control word (1) may be routed through the monitoring ap-
plication, because it is used only in the initialization and re-
covery phases. It is a question of the dependability of the 
controller devices whether single or dual applications and/
or PLCs are needed. The status word and actual values (3) 
may be used by both applications. 

Actuators to drives

Traditional analog actuators are just actuating compo-
nents, typically without any internal intelligence and sens-
ing. Additional analog sensors may be installed into ana-
log actuators, but they are not used internally. Thus, such 
sensors are considered additional sensors, increasing the 
number of components and amount of cabling.

Modern drives can have internal measurements and 
control loops. Bi-directional communication interfaces 
make it easy to access the internal signals. Actual values 
of drives (S) may be used as a redundant and diverse feed-
back for controlled axes, enabling the plausibility checking 
of the primary axis sensor value (P) instead of additional  
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sensors [2]. The system complexity is not increased, be-
cause neither additional components nor additional cabling 
are required.

Membership monitoring

Analog sensors and actuators cannot provide identifica-
tion. As a consequence, unintentional or unmanaged de-
vice installations or changes cannot be detected by the rest 
of the system, which may lead to degraded performance 
or even dangerous misbehavior of the entire system. Be-
cause CANopen is an integration framework and not only 
a set of protocol services, it includes comprehensive di-
agnostic services. Managed network start-up, in conjunc-
tion with NMT state machine, provides a simple, efficient, 
and standardized mechanism for a detailed checking of the 
system structure identification before full operation during 
the system power-up [13]. Optional checks may cover the 
full functionality of each device, including the application 
software version and device configurations [14]. After the 
start-up phase, a lightweight on-line membership monitor-
ing provides a continuous monitoring of structural changes. 
It enables the state monitoring of each device, which can 
also be used as an information source for the monitoring of 
received signals [6]. Heartbeat is a point-to-multipoint pro-
tocol, enabling system consistency monitoring by an unlim-
ited number of devices.

PDO mapping

Analog signals are sensitive to deviations. Therefore, it is 
impossible to connect a single analog sensor to multiple 
input devices without additional active components. Thus, 
entirely parallel sensor channels are commonly used for 
monitoring.

PDO mapping is generally understood as a signal 
routing function only, but it may also be utilized for decreas-
ing the residual error probability of the CANopen communi-
cation [9]. In the case of PLCs, there are most probably free 
objects left in the process image and RPDOs not used for 
the control application signals. Signals to and from control 
applications of other PLCs may be mapped from PDOs into 
the local object dictionary of a PLC, which makes the PLC 
monitor the structure of those PDOs. This way, more PLCs 
are able to perform PDO message length checking and in-
crease the spatial coverage of the potential residual errors 

passing the CAN layer 2 consistency check. The main con-
straint of this kind of RPDO monitoring is that only PDOs 
that are too short can be detected, not ones that are too 
long.

Signal validity

In traditional instrumentation, only primary signals are used 
without redundant services providing validity information of 
the primary signals or consistency of the system structure. 
Analog sensors and actuators cannot be identified and thus 
it is not possible to verify the structure and configuration. 
Using two analog sensors in parallel may enable the identi-
fication of a failure, but not necessarily in which sensor the 
failure is located. A third one is needed to enable the de-
tection of a single failing sensor, but still it remains unclear 
whether the failure is in the sensor or cabling.

Membership monitoring provides a basic level mon-
itoring of signal producers [6]. Faster and more detailed 
validity monitoring of received signals can be based on 
RPDO timeout monitoring. Combining the information from 
membership monitoring and RPDO monitoring enables the 
identification of not only the error type, but also of the er-
ror location. If a signal plausibility checking is required, a 
CANopen design process can provide the necessary infor-
mation. Additionally, most CANopen devices contain com-
prehensive self-monitoring functions and detected local 
failures are reported to the rest of the system by the emer-
gency protocol.

Configuration management

Parameterization is a tool to reduce the number of differ-
ent product items and increase re-use by adapting stan-
dard products to various system locations. An erroneous 
understanding in the industry is that there are no configu-
rable parameters in analog sensors and actuators. There 
are typically vendor- and device-specific mechanisms for 
adjusting calibration, filtering, etc. in sensors. Such ser-
YLFHV�DUH�RIWHQ� IRU� WKH�YHQGRU·V�XVH�RQO\�� OLPLWLQJ� WKH�XV-
age. In actuators, the case is totally different, especially in 
hydraulic valves. There are e.g. plenty of slightly different 
main spools, various springs with different spring forces or 
spring force adjustments with washers, pressure compen-
sator, load-pins, and optional valve elements for protection 
purposes.

Some of those parameters, which have traditional-
ly been configured by changing the spools and springs, 
may currently be adjusted by changing the parameter 
values of the internal valve controller. Pure mechanical 
and hydraulic options, which cannot be changed over a  
CANopen network, are still identified in the device identity 
[12], providing a detailed checking during the network start-
up phase. However, a good quality assurance is required in 
order to avoid assembly failures, causing mismatches be-
tween planned and realized constructions. From a safety 
point of view, it is essential to be able to check that cor-
rect sensors and actuators are used. Based on experience, 
end users are ”quite innovative” and instructions can never 
stress enough why the control system must be able to per-
form the membership and configuration monitoring instead.

Figure 2: Redundant and diverse feedback may be available 
from the CANopen drives; signal letters refer to the text
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A clear division between factory calibration and user 
configuration [4] is highly recommended. During the down-
load process these also need to be separated, in order to 
prevent messing up the categories [7]. In addition, to make 
parameters manageable, the configuration management  
process supports flexible production arrangements be-
tween system integrators, subcontractors, and component 
vendors. Storing parameters in numeric values enables a 
constant production quality and the possibility to verify the 
assigned values after set and store.

Design process

There is no uniform approach to the management of ana-
log sensor and actuator interfaces. Instead, various writ-
ten documents are used and each input and output must 
be configured manually in design-time and calibrated af-
ter the assembly, before full operation. Any component 
change leads to the need for a re-calibration. The major 
problem is the significance of human effort in each phase 
of the process.

Most of the listed safeguards are supported by the 
comprehensively standardized CANopen design process 
[6]. It is important to manage design information system-
atically in order to avoid errors. Human mistakes can be 
avoided by using the appropriate tools instead of human 
work. An appropriate tool chain enables the validation and 
re-use of information to/from a CANopen system project 
[10].

The design process can be considered as a proce-
dure that provides consistent information for configuration 
management and various other monitoring functions. Not 
all of the required information is necessarily available in 
CANopen projects, which leads to interactions with other 
disciplines [5]. Information sharing is not possible if infor-
mation content is not well defined and structured.

In addition to its extremely reliable communication 
services, CANopen provides further safeguards in order to 
decrease the residual error probability of communication 
and to increase the diagnostic coverage. Device profiles 
enable the efficient re-use of standardized basic sens-
ing and actuation functions. Implemented in off-the-shelf 
devices, such functions have already been tested and 
certified, without additional cost or effort. Device state-ma-
chines provide protection against communication errors, 
causing e.g. unintentional error recovery, which violates 
one of the main safety design principles.

Detailed membership monitoring is a function which 
cannot be implemented in analog sensors and actuators 
and is intrinsically available in each CANopen system. Re-
ceiving PDOs by multiple devices, regardless of the need 
of included signal values, can be used to increase error de-
tection performance by extending the spatial distribution. 
The more receiving devices, the more reliable an operation 
will become due to spatial coverage.

CANopen defines a comprehensive configuration 
management, which applies equally to all kinds of compli-
ant devices. A harmonized principle enables an efficient 
and reliable system-wide configuration management. Con-
figuration management is supported by the standardized 
design process, providing a systematic approach for the 

management of design information, including meta infor-
PDWLRQ�RI�VLJQDOV�DQG�SDUDPHWHUV��WKURXJKRXW�WKH�V\VWHP·V�
life cycle. A well-defined design process also maximizes 
the possible re-use of design information.

Discussion

It has been concluded that determining the exact residual 
error probability of CANopen communication analytically is 
challenging, due to the structure of CAN messages. How-
ever, based on the existing information, the residual error 
probability is low enough for most applications [10]. When 
compared with old analog instrumentation, the difference 
is significant [11]. Based on existing analyses made by  
following the related standards and using real failure  
statistics, it may be concluded that it might not make sense 
to use analog sensors and actuators in safety relevant  
control system functions. While CANopen is not consid-
ered a safety bus, most of its basic concepts follow ”inher-
ently safe design measures” [1].

In addition to the communication, the dependability of 
applications is critical [11]. The main methods for improving 
the dependability of application programs are a managed 
design process and testing. As long as additional costs are 
not acceptable, the re-use of applications enables a more 
complete testing. One of the best re-use methods is to use 
standardized basic functions, which are defined in device 
profiles in CANopen. From a system point of view, a high-
er dependability typically results in a better availability and 
profitability of target systems.

When analog instrumentation and CANopen net-
working are compared, the latter can be achieved much 
simpler, while the same performance level is achieved. 
Analog instrumentation is more traditional, has typical-
ly less functions, and seems simple to design. One rea-
son for its virtual simplicity is that lots of systematics 
have not been defined in a lot of detail. Therefore the as-
sembly and service of analog instrumentation is error-
prone and needs lots of human effort. However, defined 
methods must be followed in order to get the benefits of  
CANopen.                                                                            
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World champion in tradeshows

No other country hosts as many market-leading fairs and exhibitions: In 2015, 
161 tradeshows will take place in Germany. For CAN interested parties, the 
season starts with the Embedded World in Nuremberg.

In Germany, more people visit fairs than watch prime 
league (Bundesliga) soccer games. They walk through 

badly air-conditioned halls, and visit sometimes not so well 
designed booths. They talk to more or less qualified stand 
personal including always smiling hostesses. Why do so 
many Germans bore themselves on fairgrounds?

We need to look back into history: In the year 1165, 
Leipzig, the capital of Saxony, got the right to hold a weekly 
market. It is regarded as the “mother of all fairs”. Many urban 
and regional markets followed. During the industrial revolu-
tion dedicated exhibitions popped up. In 1897, the IAA (In-
ternational Automobile Exhibition) opened its doors for the 
first time. Today, many of the market-leading exhibitions are 
located in Germany. The Hanover Fair with its spin-offs the 
Bauma (construction and mining machines) in Munich, and 
the Innotrans (rail vehicles), are known worldwide.

About 30 percent of the German fairground visitors 
are from abroad. One half of the 168 000 exhibitors are not 
from Germany according to the AUMA association of fair 
organizers. Germany also exports trade fairs, e.g. the Bau-
ma Shanghai. About 2000 employees from the 14000 Ger-
man fair staff work outside of Germany.

Fairs are an ideal place to meet suppliers, to get an 
overview on products and technologies, and to talk to other 
experts including competitors. This is one of the German 
strengths: Discussing topics, which are pre-competitive.
Fairgrounds are an ideal location for such discussions, 
which lead often to joint activities such as establishing in-
terest groups. The very first idea of the CiA association was 
also born on a fairground. In 1991 at the Systems in Mu-
nich, several companies discussed the need of standard-
ized CAN physical layers and CAN-based higher-layer 
protocols. A few months later, they established the non-
SURILW�&$1�LQ�$XWRPDWLRQ��&L$��XVHUV·�DQG�PDQXIDFWXUHUV·�
group.

For CAN interested parties, several industry-specific 
events are important. This includes the Embedded World 
(micro-controller and board-level products) and the SPC 
IPC Drives (industrial automation devices). Both are lo-
cated in Nuremberg. Of course, there are also some very 
specific tradeshows such as the Sensor+Test in Nurem-
berg, the Interlift (sub-systems and devices for elevators) in 
Augsburg, and the SMM (maritime electronics) in Hamburg. 
Bi-annually, the Electronica takes place in Munich, where 
all the major chipmakers exhibit their CAN products. And 
there are many more exhibitions and fairs, where CAN is 
a topic – sometimes hidden, so-to-say embedded. Typical 
examples include the Husum Wind and the Automatica in 
Munich.                                                      Holger Zeltwanger
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