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Solutions for open networks

from one source

Open CAN-based protocols are the basis of networking in com-

mercial vehicles, avionics and industrial control technology. 

Vector supports you in all development phases of these systems:

> Systematic network design with CANoe, ProCANopen  

 and CANeds

>  Successful implementation with source code for CANopen,  

 J1939 and more

>  Efficient configuration, test and extensive analysis

 with ProCANopen, CANoe and CANalyzer

Multifaceted trainings and individual consulting complete our 

extensive offerings.

Thanks to the close interlocking of the Vector tools and the 
competent support, you will increase the efficiency of your 
entire development process from design to testing.
  

 Further information, application notes and demos:  
 www.vector.com/opennetworks

Vector Informatik GmbH

AFDX® is an Airbus‘ registered trademark



The bell rings. The ap-
prentice opens the door 

of the CiA office. The post-
man hands-over a package, 
which Oskar Kaplun, one of 

-
ing the confor-
mance tests, al-
ready expects. He 
opens the pack-
age. It contains 
the CANopen de-
vice to be test-
ed, and the re-
lated Electronic 
Data Sheet (EDS) 
and the hand-
book, of course. 
He switches on 
the PC, which runs the 
CANopen Conformance 
Testing (CCT) software. 
The engineer working with 
CiA since three years pow-
ers the device, sets the 
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Definitions
Compatibility: 

Capability to exist or 
perform in harmonious, 
agreeable, or congenial 
combination with others.

Conformance:  
Compliance in actions, 
behavior, etc., with 
certain accepted stan-
dards or specifications.

Compliancy: 
A disposition or tendency 
to yield to the will of 
others.

Ilnteroperability: 
The ability of systems or 
units to provide services 
to and accept services 
from other systems or 
units, in order to operate 
effectively together.

Ilnterchangeability: 
The ability to be replaced 
by another entity without 
additional configuration 
effort.

Links
www.can-cia.org
www.ixxat.com
www.kuebler.com
www.maxonmotor.com
www.microcontrol.net
www.ni.com
www.port.de
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CAN bit-rates of the tool and 
the devices to 250 kbit/s, 
and connects the bus-lines. 
This is the maximum bit-
rate, which this device-un-
der-test (DUT) supports. 

After reading-in the EDS, 
he checks its conformi-
ty by means of the free-of-
charge EDS checker main-
tained by Vector Informatik 
(Germany). After some mi-

nor corrections of the EDS, 
he links it to the test tool 
and starts the test proce-
dure. Before he has set the 
node-ID to a random value. 
The conformance test runs 

more or less auto-
matically. He goes 
back to his desk 
continuing editing 
CANopen profile 
specifications and 
answering tech-
nical question by 
email.

Conformance 
testing is like spell 
and grammar 
checking in Word. 

The CCT software tool gen-
erates test pattern, sends 
them via the bus to the DUT, 
and evaluates the respond-
ed CAN frames with expect-
ed test results as specified 

Figure 1: Current CANopen Conformance Test (CCT) tool

In my 10 years experience, 
about 50 per cent of the de-

vices submitted for CANopen confor-
mance testing pass the tests without 
serious problems, the others require 
a review of the software and a 
second test session or more.

              Thilo Schumann
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in the CANopen confor-
mance test plan specifica-
tion. The test pattern de-
pends on the CANopen 
functionality of the DUT as 
described in its EDS. This 
means, the DUT is tested 
against its own 
description. If the 
received respons-
es are not confor-
mant to the CiA 
301 test specifica-
tion, the CCT soft-
ware generates a 
failure report or in 
some cases just a 
warning.

From time to time, Os-
kar Kaplun or another CiA 
engineer goes into the test 
room to look on the test 
progress. This device is a 
good one, passing most of 
the test successfully. Just 
a few warnings and one 

failure happened. With the 
test report he goes to Thi-
lo Schumann responsible 
for CANopen conformance 
testing services in order to 
discuss the test result. The 
failure is not a failure: It is 

caused by a known error in 
the test tool. The warnings 
are also no failures: They 
are just hints for the device 
designer that the tested unit 
could not be used for all ap-
plications. Normally, this 
should be mentioned in the 

handbook as application 
limits.

Conformance testing 
is like spell and grammar 
checking. This means, even 
if the device has passed the 
conformance testing suc-

-
antee interoperability with 
other CANopen devices. Of 
course, CANopen confor-
mance tested devices have 
a higher probability to be in-
teroperable compared with 
such that have not passed 
the test. However, like in hu-
man communication, you 
can respect grammar rules 
and spelling, but your dis-
cussion partner misinter-
prets or misunderstands 
you. In particular, the con-
versation between males 
and females is sometimes 
behaving like this. On the 
other hand, if two dialog 
partners violate the gram-
mar rule in the same man-
ner, they will understand 
each other. They are in-
teroperable. If in CANopen 
you violate the rule of the 
length of an SDO (service 
data object) message (it 
has to be 8 byte), and the 
involved CANopen devic-
es accept that, they are in-
teroperable but not confor-
mant to CiA 301.

CiA members (ESD, 
Micro Control, Port, and 
Sandvik) have developed 
jointly the new CANopen 
Conformance Test soft-
ware. It overcomes some 
problems of the predeces-
sor, which has been pre-
developed by National In-

struments (NI) 
end of the last 
century. A cou-
ple of years ago, 
NI has handed-
over it to CiA of-
fice for further 
m a i n t e n a n c e 
and further de-
velopment. The 
new CANopen 

Comformance Test soft-
ware uses the same low-
level software interface to 
the CAN hardware – the 
COTI interface. Sever-
al vendors of PC/CAN in-
terfaces support this inter-
face (you find a list of tested 

Figure 2: Test start window of the current CCT tool

Figure 3: Configuration of communication parameters with 
the current CCT tool

Conformance 
test limits

The CANopen 
conformance test plan 

covers just the CiA 301 
functionality.  

Additional tests for CiA 
302 functions need to 

be specified. Test plans 
for the CANopen profiles 

have been partly  
developed, but they have 
not been implemented in 

the current CANopen  
Conformance Test (CCT) 

tool. This will be done 
by plug-ins on request 

Groups. However, such 
profile tests require an 
upper tester, which is  

device-dependent. This  
upper tester needs  
communication to  

existing lower tester, 
which is the CCT  

software tool running  
on a Windows PC.

Interoperability 
test limits

The current CANopen 
interoperability test stand 
in the CiA office is based 

on a mid-range PLC. 

other host controllers 
with NMT master  

functionality. Most of the 
currently performed test 
procedures derive from 

internal test experiences  
gained in its own test 

center in the last couple 
of years. CANopen 

devices implementing an 
application profile could 

not be tested in this  
system. For them  

plug-fests or  
demonstrators only 
integrating devices 

compliant to the same 
application profile are 

the right choice to test 
interoperability.

For interoperability testing we 
organize plug-fests, we provide 

a ‘golden’ CANopen system, and we build 
demonstrators for dedicated 
CANopen application profiles.

Reiner Zitzmann
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Janz Tec AG, previously known as Janz

Automationssysteme AG, has been one of

the leading manufacturers of electronic

assemblies and complete industrial compu-

ter systems since 1982. The future-oriented

and extremely reliable technology from

Paderborn is in demand the world over:

well-known companies from the mechanical

and facility engineering, power and energy,

transport and traffic, the medical technology

and automotive sectors are all part of our

satisfied customer base.

Good communication is very important

nowadays – not just in real life, but also in

machines, plant and complex industrial

applications from a wide range of industries.

This applies especially if error-free trans-

mission of data is required due to more and

more compact construction and the necessity

for more performance in the case of distri-

buted systems. For this reason, Janz Tec AG

also places great value on innovative 

and sophisticated technology in the Industrial

Communication business sector. The InCom

products developed in-house enable the 

control systems for your machines, plan and

systems to be kept at the highest level.

Did you ever think that good communication

can be so simple? You can find out more

details about the services offered by 

Janz Tec AG in the Industrial Communication 

sector during a personal consultation.

Janz Tec AG www.janztec.com

Im Doerener Feld 8 · 33100 Paderborn · Germany · Fon +49 52 51 15 50-100 · Fax +49 52 51 15 50-190 · mail@janztec.com

emVIEW

CAN Interface

emPC

Janz Tec AG – 30 years of experience 
in industrial computer systems



mit their CANopen devic-
es for independent confor-
mance certification to CiA. 
It is not that expensive (for 

As mentioned above, 
 

guarantee interoperability  
to other devices. If one 
device produces EMCY 
(emergency) messages 

-
sume them, they are not in-
teroperable. In order to ex-
amine interoperability, CiA 
offers since some years 
the so-called plug-fests. 
There, CiA members con-
nect their CANopen prod-
ucts and prove if they can 
communicate. This includes 
the testing of physical trans-
mission limits, exchang-
ing SDOs and Heartbeats 
as well as interpreting the 
exchanged PDOs (pro-
cess data objects). The 
CANopen SIGs (Special 

It is intended that CiA mem-
bers get the CCT software 
tool on request free-of-
charge. Non-members may 
buy it from CiA. The con-
formance testing of devic-
es by CiA is still a service to 

self. You will not detect all 
your spelling and grammar 
errors – you will read over 
some of them. The same 
may happen when you test 
your device by yourself. 
This is why an increasing 
number of companies sub-

be paid. Of course, device 
designers may test the de-
vices by themselves, which 
is so-to-say a self-certifica-
tion. However, testing what 
you have developed by your 
own is like checking the 
text you have written your-

Figure 4: Lower profile test principle

At the CiA booth on SPS/IPC/Drives 
2012 exhibition in Nuremberg (Ger-
many), the interoperability test sys-
tem will be shown. In contrast to 
the CANopen conformance test, 
the aim of the interoperability test 
is to assure that the CANopen de-
vice is capable of interacting with a 
variety of other CANopen devices 
(made by different manufacturers), 
all integrated and communicating 
with one another in one network. 
The test stand was built up with 
CANopen devices provided by CiA 
member companies such as Fritz 
Kübler, Ixxat Automation, Maxon 
Precision Motors, Micro Control, 
Port as well as Posital, Schneider 
Electric Automation and Vector In-
formatik.

The heart of the test stand is 
the mid-range Modicon M340 pro-
grammable logic controller by Sch-
neider Electric. Further CANopen 
devices are I/O modules, encod-
ers, drives, temperature sensors, 
and so on. The network is dimen-
sioned to run all recommended 
CANopen bit-rates (1000, 800, 
500, 250, 125, 50, and 20 kbit/s).

The device under test (DUT) 
is connected with a stub cable to 

the network and is afterwards inte-

by an engineer of CiA. The config-
uration as such, depends on a vari-
ety of possible test sequences that 
can be chosen. The test sequenc-
es include stress tests affecting the 
physical layer as well as a variety 
of other tests that aim on checking 

behaves properly.
When it comes to tests affect-

ing the physical layer, CiA engi-
neers trigger various emulations of 
line failures, short circuits as well 
as interruptions to check how the 
DUT responds. However, the main 
focus of the interoperability test 
lies on checking if the implemented 
CANopen functions work properly 
during interaction with other devic-
es on the network. CiA staff worked 
out a series of test sequences in-
cluding basic tests, checking the 
heartbeat functionality, up to ad-
vanced device tests in which node-
ID or the bit-rate are changed with 
the usage of the LSS (layer set-
ting services). One of the impor-
tant basic test issues lies in the 
testing of the RPDOs (receive pro-
cess data objects) and/or TPDOs 

(transmit process data objects) be-
-

ough look on the range of possibili-
ties that can be used when working 
with RPDOs and/or TPDOs, for ex-
ample, how the possible TPDO 
scheduling modes work. This does 
not only mean configuring a TPDO 
with the PLC and checking, if an 
event or the event-timer causes the 
PDO transmission. Also, cyclic or 
acyclic transmission is checked as 
well as the SYNC counter (if imple-
mented).

To make the variety of test se-
quences practically relevant, most 
of the tests are fulfilled with different 
busloads. Different scenarios are 
distinguished in case usage of dif-
ferent busloads – a low, an average 
and a high busload. With the result-
ing information, device manufactur-
ers are able to get a statement at 
what busload their devices are still 
able to communicate correctly.

The service of interoperabil-
ity testing aims to really see, where 
the problems are when devices are 
integrated in networks in the field. 
Often it is not enough to be com-
pliant to the CiA 301 specification.

Mark Buchert
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7844 x
passion!
7844 x
passion!

www.ifm.com/gb/mobile

ifm electronic – close to you!

A mobile dialogue:
Robust and simple to operate

One of 7844 products we developed for you with passion:
Dialogue module PDM360 NG for mobile vehicles.
The powerful process and dialogue unit of the latest 
generation has a scratch-resistant high-resolution 7" TFT 
colour display. 9 backlit function keys with tactile feedback 
guarantee intuitive operation in the field.
Its robust diecast housing with protection rating IP 67 ensures 
the highest reliability for mounting inside or outside the 
cabin. It is easy to program and allows immediate fast and 
flexible use.



Lift systems realized, which 
are shown on fairs and con-
ferences. Already in 2008, 
CiA members have exhibit-
ed a CleANopen (CiA 422) 
demonstrator comprising 
devices for refuse collecting 
vehicles from different man-
ufacturers.

Since summer of this 
year, CiA has also setup 

-
work. It comprises a PLC 
with NMT master function-
ality and several CANopen 
NMT slave devices. This 
CANopen system is used to 
prove the interoperability of 
any submitted device. You 
may send your device to 
CiA. Oskar Kaplun or Rein-
er Zitzmann will integrate 
this device into the system 
and perform functional as 
well as stress tests.

In order to support 
CANopen system design-
ers, it would be helpful, 
when CANopen device 
manufacturers would pro-
vide a compliance state-
ment. That is that you ref-
erence the version of the 
CiA specifications, which 
have been implemented. 
For example: CiA 301 ver-
sion 4.2, CiA 302-2 ver-
sion 4.0, CiA 305 version 
1.0, CiA 406 version 2.0, 
and so on. It would also be 
nice to have a standardized 
CANopen compliance la-
bel, which could be printed 
on the product, if space is 
available.

If you like to substi-
tute a CANopen device by 
another CANopen device 
from a different manufac-
turer, it may happen that 
there is no product with the 
same functionality available 
on the market. Of course, in 
some cases it is possible to 
configure the other device 
to integrate it into your sys-
tem or you can adjust your 
application software. This 
is because most of the CiA 
specifications provide many 
optional functions. To make 
it easier for system design-
ers, CiA started to reduce 
the possible number of vari-
ants by means of specify-
ing several device classes 

demonstrators. These are 
real CANopen Lift control 
systems based on CiA 417 
compliant devices. Today 
there are three CANopen 

Interest Groups) Lift con-
trol systems and Sub-sea 
instruments do that regu-
larly. The SIG Lift has also 
initiated the production of 

could be printed on the product

for each profile. The pro-
files supporting such class-
es include CiA 425-2 (con-
trast media injectors) and 
CiA 851 (truck-mounted 
cranes). Also CiA 402 (elec-
trical drives and motion 
controllers) specifies implic-
itly some device classes.

Oskar Kaplun finishes 
the paperwork for the per-
formed CANopen confor-
mance test. He prints the 
test results, adds his test re-
port including hints how to 
improve the device, and pro-
vides all necessary informa-

department in order to write 
the invoice. The appren-
tice packs the tested device 
and the necessary custom 
declaration, and calls the 
transport agency. The next 
device for CANopen confor-
mance testing may arrive. 
Maybe it is yours.              
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PCAN-USB Pro

High-speed USB 2.0 
interface with galvanic 
isolation for connecting up 
to 2 CAN and 2 LIN busses.  

PCAN-Repeater

Repeater for the galvanic
isolation of 2 CAN bus
segments, bus status dis-
play, switchable termination.

PCAN-Explorer 5

The universal tool for developing and monitoring CAN 
networks. 

  Extensive user interface improvements: File manage-

property editor, and window arrangement using tabs
  Simultaneous connections with multiple networks / 
CAN interfaces of the same hardware type 

  Data logging with tracers and the 4-channel Line Writer
  VBScript interface for the creation of macros
  Functionality upgrades with add-ins (e.g. Plotter, J1939, 
CANdb Import, or Instruments Panel add-in)

  User interface language in English or German
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PCAN-Diag 2

PCAN-Diag 2 is a handheld CAN bus diagnostics unit. The new 
model offers enhanced functionality:

symbolic representation of received messages
  Transmission of individual CAN frames or CAN frame lists 
  Built-in 2-channel oscilloscope for detailed analysis of 
the differential CAN signal or an optional external signal, 
triggering by CAN IDs or other events

  Bit rate detection, bus load and termination measurement

  Storage of diagnostic results (CSV, BMP) on an internal 
1 GB mass storage USB device

PCAN-RS-232

Programmable converter 
for RS-232 to CAN with 
library and programming 
examples.

tervercon eeronvertercon

CAN bus diagnostics 
with trace function

PCAN-PC/104-Plus Quad

Four-channel CAN 
interface with galvanic 
isolation for PC/104-Plus 
systems.

PCAN-miniPCIe

CAN interface for PCI 
Express Mini slots. Single- 
or dual-channel versions 
with isolation available.

PCAN-GPRS Link

Development platform
with CAN, GPS, and GPRS.
Interpretation of OBD-2-,
FMS-, DTCO-, & CiA® 447.

PCAN-PCI Express

CAN interface for PCI
Express slots. 1, 2, and 
4-channel versions with 
galvanic isolation available.            

LINUX device driver
  availableYou CAN get it...

Hardware & software for CAN bus applications…

www.peak-system.com
Otto-Roehm-Str. 69, 64293 Darmstadt, Germany
Phone: + 49 6151 8173-20  –  Fax: + 49 6151 8173-29  –  E-mail: info@peak-system.com
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According to experience of CiA engineers, about 50 % of  
the devices submitted for CANopen conformance testing  
pass the tests without serious problems, the others require  
a review of the software and a second test session or 
more.

Cover story

On Thursday, October 18, Bosch and CiA have jointly organized the CAN FD (CAN with flexible  
data-rate) Tech Day in Detroit (USA). More than 100 attendees listened to the presentations  
by OEMs, chipmakers, and tool providers. Etas and Vector presented their plans for CAN FD  
tools. Etas will provide a CAN FD option for its ES890 bus interface module and is preparing its  
ES59X series of ECUs as well as its ES9XX family of modular rapid prototyping hardware for  
CAN FD communication. Also the open-source Busmaster analyzing tool is ready to support  

 
entries, CAN FD messages can be described using this industry standard. The German tool 
maker will support CAN FD in its CANoe and CANalyzer tools by end of 2012. The initial  
support is restricted to 8-byte data fields, 64-byte support will follow.

More first-hand information on CAN FD you find on www.can-newsletter.org
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Changing requirements 
are continually in flux 

when it comes to network-
ing ECUs (electronic control 
units). The general trend for 
tasks is becoming increas-
ingly more complex, and 
so they require even more 
complex tools. However, 
there are often simple tasks 
whose quick handling is ac-
tually hindered by this com-
plexity when the user is 
confronted with a multitude 
of features. For such tasks, 
the user wants an easy-to-
operate tool. However, if 
the task requires it, the user 
also wants to be able to ac-
cess an extensive set of 
features.

These conflicting inter-
ests occur in typical tasks 
such as network monitor-
ing, stimulation or data log-
ging. In the case of monitor-
ing, for example, different 
perspectives are often of in-
terest in observing the data 

Easy access to 
CAN network analysis

Jochen Neuffer

Author
Jochen Neuffer

Product Management  

Tools for Network and 

jochen.neuffer@vector.com

Link
www.vector.com

traffic on the network. Here, 
the Trace function shows 
the time sequence of all 
network events. It is also 
possible to graphically dis-
play individual parameters. 
Moreover, the user typical-
ly wants an overview of the 
network statistics. In stim-
ulation, on the other hand, 
specific messages need to 
be sent on the network ei-
ther spontaneously or peri-
odically. And of course data 
needs to be logged for later 
off-line analysis.

These three core tasks 
are the domains of CANa-
lyzer Beginner, a special ex-
ecution mode of CANalyzer 
from Vector Informatik. The 
mode that focuses on these 
core tasks is easy to oper-
ate even for new users. The 
individual task areas may 
be combined, and each 
may be added or removed 
whenever the user wishes. 
The full range of CANalyz-

er features is at first not vis-
ible to the user, but it can be 
called up at any time.

CANalyzer Beginner 
can be immediately used 
as part of any CANalyzer 
installation (CAN and LIN 
networks). This saves the 
user time and money, be-
cause there is no need to 
purchase or install a sep-
arate tool. The Beginner 
mode exploits the advan-
tages of the revised win-
dow layout in CANalyzer. 
The individual tasks are 
organized on fixed desk-
tops, which do not need to 
be modified, and which al-
ready contain pre-config-
ured windows (see Figure 
1). This eliminates the need 
for time-consuming manu-
al configuration. Since the 
windows have fixed posi-
tions, it is easy to focus 
on the essentials. Further-
more, the windows cannot 
be closed, which eliminates 
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searching for inadvertently 
closed windows. The win-
dows are configured by 
drag-and-drop operation or 
with the help of functions on 
the toolbar. 

One can create his 
own configuration with a 
few mouse clicks. To do 
this, the user  needs to add 
for each network a channel 
and a suitable network de-
scription file (DBC for CAN 
or LDF for LIN) to the cen-
tral configuration window 
(see Figure 2). If applica-
ble, the bit-rate is also con-
figured, and the user then 
selects the tasks that need 
to be performed. During the 
measurement, for exam-
ple, the Trace window of-
fers many different options 
for filtering specific events, 
such as blocking and pass-
ing filters for messages or 
channels. Furthermore, the 
Trace window offers a  long 
data history, so that long-
term measurements over 
several days can be  pre-
served. The Statistics win-
dow offers a detailed sum-
mary of the current situation 

on the network and can 
prepare statistical informa-
tion on the node level or the 
message level. 

Also complex tasks 
may be performed. A con-
figuration created with the 
Beginner mode can be 
loaded in its full form in 
CANalyzer. It is also possi-
ble to use CANalyzer to per-
form further off-line analysis 
of logged data. There is a 
seamless migration path 
from CANalyzer Beginner to 
CANalyzer. Configurations 
that have been created with 
CANalyzer Beginner can be 
loaded in CANoe as well. 

Future planning for 
CANalyzer Beginner calls 
for supporting additional 
tasks and possibly adopting 
concepts into CANalyzer.  

Figure 2: Creating a new configuration with CANalyzer 

IXXAT Automation GmbH
Leibnizstr. 15 · 88250 Weingarten
Tel.: +49-(0)7 51 / 5 61 46-0
Internet: www.ixxat.deYour Partner for Communication

PC Interfaces
New series for maximum flexibility

Cost-effective and modular PCIe card series
for industrial and automotive applications

Up to four CAN lines (opt. high/low speed 
or galv. isolation) and up to four LIN ports

Available in standard, low-profile, PCIe Mini
and PCI/104 Express formats

Drivers for Windows, Linux, INtime and RTX
as well as Windows monitoring tool included

CAN-IB100/PCIe
CAN-IB200/PCIe

CAN-IB120/PCIe Mini

NEW!

PCI/104-Express interface 

board with up to 4 CAN

channels, low-speed CAN 

and LIN.

CANblue II with PC interface 

functionality and Windows 

driver, in addition to bridge 

and gateway operation.

NEW!
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Summary 
With fiber optics the  

performance of CAN  
networks may be  

increased. The D-Light 
CAN converter systems 

 
connect two CAN nodes 

across distances of up to 
100 km and transmit data 

with bit-rates of  
1 Mbit/s. Apart from that, 

the “FiberView” system 
allows monitoring the  

fiber optic path  
continuously. Thus,  

reliability and  
permanent access to 

machines and other units 
is guaranteed.

Fiber optics offers a 
range of advantages for 

use in CAN networks, 
above all transmission 
across long distances, 
high data transmission 

rates and a maximum of 
security.  

Active components  
for rough industrial  

environments are  
commonly offered.

Since fiber optic cables 
consist of electric, non-

conductive material, data 
is always transmitted by an 
electric insulator. This elim-
inates potential equalization 
currents that are a particu-
lar cause of concern in ex-
tensive networks. Even in 
case of lightning there is no 
risk of damage for the net-
work devices. Compared to 
twisted pair cables, fiber op-
tics needs no grounding or 
additional shielding. Since 
light is not influenced by 
electric or magnetic interfer-
ences, fiber optics can be 
installed right next to power 
lines or other electro-mag-
netic sources.

Regarding prices there 
is no real difference be-
tween twisted pair and fiber 
optic cables. Nevertheless, 
1 kg of fiber optics is as 
powerful as 1000 kg of cop-
per. Finally, the resource 
balance speaks for itself: 

CAN communication  
with fiber optics

Uwe Ackerschott

Copper is too valuable to in-
stall it in terms of cables. Fi-
ber optics, however, consist 
of silicate, which is available 
almost indefinitely. This 
also applies to the raw ma-
terial of fiber optics, which 
are made of plastic.

Single-mode fibers 
transmit data across dis-
tances of up to 100 km. 
For shorter distances (up 
to 5 km) multi-mode fibers 
are a cost-efficient alterna-
tive. There are, in fact, ca-
bles, which are delivered 
with connectors and atten-
uation protocol already, but 
this is only recommendable 
if the cable lines are easily 
accessible and not longer 
than 300 m because it must 
be possible to unroll the ca-
ble. For distances up to 50 
m, POF (Polymer Optical 
Fiber) cables are a useful 
alternative. They are real 
plastic fibers, which can be 
connected without any spe-

cial tools – a sharp knife 
and fine-grained sandpaper 
are enough.

Apart from that, pro-
fessionals should assemble 
the connectors and mea-
sure the attenuation on site 
afterwards. This – unlike 
pre-assembled versions – 
avoids the risk of damaging 
a cable during assembly 
and ensures that the  
infrastructure is working  
properly.

D-Light CAN converters by 
EKS Engel change electri-
cal CAN signals into optical 
signals and are suitable for 
point-to-point, line or redun-
dant ring structures. Apart 
from multi-mode and sin-
gle-mode fibers, POF fibers 
can be used as well. Fur-
thermore, it is possible to 
have mixed optical-electri-
cal structures.

Figure 1: Punching machine using fiber optics
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As the converters work 
on the physical layer, the 
systems using different pro-
tocols based on CAN (e.g. 
CANopen or DeviceNet) 
may be supported and can 
be cascaded optionally. It 
is possible to have various 
connector types on the de-
vice such as ST, SC, SMA 
or E2000. For single-mode 
and multi-mode fibers there 
is also an SC connector that 
supports BiDi-technology 
(bidirectional), i.e. a com-
munication in two directions 
via a single fiber.

For the data transmis-
sion, the converters provide 
a budget (difference be-
tween trans-mission pow-
er and receiver sensitivity) 
that bypasses the attenu-
ation depending on the fi-
ber optic cable. The at-
tenuation, however, often 
increases step by step due 
to loose connecting compo-
nents, dust and dirt, light in-
cidence, mechanical condi-
tions or changes in network 
topology. Up to now this 
could only be recognized 
by complex measurements 
such as optical time-do-
main reflectometer (OTDR).
“FiberView” is a monitoring 
system that was especial-
ly developed for this kind of 
task. It consists of a hard-
ware/software combination 
that is integrated into the ac-
tive components and moni-
tors the budget of the fiber 

optic path per port. The in-
troduced fiber optic con-
verters provide this moni-
toring system. The LEDs at 
the front show if the budget 
is OK (green), limited (yel-
low) or insufficient (red). If 
the yellow LED flashes it is 
just below the selected sys-
tem reserve of 3 dB. Since 
this pre-warning level is ad-
ditionally indicated via a po-
tential-free contact it can 
also be evaluated in SCA-
DA-systems. In contrast 
to status updates, which 
might often be misinterpret-
ed, the “traffic light” princi-
ple is generally understand-
able. Furthermore, the yel-
low status allows the user 
to plan his action in a more 
foresighted way; for the at-
tenuation is not yet too high, 
i.e. the fiber optic paths is 
still working. However, ser-
vice and maintenance work 
should already start in order 
to avoid any network break-
downs. Thus “FiberView” 
helps increasing productiv-
ity and reducing costs.      

Figure 2: D-Light CAN converter for changing electrical 
into optical signals
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One of the main targets 
in the industry is to im-

prove operational efficiency 
by maximizing the re-use of 
components in as many po-
sitions as possible with min-
imum changes. Typically the 
target is reached by maxi-
mizing the use of nodes ac-
cording to various CANopen 
device profiles with applica-
tion-specific configurations. 
CANopen defines the sys-
tem management process 
and standard design files 
([1], [7]). DCF files are de-
signed to be used as infor-
mation source in configu-
ration downloads and tar-
get format in troubleshoot-
ing. EDS files are used as 
templates in both use cas-
es, describing the interface 
supported by each node.

Components in a dis-
tributed system always 
need information of their 
position in a target system. 
Information includes pa-
rameters controlling both 
communication and device 
behavior. In general, when 
there may be plenty of simi-
lar devices, it is impossible 
to fully automatically assign 
them with corresponding 
target positions without sig-
nificant constraints. There-
fore, the most reliable way 
is to download configura-
tion node-by-node before 
the physical installation. It 
is possible to automatically 
determine available compo-
nents, but manual assign-
ment of target positions is 
required. Isolated control 
and configuration download 
applications enable trans-

Accelerated transfer  
of CANopen projects into 

assembly and service

Author

sahat@kotiposti.net
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ducer and actuator updates 
without a need for updat-
ing the application, as long 
as CANopen device profiles 
are followed.

Uniform way of work-
ing is required to enable ef-
ficient configuration man-
agement in assembly and 
service. Using more than 
one approach will multi-
ply the number of required 
tools and amount of educa-
tion effort required by as-
sembly and service person-
nel. Moreover, if multiple 
approaches are used, the 
risk of regular problems and 
support requests increases.

CANopen project is re-
quired for each system to 
support efficient and man-
aged assembly and service. 
It is most efficient to design 
systems according to the 
CANopen system design 
process resulting CANopen 
project for the system [7]. 
Main phases of the sys-
tem design are definition 
of singal connections, pa-
rameter values and access 
paths [3]. If a managed pro-
cess is not used, CANopen 
project information can 
also be read from validat-
ed prototype and stored as 
CANopen project by a sys-
tem design tool. The lat-
ter approach is not recom-
mended, because there is 
a significant risk for unin-
tentionally invalid parame-
ter values.

System design tools 
use EDS files as standard 

input for capabilities of the 
nodes [1] [7]. Interfaces of 
the application programs 
can be managed as pro-
file databases to maximize 
re-usability ([1], [8]). Exter-
nal tools can also be linked 
to the system design tool 
with corresponding entries 
of EDS file [9]. Complete 
CANopen project consists 
of DCF file for each node 
and nodelist.cpj [9] listing 
the DCF files of the project. 
In addition to the configura-
tion management, commu-
nication database gener-
ated by system design tool 
can be used in diagnostics, 
rapid control prototyping 
and simulation. XDD and 
XDC files cannot be used, 
because e.g. tool integra-
tion is not currently support-
ed [10].

CANopen systems do not 
necessarily contain appli-
cation programmable devic-
es. The most simple control 
systems can be implement-
ed with standard nodes ac-
cording to the appropriate 
device profiles [2]. There-
fore, at least configuration 
management with an ex-
ternal tool needs to be sup-
ported to enable uniform 
way of working with any 
kind of CANopen system. A 
clear benefit is, if the same 
tool can be integrated as 
part of control system, too. 
Functional safety standards 
expect the use of download 
procedure with download, 
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store, reset and verify and 
an intuitive user interface to 
minimize the number of er-
rors [12].

CANopen devices may 
have any bit-rate and node-
ID by default, especially 
in service actions, where 

spare parts may also be 
borrowed from other ma-
chines. To enable a uniform 
handling of any CANopen 
device, independent of the 
supported download meth-
od for node-ID and bit-rate, 
a point-to-point connec-

tion to a single device is re-
quired. Many devices sup-
port only LSS switch mode 
global command or chang-
ing bit-rate and node-ID 
via object dictionary, which 
cannot be used with more 
than one node connected. 

[6] CANopen layer 

and protocols, CiA 305, 
CAN in Automation

datasheet – Part 1: 
General definitions and 
electronic data sheet 
specification, CiA 306-1, 
CAN in Automation

datasheet – Part 
2: Profile database 
specifica- 
tion, CiA 306-2, CAN 
in Automation

datasheet – Part 3: 
Network variable 
handling and tool 
integration, CiA 306-3, 
CAN in Automation
[10] CANopen device 
description – XML 
schema definition, CiA 
311, CAN in Automation
[11] CANopen device 
profile for fluid power 
technology proportional 
valves and hydrostatic 

CAN in Automation

machinery. Functional 
safety of safety-related 
electrical, electronic and 
programmable electronic 
control systems, 
2005, p. 201

 

There are various approaches used for 
setting node-ID and bit-rate to the devic-
es. The used approach has a strong im-
pact on the overall performance and quali-
ty in both assembly and service. The most 
common approaches are briefly reviewed.

 in applica-
tion program cannot and need not to be 
changed, which may sound simple. But, in 
practice it prevents efficient re-use of the 
same design in multiple target positions, 
which violates the re-usability target of 
modern system design.

The  was pop-
ular approach in the 1990s, but it has sev-
eral problems. Re-usability is constrained, 
because supporting the full node-ID 
space and all bit-rates will reserve too 
many connector pins. Wiring is also prone 
to assembly errors and very unreliable in 
the long term. Typically special tools are 
required for making such connections in-
side the connectors. But the most signifi-
cant problem, especially in service, is that 
a person with electrics expertise and elec-
tric drawings are required. In addition, pa-
rameters need to be downloaded, which 
leads to the use of two different approach-
es. Expertise is also needed to perform 
the tasks in a correct order.

 are compara-
ble with connector pins from process and 
expertise point of view. It is known fact that 
switches tend to change state unintention-
ally under vibrations and shocks. More-
over, the use of switches requires at least 
one additional opening in the housing to 
provide access to the switches, caus-
ing additional sealing challenges and in-
creased size of the node.

 has not been so wide-
ly used. Supporting the whole node-ID 
space and all bit-rates will result huge num-
ber of different plugs, which will be a logis-
tic nightmare. Also expertise is required, 
because correct plugs need to be read 
from electric drawings. The use of con-
strained number of node-IDs and bit-rates 
will decrease the re-usability of the nodes. 
Coding plug connector also increases the 
size of the node. Missing standard for such 
plugs may lead to the use of multiple dif-
ferent plug series for different devices, de-
creasing the logistics efficiency further.

 
sounds attractive, but the use of it re-
quires one node transmitting at fixed bit-
rate. If there is more than one node with 
a fixed bit-rate, a configuration challenge 
exists again. Instead, it increases com-
plexity of the nodes and node-IDs and 
other parameters still need to be assigned 
separately. So, automatic bit-rate detec-
tion does not provide generic solution in 
a system level.

The 
 for setting bit-rate and node-ID 

keeps the nodes small and simple [4]. 
Mechanical unintentional changes are 
avoided and the overall way of working 
becomes simple – no electrics or other 
expertise is needed, because a download 
tool can read values from DCF files and 
download them into nodes. In theory there 
is a risk that an unintentional SDO trans-
action may corrupt bit-rate or node-ID. To 
protect against unintentional SDO trans-
actions, manufacturers are using various 
keywords or other coding methods for 
the values. The use of such device-spe-
cific values introduces another challenge. 
Therefore the download tools need addi-
tional information, which is not stored into 
DCF files. Activation of the bit-rate and 
node-ID is not exactly described, but vari-
ous activation timings are well supported 
by the current tools using point-to-point 
connection.

 pro-
vides the same benefits as using the ob-
ject dictionary and also solves the prob-
lems with the object dictionary [6]. LSS 
defines exactly the procedures needed 
for setting bit-rate and node-ID, including 
activation. All parameter values are also 
standardized, which enables download 
tools to directly use the bit-rate and node-
ID from DCF file without node specific val-
ues and procedures.

It can be concluded, that the most 
simple and efficient approach is to use 
CANopen selectable node-ID and bit-rate, 
preferably LSS. All other approaches have 
significant restrictions or they require spe-
cial expertise. Node-ID and bit-rate need 
to be set before installation of the devices 
– all other parameters may be written in 
the same time.
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Application programs are 
parameter values of domain 
type objects, when pro-
grams are downloaded ac-
cording to CANopen [5]. Us-
ing CANopen conformant 
program download enables 
downloading the all re-
quired information in a sin-
gle transaction.

 

DCF-files cannot contain 
the all-necessary informa-
tion for configuration down-
loads. In addition to the 
node-ID and bit-rate object 
values, hierarchical and hu-
man-readable position in-
formation cannot be includ-
ed. Image can be linked by 
file name, but image name 
included into control file im-
proves re-usability of the 
images. Traditionally, all re-
quired information is passed 
to assembly and service as 
text documents and param-
eters are written object by 
object. It is most efficient 
to download configuration 
from DCF files to the nodes 
[3]. Until now, the weakest 
points have been manually 
edited control files, manual-
ly created from templates. 
It is most efficient to gener-
ate such files directly from 
CANopen projects.

To enable automatic 
control file generation, suf-
ficient information needs to 
be included into CANopen 
projects. The most impor-

tant thing is to define, what 
objects will be download-
ed. By default, all objects 
with access type read-write 
(RW) are included – write-
only (WO) objects are not 
included, because their val-
ues cannot be verified. Ac-
cess type is fixed and if re-
quired, it can be overridden 
by setting the lowest bit of 
object flags to one to inten-
tionally prevent the down-
load [7]. System designer 
shall make sure, that pa-
rameter values are defined 
for all objects to be down-
loaded. The download tool 
shall not write to an object, 
if parameter value is not de-
fined. Missing parameter 
values indicate that the de-
sign may not be ready.

System-subsystem-
position-hierarchy is used 
in the user interface of the 
example download tool 
shown in Figure 5. Network 
name is by default used as 
both system and subsys-
tem name and node name 
is used as a position name. 
If required, the names can 
be edited manually to more 
descriptive. The conver-
sion tool adds instructions 
for the possible modifica-
tions as comments into cor-
responding locations of the 
control file.

If all objects need not 
to be or shall not to be writ-
ten, e.g. factory calibra-
tion objects [3], they can be 
manually removed from the 
control file. Additional edit-

ing is not needed, if target 
node supports LSS. But if 
object dictionary is used 
to set node-ID and bit rate, 
corresponding objects and 
values need to be defined 
because it is impossible to 
automatically find absolute-
ly correct objects and val-
ues from the correspond-
ing DCF file. In some nodes 
written value differs from the 
read value. Therefore the 
written values are defined 
separately and values used 
in verification are included 
as object parameter values.

Information storage into 
version control and prod-
uct data management sys-
tems may vary among the 
system integrators and is 
not within the scope of this 
article. File-system-based 
proof of concept is present-
ed instead.

A CANopen project in 
an example system design 
tool is presented in Fig-
ure 1. Project name is Sim-
ple_CANopen and there is 
a DCF file for each node 
for storing node configura-
tions. Short node names 
are used, because they 
may be used as part of vari-

able names in application 
programmable devices and 
variable name length is typ-
ically limited. The example 
tool uses a proprietary node 
list file for combining DCF 
files into the project.

File generation can  
be implemented as a batch 
file combining several 
phases. Proprietary node 
list need to be converted 
first into a standard file to 
provide standard CANopen 
project for further process-
ing. Example system de-
sign tool supports a make 
functionality, which calls 
the batch file with project 
path as a command line 
parameter. Same approach 
could also be used with 
tools not supporting make 
– e.g. an external CANopen 
tool command, toolbar but-
ton or desktop icon may be 
used instead. An example 
make.bat is presented in 
Figure 2.

Example conversion is 
made in two phases. In the 
first phase, conversion tool 
pco2cpj.py in line 2 gener-
ates a standard nodelist.
cpj from proprietary nodel-
ist.pco. The second conver-
sion tool dcf2cfg.py in line 3 
generates the configuration 
download control file tem-
plates from the DCF files. 
Path to the current project 
is passed as the first com-
mand line parameter. It is 
possible to include other 
conversions, e.g. for gener-
ation of analyzer setup files 
or node reference designa-
tor plate originals, into the 
same batch file. Project files 
are shown in Figure 3, where 
generated node list and  
DCF files are highlighted.

Configuration files 
need to be copied finally to 
the corresponding folders 
of the download tool. Dedi-
cated folders for DCF, CFG 
and image files are used by 
the example download tool 
as shown in Figure 4. Fixed Figure 1: An example CANopen project with highlighted make.bat call

Figure 2: An example make.bat with node list transforma-
tion and download control file generation

01  @echo off
02  python ”C:\...\pco2cpj.py” ”%1nodelist.pco”
03  python ”C:\...\dcf2cfg.py” ”%1nodelist.cpj”
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folders are used, because 
the configuration download 
tool may be used in a PC or 
in a PDA without network 
connection, and database 
is too heavy to be used in a 
PDA. File copy can also be 

automated, with e.g. previ-
ously presented make, but it 
depends on the storage ap-
proach, which is not within 
the scope of this article.

Configuration down-
loads are simple. First, op-

erator shall connect the de-
vice into the tool, turn power 
on and start the tool. Then, 
operator need to select the 
bit-rate, after which the tool 
reads the device identity 
and lists all defined target 
positions for such device. 
Finally operator can just 
select the desired position 
from the tree view and the 
tool downloads, stores and 
verifies the configuration, 
which may also contain ap-
plication program(s).

In the example of Fig-
ure 5, position names are 
edited to maximize the un-
derstandability of the target 
positions. Only positions 
designed for device type 
and version of currently 
connected device are 
shown in the list. Short node 
names are replaced with 
long node names, which are 
more understandable. Also 
subsystem name was 
changed manually, because 
there is not corresponding 
standard entry available in 
the DCF file.

Incomplete designs cause 
always problems in assem-
bly and service. When infor-
mation management is au-
tomated, incompleteness of 
a design is more clearly in-
dicated. All positive results 
are achieved by following 
standardized CANopen de-
sign process and files and 
automating the standard-
ized information processing. 
Based on the evaluation in 
some real projects, any rea-
sons for deviating from the 
process were not found.

All CANopen devices 
can be supported without 
any constraints. If a device 
supports standardized SW 
download interface, also 
application program(s) can 
be downloaded together 
with configuration in a sin-
gle transaction. The down-
load procedure operates in 
a plug-to-play principle [3] – 
plug the device to the down-
load tool, plug the device to 
the target system and play. 
Special expertise is not re-
quired, operator need to 

know only where he or she 
is going to assemble the 
device. The use of a device 
image for illustration of tar-
get position enables the use 
of the download tool even 
by analphabetic persons.

Average reached 
speed-up for preparing the 
download was measured 
to 15x, when some modifi-
cations to the control files 
– e.g. target subsystem 
name, object list and object 
details for bit-rate and node-
ID – are needed. If the de-
vice supports LSS and only 
target sub-system names 
need to be changed, speed-
up of 60x can be achieved. 
Absolute modification time 
for each DCF is less than 
30 s in the latter case.

The first challenge was 
found from CiA 408 device 
profile [11], where object 
multiplexing is used in actu-
al value conditioning. Such 
approach expects the use 
of multiple values for some 
objects, which is not sup-
ported by current DCF and 
XDC files. The most attrac-
tive solution would be to re-
place the object multiplex-
ing approach with e.g. the 
use of array objects.

Second future devel-
opment could be an im-
provement of the standard 
DCF and XDC files. With 
some additional entries the 
use of additional download 
control files could be avoid-
ed. At least a separate long 
name for node and a sub-
system name are needed 
to improve the user inter-
face of the download tool. 
As long as the use of LSS 
is not mandatory, details for 
setting bit-rate and node-ID 
through the object diction-
ary are needed.

Third improvement 
could be introduced in 
CANopen program down-
load. It is not currently in-
cluded into the standard, 
how to activate the so-
called boot-loader mode. It 
is handled by the existing 
tools, but the complexity of 
the tools could be reduced 
by improving the corre-
sponding mechanism in CiA 
302-3 [5].                           

Figure 3: An example CANopen project folder with gener-
ated files highlighted

the folders for configuration files highlighted

connected to the download tool
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With introducing more 
multimedia servic-

es for customers and pas-
sengers in the transporta-
tion sector, demands on 
communication systems in 
trains are increasing, while 
the space available for elec-
tronics is often limited. To 
satisfy the need for perfor-
mance in demanding appli-
cations and to close the gap 
to the ix86 platforms, SYS 
TEC Electronic (Germany) 
recently developed a 19-
inch rack mountable com-
munication platform.

The system was op-
timized for use in rolling 

stock applica-
tions and com-
prises a CPU 
module, back-
plane, power 

supply module 
as well as an I/O 

module. The system 
is compliant with EN 

50155 Class Tx and al-
lows for operation at tem-
peratures from -40 °C to 

+70 °C without the need 

Modular train 
communication system
Companies

Links
www.systec-electronic.com

www.railtec-systems.ch

for active cooling. Besides 
the electronic design, heat 
management issues turned 
out to be challenging. Ded-
icated heat spreading and 
heat sinking concepts were 
developed and implement-
ed to allow for a safe opera-
tion within the specified op-
erating conditions.

The CPU module is 
based on an on-module 
ECU core E660 system with 
a 1,3-GHz Intel Atom E660T 
MCU and a Linux board 
support package. It fea-
tures a CAN port, two Giga-
bit Ethernet ports, two EIA-
485/EIA-422 ports, EIA-232 
as well as USB. The com-
plementary middleware are 
CANopen protocol stack 
source code and Ethernet 
Powerlink protocol stack 
source code.

The module provides a 
basic memory configuration 
of 4 GiB on-board SSD and 
up to 2 GiB of DDR2-800 
SDRAM. A separate on-
board system diagnostics 
controller on the ECU core 
performs essential moni-
toring tasks, such as tem-
perature surveillance and 
power-on management to 
ensure recovery from criti-
cal states, performs con-
tinuous supply voltage 
monitoring and provides a 
secondary watchdog timer.

The I/O Module pro-
vides eight digital inputs, 
two fast counter inputs, 
eight digital outputs and two 
analog inputs. The digital 
input and output channels 

support an input voltage 
range from 24 VDC to 110 
VDC including user-config-
urable filtering options, re-
verse polarity and overload 
protection. The analog input 
channels support input sig-
nals types from ±10 V, ±20 
mA, 0 V

DC to 10 VDC and 0 
mA to 20 mA.

The power supply 
module supports an input 
voltage range of 24 VDC to 
110 VDC. It provides VME-
bus compliant voltage levels  
of 5 VDC and 12 VDC with up 
to 100 W output power to 
the backplane. VME-bus 
compliant signals as well as 
system-specific power fail 
event information are pro-
vided to the CPU module.

Although the devel-
oped modules can work 
with standard VME32 back-
planes, their best perfor-
mance is revealed with the 
Backplane that was devel-
oped specifically for this 
train communication sys-
tem. It provides optimized 
heat-spreading and heat 
transfer characteristics and 
allows for use of standard 
VME power supply units.

The company de-
signed the presented mod-
ules for Railtec Systems 
(Switzerland). The seri-
al production is scheduled 

-
tion facility in Reichenbach 
(Germany). The firm offers 
automation solutions based 
on the IEC 61131-3, CAN, 
CANopen and Ethernet 
Powerlink.        

Figure 2: Train communication system 

Figure 1: CPU module 
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In contrast to the require-
ments from the early 1990s 

when the on-board power 
supply had to serve only a 
few different components, 
the power consumption of 
the “classic component” 
(e.g. the engine starter) are 
pushed into the background 
compared to the compo-
nents that are now found in 

the quantity of assistance, 
comfort, safety and info-
tainment systems has as-
sumed proportions whose 
energy demands can only 
be met by car manufactur-
ers through on-board pow-
er supplies with higher volt-
age, low-loss voltage con-
verters and efficient energy 
storage devices. The prin-
ciple architecture in Figure 
1 shows that the communi-
cation between the control 
units crosses various volt-
age domains. It depicts an 
example of an electric vehi-

Challenges for future vehicle 
networks using different voltage 

domains with regard to EMC

cle with one engine for each 
wheel.

In electronic and hy-
brid vehicles of the future, 
a second high-voltage on-
board power supply will 
expand the 12-V on-board 
power supply, in order to be 
able to achieve energy-ef-
ficient vehicle system func-
tions. Among other things, 
the high-voltage on-board 
power supply enables a re-
duction of CO2-emissions 
through more efficient recu-
peration, optimization of the 
air-conditioning and heating 
output, as well as a gener-

weight through a more com-
pact design, high-perfor-
mance actuators, and the 
cable harness itself. With 
the existing 12-V voltage 
level and the mentioned 
high-voltage level, a dual 
on-board power supply is in 
development for hybrid and 
electric vehicles.

Independent of the rel-
evant vehicle architecture, 
on-board power supply  
voltages greater than 12 V  
or 24 V result in a series 
of technical challenges to 
the networking of the vehi-
cle. Today, most transceiv-
ers are designed for 12-V or 
24-V environments only. In-
dependent from the supply 
voltages, this means that on 
the bus side, vehicle net-
works with these transceiv-
ers are only resistant to in-
terferences that commonly 
occur in 12-V or 24-V-based 
vehicle architectures.

However, future high-
voltage on-board power 
supplies must take into ac-
count EMC-relevant inter-
ference scenarios, whose 
complete expression in ve-
hicles is not yet known. 
These include ground shift 
or even loss of ground, re-
verse currents, and tran-
sient pulses as well as volt-
age surges. Through their 
expression in high-volt-
age systems, the phenom-
ena place significant chal-
lenges on the transceivers 
and would lead to the de-
struction of most current-
ly available components. 
In systems with voltages 
higher than 60 V, protection 
against contact is an impor-
tant issue. It is thus abso-
lutely necessary to shield 
and isolate voltages that are 
dangerous for humans in all 
places, which are accessi-
ble during the operation and 
maintenance of the vehicle.Figure 1: Networking of components in various voltage domains
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Abstract
A number of vehicle 

manufacturers has 
launched the first 

generation of their 
electric vehicles 

on the market and 
are now working 

towards developing 

to increase their 
economy and with 
it gain acceptance 

from end users, the 
next generation of 

these vehicles must 
exhibit improvements 
with regard to energy 

management, reliability, 
and acquisition costs, 

and exhibit a reduction 
of risks through the 

ever-increasing system 

aspect is represented 
by the networking of 
control units, which 

are found in different 
voltage domains in 

an electric or hybrid 
vehicle. The main 

concern is to find cost-
optimized solutions that 

also fulfill the higher 
demands with regard 

to electromagnetic 
compatibility 

to the functionality 
required. The focus 

is high-voltage-
resistant, isolated 

communication that 
enables the individual 

voltage domains to 
be separated from 
one another, while 

simultaneously 
ensuring network 

functionality. Using an 
example of an isolated 

CAN transceiver, 
this article presents 

requirements and 
the relevant network 

approaches for the 
semiconductor industry 

are presented and 
evaluated.

Adding new voltage domains in the vehi-
cle requires galvanic isolation to be im-
plemented in the network. The conven-
tional isolation processes are compared 
in Table 1.

After assessment of advantages 
and disadvantages within the system 
context, NXP implemented capacitive 
isolation in a CAN transceiver. This solu-
tion incorporates the advantages of low 
current consumption, short processing 
times, and stable pulse widths. Through 
appropriate implementation, the sensitiv-

ity to HF (high frequency) fields present 
at capacitive isolators was able to be lim-
ited to a non-application relevant degree.

The TJA1052i [1] belongs to the 

speed CAN transceivers. It combines a 
galvanic isolation of up to 5000 VRMS 
with the EMC characteristics of non-iso-
lated CAN transceivers. The transceiver 
is in compliance with ISO 11898-2 and 
has a loop delay of 220 ns including iso-
lation, which enables a maximum bit-
rate of 1 Mbit/s in automotive networks.

 

 Quasi-standard for galvanic  
isolation of electric systems

 Signal transmission: direct and 
slow alternating signals

 Fast optocouplers (up to 50 MHz; 
only as 5 V-version) available

 Sensitive to parasitic capacitive  
coupling paths and crosstalk

 Not sensitive to external electric  
or magnetic fields

 Long signal throughput times of  
60 to 100 ns

 Aging of the isolation layer length-
ens the signal throughput times

 High power consumption

 

 Used as current and voltage trans-
ducer for energy transmission

 Signal transmission: modulated  
direct and slow alternating voltages 
of less than 150 MHz

 Sensitive to external variable  
magnetic fields

 Impulse width compliance is diffi- 
cult due to the inductivity and the 
crosstalk of adjacent inductors

 Immunity to common-mode  
interferences

 Average signal throughput times
 Low power consumption

 Feasible with standard technology
 Signal transmission: modulated  

direct and slow alternating voltages 
of less than 150 MHz

 Sensitive to external HF-fields
 Short signal throughput times
 Low power consumption

 
 

 Construction: exciter coil and  
GMR detector element

 Magnetic field is proportion-
al to  
the electricity

 Signal transmission: direct and  
alternating signals

 Short signal throughput times
 Undefined condition of the out-

put signals when connecting to 
the power supply
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 Use of simple network 
communication

 Interference coupling or 
decoupling of radiated 
narrow-band interferenc-
es and transients on the 
basis of IC measurement 
methods

 Assessment of the func-
tionality based on differ-
ent voltage-time curves 
[6] 

Ideally, the EMC charac-
teristics of a CAN trans-
ceiver with an isolator are 
retained such that exist-
ing filter concepts of vehi-
cle components with CAN 
modules are able to be ad-
opted. In accordance with 
the electromagnetic cou-
pling of the transceiver with 
the vehicle and the con-
trol unit itself, only the pins 
that show a direct connec-
tion to the cable harness 
(“global pins” such as bus 
pins, VBat, global wake en-
tries) are considered with 
regard to interference cou-
pling or decoupling. Iso-
lated CAN transceivers 
that are currently avail-
able only have local pow-
er supply pins and no wake 
pins. Therefore, this article 
only concentrates on CAN  
pins.
 

An important EMC param-
eter for isolated transceiv-
ers is the immunity against 

Future transceivers 
will most likely be located 
directly at the interface be-
tween the different voltage 
domains. This is shown, 
for example, in Figure 2, 
where the isolation between 
the transceiver and micro-
controller is implement-
ed. Worth mentioning here 
are the CAN bus network-
ing of the battery sensors 
and the generator as well 
as the networking between 
the electric engine and the 
hybrid engine control. In 
classic monolithic trans-
ceivers, a bus-side voltage 
robustness greater than 60 
V is not economically feasi-
ble for a variety of reasons. 
Isolation for the purposes 
of protection against con-
tact would likewise not have 
been present.

A possible solution for 
a functionally reliable net-
working of vehicle sub-sys-
tems that are located in dif-
ferent voltage domains is 
represented by integrat-
ed galvanic isolated trans-
ceivers. When the correct 
choice is made, these com-
bine the advantages of op-
timized transceivers and 
those of the galvanic isola-
tion without having to com-
promise functionality, safe-
ty, or EMC.

Since sub-systems 
in the vehicle are some-
times distributed over a 
greater distance, isolation 
that avoids ground loops 
and protects the systems 
against high voltage puls-

es is advised. Galvanic 
isolation also reduces sig-
nal distortion. In addition 
to protecting against high 
voltages, corresponding 
transceivers thus contrib-
ute towards increasing the 
robustness of the bus sys-
tem by ensuring the signal 
integrity. An interrupted sig-
nal transmission means that 
bus system performance is 
decreased, messages are 
sent multiple times, or sys-
tem responses are delayed. 
This effect increases with 
the number of nodes in the 
network.

Ensuring the EMC in auto-
mobiles is covered by a va-
riety of integrated circuit (IC) 
components and vehicle 

measurement methods. For 
the EMC qualification of iso-
lated transceivers, the stan-
dards IEC 61967 [2] for elec-
tromagnetic emission and 
IEC 62132 [3] or ISO 7637 
[4] for electromagnetic im-
munity are applied [5]. Many 
car manufacturers demand 
these qualification results in 
their internal specifications 
before they decide on addi-
tional tests and the approval 
of the transceivers.

Regardless of the con-
cept of the isolator, all re-
quirements for conventional 
transceivers still need to be 
fulfilled. The EMC test spec-
ifications for CAN transceiv-
ers are based on the follow-
ing approach:

 Construction of a mini-
mal network on a test 
board

Figure 3: Comparison of radio frequency (RF) immunity (without additional filter elements) 

Figure 2: Galvanic isolation of various voltage domains using CAN transceivers
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bus and, with that, to the ve-
hicle. In particular for com-
mon-mode interferences of 
the power supply net an ef-
fective filtering is subject to 
limits.

At this point, a spe-
cial EMC advantage of the 
isolated CAN transceiver 
comes into effect. The gal-
vanic isolation of transceiv-
ers ensures an additional 
damping between the iso-
lated voltage domains, as 
was described at the out-
set. This positive charac-
teristic over convention-
al transceivers means that 
the electromagnetic emis-
sion from the power supply 
voltage or ground leading 
from control units to the bus 
and vice versa are damped. 
With this, couplings of inter-
ferences from different volt-
age domains are effectively 
suppressed from one side 
to the other.

Figure 5 represents 
the transfer impedance 
measurements (S21 mea-
surement) of different con-
ventional and isolated CAN 
transceivers available on 
the market. In order to min-
imize foreign influences on 
the measurement results, 
the tests were carried out 
directly on the respective 
pin and thus without voltage 
supply or an additional cir-
cuit board. The lower array 
of curves shows the isolat-
ed transceivers. It is evident 
that these show an addition-
al damping of approximate-
ly 10 dB in comparison to 

conducted interferences. 
The electromagnetic immu-
nity describes the inabili-
ty of a device, equipment 
or system to perform with-
out degradation in the pres-
ence of an electromagnet-
ic disturbance. On the ba-
sis of IEC 62132-4, com-
parison measurements of 
electromagnetic immunity 
were carried out between 
conventional third-genera-
tion transceivers from NXP 
and the TJA1052i. Figure 3  
shows the correspond-
ing measurement curve of 
a conventional (TJA1049) 
and an isolated (TJA1052i) 
CAN transceiver. The re-
sults show only minor differ-
ences with regard to elec-
tromagnetic immunity in the 
frequency range observed. 
Electromagnetic immuni-
ty of 36 dBm was required 
as a development goal for 
frequencies above 10 MHz. 
In order to analyze safe-
ty margins, measurements 
were carried out even up to  
41 dBm.

It can be concluded 
from the minor differenc-
es between the two curves 
that the isolator part of the 
TJA1052i has no effect on 
the immunity. The charac-
teristics of the curve are 
mainly determined by the 
transceiver.

An additional immu-
nity test for semiconduc-
tors is the susceptibility to 
transients according to ISO 
7637. Transient impulses in 
the on-board power supply 
occur through the switching 
of loads or inductors. The 
standard distinguishes five 
types of impulses, which 
are differentiated in ampli-
tude and length. Pulses 1, 
2, and 3 – applied to the ap-
propriate bus pins – are par-

ticularly important for CAN 
transceivers. Table 2 shows 
the results.

The transient mea-
surement delivers results 
that are similar to the con-
ducted immunity tests. The 
differences are minor and 
allow for the same conclu-
sion – that the immunity 
is determined by the CAN 
transceiver. The minor dif-
ferences in the immuni-
ty testing can be traced to 
marginal modifications in 
the CAN block. The isola-
tor itself has no influence on 
the results.

The previous results show 
that the proven IC mea-
surement processes re-
garding immunity are also 
applicable to isolated CAN 
transceivers and lead to  
results that are comparable 
to conventional transceiv-
ers. Emission is discussed 
below in accordance with  
IEC 61967-4, and whether 
this IC measurement meth-
od is suitable. The electro-

magnetic emission consti-
tutes the undesirable char-
acteristic of an electric  
or electronic device as  
functioning like an electro-
magnetic source of inter-
ference, thereby potential-
ly disrupting other devices. 
In this measurement, the 
same transceivers as in the 
electromagnetic immunity 
test were used. The com-
parison in Figure 4 shows 
only minor differences in 
the spectrum. The isola-
tor in the TJA1052i has no 
influence on the emission 
here either. The character-
istics of the curve are de-
termined solely by the CAN 
transceiver and not by the 
isolator.

In a conventional transceiv-
er, the signal emitted is di-
verted both to the dominant 
and to the recessive state 
from the supply voltage 
and the transceiver ground. 
High-frequency interferenc-
es on the power supply or 
ground within a control unit 
are thereby transferred to a 

Figure 4: Comparison of bus emission (without additional filter elements) between a con-

TJA1052i

TJA1049

Normal

Normal

CANH/CANL

CANH/CANL

RxD

RxD

1

–95

–90

2

>75

>75

–75

–60

>100

>100
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age domains, it can be ex-
pected that an additional 
interference damping at a 
magnitude of 10 dB will be 
achieved. This provides a 
significant contribution for 
increasing the robustness 
of the bus system.

The results of the immuni-
ty and emission show that 
in an appropriate concept 
of the isolated transceiv-
er, these factors are inde-
pendent from the isolation 

conventional transceivers 
between the power supply 
voltage pins and the CAN 
bus.

In order to demon-
strate an effective damping 
of interferences in an appli-
cative environment, speci-
mens of some transceivers 
with circuit boards and volt-
age supply were measured 
in the dominant state. The 
results are depicted in Fig-
ure 6. Here the damping 
amounts to between 5 dB 
and 15 dB in comparison to 
conventional transceivers 
depending on the frequency 

range and external influenc-
es of the application. This 
result confirms the mea-
surement result from Fig-
ure 5 of approximately 10 
dB in an idealized environ-
ment. It can also be noticed 
that the curves are higher in 
absolute terms, which is ex-
plained by the low-imped-
ance coupling of the CAN 
bus and by the power sup-
ply voltage in the dominant 
state and the output stage 
of a transceiver. 

Therefore, if using 
isolated CAN transceiv-
ers between various volt-

Summary and 
outlook

This article 
demonstrates the 

challenges to future 
vehicle networks 

in different voltage 

playing an important 
role. A high-voltage-

resistant and isolated 
communication 

between the voltage 
domains, with secured 

network functionality, 
is the basis for the safe 

interaction of systems 
in future automobiles.
The isolated TJA1052i 

transceiver suits in 
terms of isolation, 
functionality, and 
safety for todaỳ s 

requirements in 
respect to immunity 

has no influence on 
interoperability and 

offers good damping 
properties between the 
voltage domains, which 

further reduces cross-
talk interference.
An adaptation of 

the currently valid 

methods and limits 
has been discussed. 

For the observed 
CAN transceiver, the 

previous assumptions, 
methods, and limits 

apply. A corresponding 
adjustment to current 
standards and limits 

has not been ruled out. 
Additional studies of 
potential sources of 
interference and the 

categorization of critical 
frequency bands that 

are expected to be 
implemented in hybrid 

and electric vehicle 
systems will be of 

importance.

Figure 6: Comparison of transfer impedance in an applicative environment from VCC to 
CAN_H of a conventional CAN transceiver (upper curve) and two isolated CAN transceivers 
(lower curve) in the dominant state

Figure 5: Comparison of pin transfer impedance from VCC to CAN_H for different conven-
tional CAN transceivers (upper array) and isolated CAN transceivers (lower array)
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Remote control in industrial environments

WIRELESS CAN DATA TRANSMISSION

Replace cables

The wireless interfaces CANlink Blue-
tooth / WLAN are ideal for facilitating 
diagnostic applications and for making 
your CAN networks independent from 
physical connections. With the RM PC 
tools, you can easily confi gure the de-
vices or monitor and visualize all CAN 
data.
RM CANlink Bluetooth / WLAN are es-
pecially practical for mobile, but also 
for stationary applications: Use them 
as a gateway to transmit data wirelessly 
between a CAN network and a PC, lap-
top or smartphone with the respective 
functionality. Or confi gure two CANlink 
Bluetooth or WLAN devices as a bridge 
to interconnect CAN networks without 
any cables or plugs.

CANlink® Bluetooth

Thanks to the standard Bluetooth pro-
tocol, the connection to other Bluetooth 
devices can be established and maintai-
ned easily. Additionally, frequency hop-
ping and transmitting small data seg-
ments lead to high connection stability.
CANlink Bluetooth is compatible with 
Windows and Android: Thanks to sam-
ple codes, you can develop your own 
applications or use the provided basic 
Android app for viewing CAN messages.

CANlink® WLAN

CANlink WLAN can be operated in two 
different modes: In ad-hoc mode, de-
vices with WLAN functionality directly 
connect to each other. In infrastructure 
mode, the interface establishes a data 
connection using one or more WLAN ac-
cess points. That is, it can hop from ac-
cess point to access point and maintain a 
continuous connection, so that the CAN 
network or bridge is extendable along 
the entire WLAN infrastructure and via 
the Internet – with an unlimited range.

Mechanical Data CANlink Bluetooth 2001 CANlink Bluetooth 2103 CANlink WLAN 2001
Dimensions width / height / depth 138 / 60 / 35 mm
Degree of protection IP 65
Temperature range -40 °C … +75 °C -25 °C … +60 °C
Weight 200 g
Electrical Data
DC power supply 10 V – 33 V
Power input (@ 24 V) 60 mA 110 mA
Status LEDs (2 colors) 4
Interfaces / Protocols
CAN 1 (ISO 11898-2 high speed, on request: galv. isolated)

Bluetooth / WLAN 2.0, Power Class 1, Serial Port Profi le / -
- / 802.11b/g (11/54 Mbit/s), 
TCP, Security: WEP/WPA/WPA2

Range (open ground) 100 m
CANopen®, Layer 2
Input / Output - - / 1x relais -
Product Number
CANlink® Bluetooth / WLAN 253 001 030 253 001 036 253 001 029
Certifi cations
CANlink® Bluetooth / WLAN CE, FCC

For more details please visit rmcan.com



Determine GPS coordinates

POSITIONING AND LOCAL GPS DATA OUTPUT

GPS-to-CAN

CANview GPS is an ideal and cost-effec-
tive solution for worldwide positioning 
in all applications in which GPS data 
primarily shall be available on the spot, 
such as in surface mining or road tests.
RM provides software for confi guring 
the devices and evaluating the GPS 
data. Both models are IP 65-rated and 
thus suitable for use under harsh envi-
ronmental conditions.

CANview® GPS 2107

CANview GPS 2107 not only outputs the 
GPS data on the CAN bus but also on 
its RS-232 interface. Additionally, the 
device features an integrated data fl ash 
for logging GPS data. You can further 
determine trigger points or sections 
between two trigger points which are 
marked or counted whenever they are 
crossed. A dbc fi le allows for integrating 
the CAN messages into the Vector tool 
chain.

CANview® GPS 5107

CANview GPS 5107 devices feature a 
robust, easy-to-install aluminum enclo-
sure which can be bolted to a panel or 
mounted to a DIN rail TS35. With the 
RMsys Confi gurator tool, you can freely 
confi gure the device, including the CAN 
message settings. An integrated capa-
citor-buffered real-time clock further 
allows for setting timestamps.

Mechanical Data CANview GPS 2107 CANview GPS 5107
Dimensions width / height / depth 128 / 85 / 35 mm 126 / 120.5 / 42 mm
Degree of protection IP 65
Temperature range - 30 °C … +75 °C
Weight 260 g 510 g
Electrical Data
DC power supply 10 V – 30 V 6 V – 32 V
Power input (@ 24 V) 95 mA 60 mA
Real-time clock with backup capacitor - Backup time 24 hours (typical @ 25 °C)
Logging memory 8 MB -
Status LEDs (2 colors) 5 3
Interfaces / Protocols
CAN 1 (ISO 11898-2 high speed) 1 (ISO 11898-2 high speed, 2.0 A/B)
RS-232 1 -
GPS tracking capability / accuracy 50 channels / 3 m (CEP) 22 channels / 3 m (RMS)
CANopen®, Layer 2
Product Number
CANview® GPS 253 004 020 253 004 043
Certifi cations
CANview® GPS CE, FCC

For more details please visit rmcan.com



RM Bluetooth App - Access CAN networks via tablet or smartphone

CAN

RM MICHAELIDES
SOFTWARE & ELEKTRONIK GMBH

Headquarters

Phone:  +49 661 9490-0
Fax: +49 661 9490-333

RM MICHAELIDES
SOFTWARE & ELECTRONIC CORP.

US Subsidiary

SOFTWARE & ACCESSORIES

RM Bluetooth App

The RM Bluetooth Demo App enables 
you to connect to a CANlink Bluetooth 
device with your Android tablet or 
smartphone and to view CAN messages 
in a list. It features a connection mana-
ger and can be extended to interpret the 
received data, if desired in an individual 
user interface, or – depending on the 
application – even to actuate processes.

Any data transmitted in the connected 
CAN network can be viewed, such as 
axle load, trailer weight, engine rpm, 
coolant temperature, fuel level, driver 
status, or whatever is required in your 
application.

You have the possibility to extend and 
individualize the provided sample code 
on your own, using a free development 
environment. Or you can have us deve-
lop a custom solution specially tailored 
to your needs.
Please contact our sales team for more 
details and individual advice.

Starter Kits

Software & Accessories

In order to facilitate start-up and opera-
tion, we provide you with a wide range 
of software and accessories optimally 
tailored to our devices: from cables, 
mounting sets and special software 
tools to Starter Kits containing all com-
ponents required for smooth commissi-

oning. Below, you can fi nd some of the 
available Starter Kits. For a wider range 
of devices please see our website.
The RM Software Tools enable you to 
freely confi gure our devices without 
any programming skills and to visualize 
and monitor CAN data on computer or 
display screens – with individual screen 
design options.

CANlink® Bluetooth 2001

Starter Kit product no. 253 000 055

CANlink® Bluetooth 2001 Bridge

Starter Kit product no. 253 000 056

CANlink® WLAN

Starter Kit product no. 253 000 059

CANlink® WLAN Bridge

Starter Kit product no. 253 000 060

CANview® GPS 2107

Starter Kit product no. 253 000 058

CANview® GPS 5107

Starter Kit product no. 253 000 107
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Transport/Automobile/

annexes.pdf.

and only dependent on the 
CAN block implementation. 
It was found out that isolat-
ed transceivers offer the ad-
ditional advantage of good 
damping and thus reduce 
cross-talk interference be-
tween the voltage domains.

-
ducted EMC measurement 
for transceivers in the auto-
motive sector have proven 
themselves capable of pre-
dicting the behavior of trans-
ceivers in an applicative en-
vironment – and therefore 
in vehicles. The methods 
were applied in the isolated 
transceivers described and 
their measurement results 
continue to underscore their 
validity. The practical expe-
rience with isolated trans-
ceivers in various voltage 
domains still has to con-
firm this. New methods and 
limits are currently not re-
quired, which has a positive 
economic aspect. However, 
a new discussion cannot be 
ruled out.

The system complex-
ity is increasing in the indi-
vidual control units, as well 
as in the entire future vehi-
cle. More and more func-
tions and additional com-
munication systems are 
finding their way into the 
vehicles of the future. For 
example, “car-to-car” and 
“car-to-infrastructure” com-

munication, Wi-Fi Internet, 
and emergency call servic-
es such as eCall in Europe 
or OnStar in North America 
should be mentioned here. 
The exchange of informa-
tion in the vehicle – and 
from the vehicle to its envi-
ronment – will increase sub-
stantially.

As the integration of 
additional functions in vehi-
cles increases, the number 
of potential sources of inter-
ference in sensitive frequen-
cy bands will also increase 
to the same degree. Sen-
sitive frequency bands are 
frequency ranges in which 
electronic components may 
not disturb other compo-
nents; these presuppose 
a lower potential of elec-
tromagnetic emission. The 
VHF (very high frequency) 
radio frequency range is a 
prominent example. Addi-
tional sensitive frequency 
ranges could play an even 
more important role in the 
development of automotive 
electronics in the future. On 
the other hand, higher limits 
with regard to electromag-
netic emission in the ve-
hicle could be permitted in 
other frequency ranges with 
less significance. Figure 7 
demonstrates these circum-
stances using the currently 
valid limit curves from Ger-
man OEMs [7]. Some criti-
cal frequency ranges in the 
vehicle are shaded in gray.

But even hybrid and 
electric vehicles with their 
electronic monitoring and 

charging systems present 
new challenges with regard 
to EMC. The main sourc-
es of interference in such  
vehicles are the electric 
motors, which are mostly 
constructed as three-phase 
machines. Further noise 
sources are converters, 
which generate a three-
phase alternating voltage 
from the high-voltage-sup-
ply, and DC/DC converters, 
which are used instead of 
alternators to generate the 
on-board voltages. Addi-
tionally high-voltage-driven 
auxiliary components are 
used [8].

All previously de-
scribed components gen-
erate voltages, currents, 
and corresponding flanks, 
in part with new frequency 
components that must be 
considered. The frequen-
cy range between 2 kHz 
and 150 kHz, in particular, 
could play a larger role in 
future tests [9]. If this fre-
quency range should ac-
tually prove to be critical, 
the corresponding immu-
nity tests in the range be-
low 1 MHz would have to be 
discussed. Multiple inter-
national groups are work-
ing on standards in order to 
overcome the future chal-
lenges. Practical experienc-
es have made a significant 
contribution here.              
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The first session collect-
ed more attendees than 

160 seats. Peter Hierony-
mus (Claas) and Dirk Jahn 
(Putzmeister) introduced 
general trends and chal-
lenges for the electronics in 
agriculture vehicles respec-
tively in construction ma-
chines. One common top-
ic was the introduction of 
functional safety. But both 
industries references differ-
ent standards, which leads 
to different solutions. By the 
way, also in the both oth-
er conferences, function-
al-safety was an important, 
not to say the dominating,  
topic.

In one of the speech-
es, TTTech presented a 
safety-related controller 
compliant with ISO 13849 
and IEC 61508 respectively 
IEC 62061. The carmakers 
have an own safety stan-
dard (ISO 26262), which 
is supported by some mi-
cro-controllers implement-
ing specific safety circuitry 
(see “ISO 26262 compli-
ant micro-controllers”). The 
agriculture machine indus-
try has also its own safety 
standard: ISO 25119. Jo-
hannes Lange working with 

Conference on electronics 
in mobile machinery

Links
www.vdi-wissensforum.de

www.elektronik-auto.de

“Baden-Baden Special”
This conference 

Wissensforum, a 

association of German 
engineers, comprised 

three events:
 5th conference on 

electronics in road cars
 3rd conference 

on electronics in 
commercial vehicles

 1st conference on  
electronics in mobile 

working machines.
The event took place  

in Baden-Baden  

(10th and 11th).  
About 500 participants  

attended the conferences 
and visited the joint  

exhibition. Next year 

congress will take place 
in Baden-Baden in 

th th).

Claas, explained in his pa-
per requirements and appli-
cations of functional safety 
in agriculture engineering. 
For implements controlling 
the tractor a safe commu-
nication via the Isobus is 
required, which meets the 
Performance Level c. It is 
achieved by transmitting a 
running number in the pe-
riodically transmitted CAN 
frame. In construction ma-
chines, the CANopen Safe-
ty protocol is a possible 
candidate for safe commu-
nication. The Institute for 
Occupational Safety and 
Health (IFA) has approved 
this protocol for application 
up to the Safety Integrity 
Level 3 comparable with the 
Performance Level d or e.

Agriculture as well 
as construction machines 
make use of CAN-based 
networks. While in die-
sel engines commonly the 
J1939 protocol is preferred, 
the construction machines 
often implement CANopen 
as higher-layer protocol. 
The agriculture machine in-
dustry has developed an 
open network approach, 
trademarked as Isobus and 
internationally standardized 
in the ISO 11783 series. 

Jan Horstmann (Krone) pre-
sented Isobus implements 
(e.g. harvesting machines), 
which control the speed of 
the truck via the CAN net-
work compliant with ISO 
11783. Of course, wireless 
truck-to-truck communica-
tion was also an important 
topic: Fendt (Agro) report-
ed about a driverless truck, 
which follows a manned 
truck automatically.

Martin Rajek (Lieb-
herr) explained his under-
standing on long-term and 
sustainable concepts for 
mobile machinery. It was a 
more philosophical paper 
with a lot of interesting views 
(e.g. that a software update 
or review may increase the 
value of machine during its 
lifetime). One of the chal-
lenges he addressed is the 
management (testing and 
validation) of control system 
variants. This is the same in 
agriculture and construction 
machinery: The volume is 
low and the number of spe-
cific solutions is high. Also 
other speakers (e.g. from 
Bosch Rexroth, Krone, and 
TTTech) spoke about the 
need of scalable control de-
vices, and presented their 
solutions.

-
cally to the load on the baler and to prevent overload on the machine
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ler families for mobile ma-
chines with CAN connec-
tivity. Hydac presented its 
CAN connectable hydrau-
lic and sensor devices. At-
mel, Bosch, and Infineon 
informed about their CAN 
semiconductors portfolios. 
Dspace, Etas, and Vector 
showed their well-known 
development and testing  
tools.     Holger Zeltwanger 

doing. Vector presented its 
software tool chain for both 
industries supporting the 
specific higher-layer proto-
cols (CANopen, Isobus, and 
J1939).

The three conferenc-
es were accompanied by 
an exhibition, participat-
ed by more than 30 com-
panies. Jetter and TTTech 
exhibited their control-

Continuation desired
Just a couple of 

decided to organize 
the 1st conference on 
electronics in mobile 

Claas, a manufacturer 
of agriculture trucks 
and harvesters, and 
Putzmeister, producer of 
truck-mounted concrete 
pumps, as well as some 
suppliers (e.g. Hydac), 
the event was rather 
successful. 
Many participants 
appreciated the  
know-how exchange 
and the direct talks to 
engineers from other 
application fields. Dr. 
Wolfgang Runge, one 

mentors, thanked 
the sponsors and the 
speakers to make this 

was just a few month 
from the idea to the 
event.” No doubt, a 
follow-up conference 
on electronics in mobile 
machinery is desired.

Besides Putzmeis-
ter, Liebherr and Wirtgen 
reported about their strat-
egies to develop elec-
tronic control systems for 
construction machines. In-
teresting is that both mo-
bile machinery industries 
develop increasingly the 
electronic control systems 
by means of the V-model as 
the automotive industry is 

Exida (www.exida.com) has certified 

controller (MCU) to be compliant with 
the ISO 26262 functional safety stan-
dard. The 32-bit MCU with CAN on chip 
is designed for use in automotive ap-
plications that require automotive safe-
ty integrity levels (ASIL) up to D. Typi-
cal applications include electric pow-
er steering, active suspension, anti-
lock braking systems and radar-based 
advanced driver assistance systems 
(ADAS).

SafeAssure program (www.freescale.
com/SafeAssure). It includes also sen-
sors and analog ICs as well as support 
for functional safety application design. 
The program is intended to help system 
developers achieving more easily com-
pliance with functional safety standards 
such as ISO 26262 and IEC 61508.

A similar program has been intro-
duced by Texas Instru-
ments (www.ti.com). 
The SafeTI system de-
sign packages for func-
tional safety support 
the standards such as 
ISO 26262, IEC 60730 
(home appliances), and 

-
les family of MCUs is 
designed for safety ap-
plications, but has not 
been yet certified by an 
independent authority. 
Some of these compo-
nents feature on-chip 
CAN modules. There 
are chipsets specifically 
suitable for motion con-
trol applications requir-
ing compliancy to IEC 
61508.

According to the 
ISO standard, function-
al safety is the absence 
of unreasonable risk 

due to hazards caused 
by the malfunction of 
electrical/electronic 
systems. ISO 26262 
targets complete 
automotive sys-
tems and consists 
of 10 parts, including 
clauses for hardware, 
software, their integra-
tion and the develop-
ment and production pro-
cesses. 

Rainer Faller (Exida) said: 

issued based on a successful assess-
ment of the product design and applied 
development and production processes 
against all requirements and work prod-
uct definitions of ISO 26262 identified 
as applicable to this micro-controller 
part. Freescale has done an excellent 
job with this product.”
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The tractor is a multi-tal-
ented field machine due 

to its ability to interact with 
different implements. Mod-
ern automated agriculture 
solutions require support of 
such functions as variable 
spread quantities for seeds 
and documentation of the 
work performed on the field. 
It must be possible to con-
nect any of a wide variety 
of implements to the tractor 

-

Isobus (a CAN-based proto-
col for agricultural machines 
defined in ISO 11783) was 
created so that tractors, im-
plements and operator ter-
minals could exchange data 
between each other. To en-
sure interoperability of de-
vices from different manu-
facturers, extensive tests 
are required for tractor and 
implement producers.

Precision farming and the 
integration of intelligent 

Isobus testing with implement 
and remaining bus simulations

technologies in machines 
and agricultural electron-
ics represent a focal point 

goal of precision farming is 
to attain the highest yield 
and economy by optimal 
use of available resourc-
es such as machines, seed 
stock, fertilizers, fuel, time, 
etc. The farmer takes the 
parameters of the planned 
field operations on the farm 
computer and uploads them 

in the tractor by a memory 
card or USB stick, or in the 
future via WLAN. Telemat-
ics and satellite navigation 
also make important contri-
butions in combination with 
steering and track guidance 
systems as well as sec-
tion control. The result is 
a seamless application of 
seed stock and fertilizers. 
At the same time, the tech-
nology provides for minimal 
overlaps on wedge-shaped 
fields and saves raw ma-
terials at field borders. Im-
plements with section con-

trol are subdivided into mul-
tiple sections, which can be 
activated or deactivated in-
dependently of one anoth-
er. Since all activities are 
logged, movements of the 
tractor during which the im-
plement either protrudes 
beyond field boundaries or 
overlaps already covered 
areas result in automatic 
deactivation of the relevant 
sections.

The Isobus operator ter-
minal is a user control and 
display system as well as a 
minicomputer on which mul-
tiple applications run simul-
taneously. Such an appli-
cation is the Task Control-
ler, which is specified in ISO 
11783-10. It serves as a doc-
umentation and control sys-
tem with an interface to the 
Farm Management System 
via the TaskData.xml file. In 
the John Deere GreenStar 
2630 display, the Task Con-
troller represents an inter-
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Agricultural specialist
John Deere is a 

company producing 
agricultural machines, 

construction machines, 
forestry machines and 

public utility equipment 
as well as machines for 
lawn, property and golf 

course maintenance. 
The company provides 
German subsidiaries in 

Zweibrücken, Mannheim 

Technology and 

(Germany) was opened 
as well.

Introduction
The inter-system and 

devices lets farmers 
interconnect tractors 
and implements from 

different manufacturers 
in any desired 

combinations. As easy 
as this may seem from 

the level of effort 
required in the device 

development side is 
high, especially in the 

testing phase. A look at 
John Deere shows that 

conventional industry 
methods for testing 

electronic components 
are now often running 

into their limits. An 
incomparably faster and 

more efficient means 
for attaining the desired 

goal is automatic test 
sequences with a 

simulated implement 
environment.

face between the documen-
tation system and an Isobus 
implement. The first time it 
is connected, the Task Con-
troller loads a “Device De-
scription File” from the im-

file contains information nec-
essary for the Task Control-

working width, type of mount 
to the tractor and number of 
switchable sections with as-

sociated element numbers, 
if it is an implement with sec-
tion control. The implement 
may be operated via the 

The Task Controller has to 
master the entire bandwidth 
of possible implement de-
vice configurations to work 
properly with Isobus imple-
ments available on the mar-
ket. Every work machine op-
erates differently than anoth-

er and uses a different com-
bination of Task Control-
ler functions. For test pur-
poses, producers exchange 
special hardware boxes, in 
which the electronic func-
tionality of their implement is 
represented. To the chagrin 
of test engineers, aside from 
the ECU hardware and soft-
ware contained in the box-
es, they very seldom include 
all of the components need-
ed to conduct a comprehen-
sive functional test of the de-
vice logic.

The ETIC employees were 
former also using test box-
es and real devices of var-
ious implement produc-
ers to test the functional-
ity and compatibility of their 
Task Controller. The test 
boxes are not standardized 
with regard to their layout 
or handling. Each compa-
ny follows a different oper-
ating philosophy, and some 
boxes are pure simulations, 
while others largely match 
the real electronics. Before 
test personnel can perform 
their work, they must first 
study many different user 
manuals to gain familiarity 
with the virtual control ele-
ments and functions.

This approach moti-
vated the engineers to seek 
a more efficient test meth-
od. They found the solu-
tion in CANoe.ISO11783. It 
is a development, test and 
simulation tool from Vector 
with Isobus conformity from 
the product development to 
the test phase and mainte-
nance. The Isobus commu-
nication structures may be 
analyzed, visualized and 
prepared. The “Virtual Ter-
minal” function may be used 
to simulate different display 
types, resolutions or black/
white settings. The “Interac-
tive Task Controller” func-
tion lets users load a device 
description from any real 
Isobus machine, or may be 
used to verify simulators be-
fore they are used for testing.

Test engineers made 

Kverneland fertilizer spreader operating interface (John 
Deere)

by the Task Controller via a simulation (John Deere)

(John Deere)
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capabilities in order to be in-
dependent from implement 
producers. The tool may 
simulate individual ECUs 
as well as entire networks 
(remaining bus simulation). 
For defining automated and 

integrated “Test Feature 
Set” is a useful feature. The 
system may act as either 
the Test Master or be insert-
ed into existing test environ-
ments. Interfaces such as 
COM or .NET are available 
for control and communica-
tion with other tools.

For section control 
simulations it was possible 
to vary the type and sizes 
of working machines e.g. 
to check whether the Task 
Controller could handle 16 
instead of 8 sections. Im-
plements may also be de-
fined whose sections are 
not strictly adjacent. Since 
the tool completely repre-
sents the Isobus standard, 
a higher level of test cov-
erage in a shorter amount 
of time was attained. This 
was helpful in application 
situations with unsupport-
ed or just partially support-
ed functionality by the hard-
ware boxes. Such situations 
include tests of driving 
speed control, checking for 
correct handshakes or sim-
ulation of errors, e.g. when 
an implement does not sig-
nal its readiness for section 
control.

The tool is also used 
for the in-house develop-
ment of ECUs. For testing, 
the real tractor hardware 
may be used or simulated. 
Users may toggle between 
different variants if multiple 
versions of a Task Control-
ler need to be tested. The 
simulation configurations 
may be exchanged between 

the intranet or by e-mail.

 

enables displaying and in-
terpretation of Isobus and 
J1939 messages in a Trace 
Window. It covers the Iso-
bus functionality at the lat-

est revision level. Using the 
tool, John Deere has the 
ability to test extended Task 
Controller functions and 
also to simulate the coun-
terpart device. Interesting 
in this context is the Isobus 
multiple-product implement 
simulator. A multiple-prod-
uct implement might be a 
corn sowing machine with 
under-root fertilization. It 
enables simultaneous sow-
ing and spreading of solid 
fertilizer. One of the bene-
fits, besides time-savings, 
is reduced soil erosion, be-
cause the tractor only drives 
across the field once in-
stead of multiple times. At 
the time of testing in early 
2011, there was still no im-
plement producer that of-
fered such Isobus machines 
on the market. Therefore, it 
was only possible to have 
the Task Controller support 
for such machines in a sim-
ulation. From the perspec-
tive of John Deere employ-
ees, it would be desirable 
if manufacturers would ex-
change their CANoe simu-
lations instead of the black 
boxes. The fear that this 
would somehow reveal in-
ternal know-how is un-
founded, since it is possible 
to share the compiled sim-
ulations without the source, 
thereby preserving internal 
know-how.                         

The innovative 
Safety Controller

www.intercontrol.de
info@intercontrol.de
Tel. +49 911 9522-851



The production batches 
for mobile machinery 

industry are typically quite 
small. Sometimes only a 
couple of machines of a 
certain model are produced 
before next modifications. 
Obviously, the flexibility of 
the machine control system 
is crucial for such a case. 
Changes are also typical  
for serial production models 
to carry out continuous im-
provements and implement 
variants for emerging cus-
tomer needs. Investments 
towards the development 
of a machine control sys-

even in a case of big chang-
es such as introducing a 
new automatic gearbox sys-
tem to the machine. Flexible 
I/O interface of control units 
and higher-level CAN proto-
cols, especially CANopen 
and J1939, are the key tech-
nologies to open a selection 
of building blocks that ma-
chine manufacturers can 
exploit. Epec 5000 product 
family is designed for ma-
chine control applications 
in different industrial seg-
ments, such as construc-
tion machines, mining ma-
chines, agricultural applica-
tions and heavy commercial 
vehicles. The robust me-
chanical construction of the 
platform can tolerate harsh 
operating environments that 
expose electronics to high 
mechanical shocks and vi-
bration, temperature vari-
ation, dust, water and ag-
gressive chemicals.  

The size of application 
software and the number 
of parameters per control 
unit has been continuous-
ly growing in the course of 
system development. This 

Controller for 
mobile machinery

Author

Research Manager

Tiedekatu

techsupport@epec.fi

Link
www.epec.fi

Introduction
 

software technologies are  
enablers for innovations in  

the heavy machinery  
industry.

Time to market and keeping  
to schedule are important  

for successful machine  
automation projects. All 
stakeholders have their  

 
and product management  

are concerned about  
competitive product  

offering. Project managers  
and system engineers  

have pressure to keep to  
schedule guaranteeing  
high quality results. For  
production, the supplier  
should keep component  

delivery schedules year after 
year and make continuous  

quality improvements.  
After-sales want to have  
long-term availability of  

components to guarantee  
spare parts for the entire 

machine life cycle. For the 
supplier, it is not about  

having micro-controllers 

available, the whole 
software ecosystem must be 

supported. To summarize, 
machine manufacturers 

expect a high level of 
commitment from their key 

partners. 

has resulted in a need for 
increased performance to 
keep the application cycle 
time within specified limits. 
Epec 5050 control unit tar-
gets these applications by 
introducing a 32-bit micro-
controller running at 128 
MHz clock frequency. Ad-
vanced control algorithms 
benefit from a floating-point 
unit that further speeds up 
the program execution. 
Moreover, a dedicated hard-
ware unit provides flexible 
signal conditioning of pulse 
encoders with a minimal 
burden to the main CPU, 
thus releasing processing 
time for the application soft-
ware. The real operating 
environment may introduce 
unexpected degradation of 
performance if these issues 
are not addressed during 
development of embedded 
firmware architecture. For 
example, high busload on 
several CAN networks may 
lead to a dramatic growth 
of the application cycle time 
for certain approaches. 

Another consequence 
related to large applica-
tions is the need for in-
creased memory space. 
The standard application 
size of Epec 5050 is up to  
1 MiB and can be further ex-
panded. Non-volatile RAM 
(NVRAM) is a suitable solu-
tion for saving of information 

that needs to be retained 
over long power outages. 
Epec 5050 is equipped with 
a 512-KiB NVRAM for stor-
ing machine parameters or 
log files.

It is not enough to 
have sufficient hardware to 
make the physical imple-
mentation of the system. 
The tools must provide effi- 
cient means for system  
level design, control algo-
rithm development, optimi-
zation and verification. The 
manufacturer introduced 
the Multitool system design 
and configuration tool. Due 
to an increased level of sys-
tem distribution, the num-
ber of CAN-connected de-
vices in machines is higher 
than ever. For different ma-
chine layouts and control 
system architectures, it may 
be feasible to use several 
CAN-segments that have 
dedicated protocols and 
bit-rates. For system inte-
gration, seamless compat-
ibility for CANopen-proto-
cols is a must and therefore 
in the center of the design. 
The Multitool provides in-
terfaces to select preferred 
programmable control units 
to the system and to create 
CANopen object dictionar-
ies (ODs) for these devic-
es. Furthermore, third par-
ty CANopen devices, such 
as sensors, may be add-
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ed to the control system by 
importing EDS (electronic 
data sheet) or DCF (device 
configuration file) files from 
the device manufacturer to 
the Multitool project.

The Epec 5000 family 
was designed to meet differ-
ent control system architec-
tures and increased system 
distribution. Epec 5050 pro-
vides four CAN interfaces. 
Each of these connections 
can use either CANopen or 
J1939 protocol. The control 
unit is suitable for central-
ized and distributed system 
architectures. Application 
programming is done accor- 
ding to the IEC 61131-3 stan-
dard by using Codesys. The 
system and PLC (program-
mable logic controller) con-
figurations can be export-
ed from Multitool and used 
as a project-specific code 
template in Codesys. This 
saves lot of work and reduc-
es human errors compared 
to having to repeat many 
settings manually. A man-
ual is provided to support 
product-specific questions 
for programming the device. 
The control unit is equipped 
with an Ethernet interface 
to speed up program down-
loading. Because Ethernet 
can be used as a Codesys 
interface, online debugging 
of applications does not in-
troduce any additional com-
munication to the CAN net-
work. On the other hand, the 
programming and Codesys 
interface are also provided 
via CAN network.

To enable system de-
velopers to select the best 
tools for access to the com-
munication system, Mul-
titool generates CAN da-
tabases to export data 
structures to third party an-
alyzing tools. Thus the sys-
tem settings can be re-used 
in order to analyze, optimize 
and verify the control sys-

The 5050 control unit 
is equipped with 65 soft-
ware-configurable I/O pins 
that have multi-purpose 
functionality while the to-
tal number on pins is 105. 
The compact size of the en-
closure with respect to the 
functionality has been a de-
sign requirement to address 
limited assembly space in 
machines. 28 PWM outputs, 
switchable 5-V and 10-V 
supply voltages for sensors 
and configurable inputs are 
available. The control units 
operate with sensors and 
actuators from different 
manufacturers, thus provid-
ing more choices for system 
integration.

The company has also 
introduced a set of function 
libraries in order to simplify 
the creation of projects. By 
re-using these components 
and the advantages provid-
ed by the complete develop-
ment environment, machine 
manufacturers and system 
integrators can benefit from 
a faster time to market for 
their innovations.               

Figure 2: Multitool design and configuration tool
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Just as with commercial 
vehicles, agricultural ma-

chinery is benefiting from 
the capabilities of mod-
ern automation technology. 
Among the tasks, sensors 
play a central role in mea-
suring inclination angles, 
detecting terrain type and 
controlling vehicles. Fol-
lowing the current trend to-
wards non-contact, wear-
free operating principles, 
Pepperl+Fuchs (Germa-
ny) develops capacitive, in-
ductive, ultrasonic and oth-
er sensors designed for the 
requirements of agricultural 
engineering. Terms such as 
“smart farming” and “preci-
sion farming” sum it up. 
Tractors and attachments 
are becoming equipped 
with on-board computers 
and electronic control de-
vices that enable the ma-

CANopen and J1939 sensors 
for agricultural technology

Thomas Hensler
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chines to optimize process-
es in the agricultural field. 
However, this is only pos-
sible if the sensors consis-
tently deliver sufficient and 
current information about 
machine status and field 
conditions.

Mechanical and elec-
trical properties of agricul-
tural sensors differ from 
their counterparts in factory 
automation. Machines are 
exposed to dirt, moisture, 
fuel, hydraulic oil, road salt, 
fertilizers and pesticides on 
a daily basis. Only stainless 
steel designs are capable of 
meeting the requirements 
for chemical resistance. 
Mechanical robustness and 
resilience are also required 
in order to withstand vibra-
tion and severe shock.

In addition to the ana-
log current and voltage in-

terfaces, standard interfac-
es using such protocols as 
CANopen and J1939 are 
also required. Vehicles can-
not travel on public roads in 
Europe without e1 approval. 
From an electromechani-
cal perspective, connection 
types must be adaptable to 
the relevant standards and 

-
tions. ISO 14982 contains 
information on the basic re-
quirements specified for ag-
ricultural and forestry ma-
chinery.

of sensors for agricultural 
technology incorporates the 
key technology types re-
quired to solve the detection 
tasks in agricultural applica-
tions. The sensors have a 
smooth and robust hous-
ing suitable for use under 
harsh conditions in outdoor 

Figure 1: Field sprayer
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The UMC3000 metal 
face sensor is just one ex-
ample from the large selec-
tion of ultrasonic sensors. 
The sensor has a stainless 
steel housing and operates 
without a separate receiver 
module. It has a diameter 
of 30 mm and has a metal 
transducer on the front. 

 

Operator panels on agri-
cultural machinery are of-
ten fitted with joysticks for 
controlling forks or attach-
ments. A capacitive sen-
sor integrated in the joystick 
tells the on-board electron-
ics if the operator is actual-
ly moving the joystick. If the 

environments. Furthermore, 
they satisfy the necessary 
criteria for electromagnetic 
compatibility (EMC) and of-
fer a degree of noise immu-
nity (100 V/m) that exceeds 
the minimum required val-
ues. 

 

In view of the increased 
size and complexity of ag-
ricultural machinery and 
the trend towards automat-
ic drive systems, monitor-
ing the inclination angle of 
machinery has become im-
portant. F99 series inclina-
tion sensors are suited to 
continually monitor and lev-
el vehicles, attachments, 

-
sors detect the inclination 
angle between 0° and 360° 
at resolutions of lower than 
0,1° and are available in a 
one- or two-channel design. 
On request, the measuring 
ranges and outputs can be 
configured prior to delivery. 
In addition to models with 
4-mA to 20-mA current in-
terface, 0-V to 5-V voltage 
interface and CANopen net-
work connection, the in-
clination sensor is avail-
able with a J1939 interface. 
The sensor fulfills IP68 and 
IP69K degree of protection 
and can be mounted direct-
ly to the vehicle using the 

-
ing design. Acceleration 
sensors from the same se-
ries are similar to the incli-
nation sensor and detect 
short-term dynamic influ-
ences and forces on the ve-
hicles and attachments.

Ultrasonic sensors gen-
erate sound waves and 
have an averaging func-
tion. These are used for 
measuring distances on 
uneven surfaces, such as 
farmland, and the fill level 
of fluids and trailers, ware-
houses or silos containing 
seeds or harvested goods. 
On guidance systems that 
use furrows or grooves as 

a reference point, the gen-
erated signal is more accu-
rate than signals generated 
by other technologies such 
as GPS. Ultrasonic sys-
tems are insensitive to soil-
ing and therefore have the 
edge over camera systems, 
whose lenses present prob-
lems in dirty environments.

On field sprayers with 
large, extended spraying 
arms, ultrasonic sensors 
help keep the nozzles at a 
constant distance from the 
ground without using me-
chanical devices and en-
sure that fertilizer is spread 
evenly over fields. A ground 
distance monitoring system 
protects the spraying arms 
connected to the vehicle 
from damage.

operator is not touching the 
joystick, the engine speed 
and hydraulic pressure are 
reduced to save fuel, and 
safety functions, such as 
brakes and interlocks, are 
activated when necessary.

Inductive sensors are 
used in numerous agricul-
tural applications. Cylindri-
cal sensors with an M12 or 
M18 threaded metal hous-
ing are substitute for me-
chanical switches. They 
detect the presence of me-
tallic machine components 
and the status of flaps, con-
veyors, harvesters and oth-
er components. The PMI, 
F90, F110 and F130 non-
contact positioning systems 
also function according to 
the inductive principle and 
are used to detect rotation 
angles on steering systems 
and measure linear move-
ments and paths on hydrau-
lic systems. 

The manufacturer of-
fers a number of further 
sensor systems for agricul-
tural technology to achieve 
“precision farming”, e.g. 
RFID (radio frequency iden-
tification) solutions for iden-
tification tasks, heavy-du-
ty rotary encoders, safety 
rotary encoders and vision 
sensors in a solid metal 
housing. To make it easier 
for machine manufacturers 
to integrate agricultural sen-
sors in their products, the 
company offers a selection 
of connector solutions that 
can be adapted to customer 
requirements. These solu-
tions support the standards 
of manufacturers such as 
Deutsch Industrial, TE Con-
nectivity, Delphi, JST, Lear, 
ITT and Molex. Sending 
connectors and cables for 
separate assembly is no 
longer necessary. This al-
lows immediate commis-
sioning of the devices.      

Figure 2: Ultrasonic sensors monitor the spraying arms 
to maintain a constant distance between the nozzles and 
the ground and ensure that fertilizer is spread evenly over 
fields

sprayer boom on a field sprayer
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Bus systems in current 
vehicles do not support 

partial deactivation of ECUs 
combined with a selec-
tive wake while communi-
cation is running. All nodes 
are woken simultaneously 
when communication has 
been activated by a single 
node. ISO 11898-5 speci-
fies the wake-capable high-
speed physical layer for the 
CAN network. The specif-
ic low-cost option of CAN 
defined by General Motors 
(GMLAN, Single Wire CAN 
physical layer [3]) supports 
selective sleep (one or sev-
eral sleeping nodes dur-
ing active bus communica-
tion), but only allows glob-
al wake based on specific 
bus voltage level. LIN (Lo-
cal Interconnect Network), 

Energy saving in automotive 
electronics architectures
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Abstract
Most of the electronic  
functionality is not in 

constant use while the 
passenger vehicle is 

operational. Therefore 
it is obvious that either 

control units) or some 
functionality within one 

temporarily. Partial 
networking introduces 

partially deactivated 
nodes into given 

electronics networks. 
This functionality requires 

transceiver devices 
decoupling a node 

from an active bus with 
selective wake capability. 

Communication and 
error management 

of the entire network 
needs to be adapted to 

degradation (enables an 
Autosar stack to save 
power) and pretended 

networking (assists 
network operations to 

continue to run) are 
smoother methods of 
managing temporarily 

deactivated nodes.

defined by a consortium 
starting in 2000, has been  
early designed with a glob-
al wake capability. Flexray  
also supports global wake,  
which is used to initialize  
a Flexray cluster. Sepa- 
rate wake of nodes (selec-
tive wake) is not supported 
in these bus systems.

Use of Ethernet should 
heavily grow in vehicle 
electronics within the next 
years. Ethernet already im-
plements functionality to 
selectively wake nodes, but 
the implementation of this 
Wake-on-LAN feature con-
sumes more energy than it 
is applicable in automotive 
environment.

Carmakers today de-
mand the capability to se-
lectively wake sleeping 

nodes on a bus during ac-
tive communication. A glob-
al wake feature is not suf-
ficient. The majority of 
network nodes today are 
CAN nodes; therefore the 
biggest savings can be ex-
pected for CAN networks. 

German car manufacturers 
have discussed partial net-
working since 2008. The ba-
sic idea is to independent-
ly switch single or multiple 
nodes within a network into 
current saving mode called 
standby or sleep mode (se-
lective sleep) and be able 
to wake those nodes up 
on pre-defined wake CAN 
messages (selective wake).
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Motivation
Up to now, there has 

been no visible benefit 
for the customer in 

using car energy 

combustion engine 
is running, electrical 

energy has always been 
considered as a given 

rather have concentrated 
on the lowest possible 

current consumption 
while the car  

is in rest. From 2020 
onwards there will be a 

challenging threshold  

2 emissions  

2 /km for 
passenger cars sold in 

of vehicles with 
electrical drive trains will 
accelerate the transition 

to energy efficient 
solutions. For this type 

of cars energy efficiency 
directly influences 

mileage; it turns into 
a visible benefit to the 
customer. Therefore, 
current consumption 

during car operation is 
increasingly moving into 
the focus of automotive 

engineers. Current 

current consumption, 
without consideration 

of load currents, could 
make energy savings of 

up to 50 % compared 
to the status quo today. 

German carmakers 
currently dominate 

these discussions [1], 
but it is certain that 

those measures will be 
implemented on a world-

wide basis across the 
vehicle industry within a 

certain timeframe.

Mid of 2010 the Ger-
man car manufacturers 
founded a working group 
called SWITCH (selec-
tive wake-up interoperable 
transceivers for CAN high-
speed networks) in order 
to define CAN transceiv-
ers with selective wake ca-
pability. The working group 
has provided a draft docu-
ment (ISO 11898-6) spec-
ifying such transceivers 
to the ISO community. In  
addition, a supporting con-
formance test (ISO 11645-
2) and a supplemental OEM 
requirement specification, 
similar to documents for  
existing transceiver so-
lutions for CAN, LIN and 
Flexray, have been defined 
(see [6]).

During bus sleep the 
transceiver will wait for a 

which can be part of one 
or more CAN frames. This 
mechanism had been al-
ready introduced in ISO 
11898-5. As soon as bus 
traffic was detected, the 
device in selective wake 
mode autonomously scans 
CAN frames on the bus for 

in order to switch the ECU 
back into the normal mode 
of operation. The micro-
controller on the ECU could 
either be switched-off dur-
ing selective wake mode 
(the assumed mode for 
most applications), or re-
main partially active.

When implementing 
one or more nodes, which 
could be deactivated while 
normal bus communication 

is running, the possible ef-
fects on application soft-
ware must be considered. 
If one ECU requires data 
from another ECU, which is 
in partial networking mode, 
it is essential to send a 
wake message (WUF) to 
that ECU before sending 
the information request. 
Therefore advanced net-
work management needs to 
be implemented in order to 
manage sleeping ECUs to 
prevent malfunction within 
the network.

The Autosar commu-
nity has been working on 
a concept dealing with this 
constraint. Called partial 
networking it will be the ba-
sis of ECU software for CAN 
nodes with selective wake 
capability. It is therefore lim-
ited to vehicles with Autosar 
software architecture.

Partial networking 
means partial deactivation 
of sub-nets within a given 
network. There is no in-
tention to individually de-
activate a single node, but 
clusters of ECUs simulta-
neously, in order to reduce 
the additional number of 
possible different vehicle 
states. The car manufactur-
ers define these ECU clus-
ters based on a common 
behavior in various driving 
situations; the partial net-
working wake scheme en-
ables an individual wake of 
any cluster or even a com-
bination of two or more 
clusters. This is seen as 
the only reasonable way to 
limit the verification effort 
of electronic networks dur-

ing vehicle development 
(see [2], [4]).

 
 

The selective sleep/wake of 
ECU nodes does not cov-
er the control of power con-
sumption based on the dy-
namic requirements of func-
tionality and performance. 
Operational ECU features 
are usually targeted to the 
maximum required perfor-
mance. For an engine con-
trol unit for example, it cov-
ers functionality at the high-
est possible crankshaft 
speed. The required per-
formance is reserved per-
manently but is only rare-
ly needed. Sometimes pe-
ripheral functions on ECUs 
are deactivated while tem-
porarily not in use, but the 
micro-controller is consum-
ing energy while running in 
wait loops.

Observing solutions  
outside the automotive in-
dustry, the consumer elec-
tronics field (e.g. in smart-
phones, notebooks) already 
uses very intelligent sys-
tems involving micro-
controller/-processor per-
formance adaptation [7], 
which show that efficient, 
dynamic adaptation of cur-
rent consumption to the 
needs of the application 
can be achieved. In vehi-
cle electronics, there are 
important differences that 
need to be considered. Any 
efficiency feature must nei-
ther decrease the level of 

Figure 1: Basic principle of partial networking
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The first implementation of 
a selective wake CAN trans-
ceiver from Infineon is the 
TLE9267 system basis chip. 
Figure 3 shows the block di-
agram of this IC developed 
for door control units. Sys-
tem basis chips (SBC) have 
been used for many years 
particularly in control units 
of the body electronics. In 
addition to the typical sup-
ply and communication 
functions (voltage regulator, 
watchdog, SPI, CAN and 
LIN transceiver), they often 
incorporate other, applica-
tion-specific functions, such 
as high- and low-side driv-
ers. To assure the required 
downward compatibility, In-
fineon offers an otherwise 
function and pin-compat-
ible SBC with a CAN cell 
according to ISO 11898-5 
(TLE9266). Both ICs pro-
vide the basis for further 
products of a new SBC gen-
eration and are currently 
(October 2012) in develop-
ment. The derivatives with-
in this family will be pin and 
software-compatible [9].

reliability, nor influence any 
ECU functionality, nor im-
pact the response time to 
the customer. Vehicle safe-
ty requirements are also 
increasing. Energy saving 
techniques must not influ-
ence the interaction of the 
complex hardware/software 
system structure, and any 
impact to field failure rates 
must be prevented. As a re-
sult it is highly recommend-
ed to limit the number of 
device states with an easy-
to-use structure of transi-
tions between low power 
and normal modes.

The Autosar ECU deg-
radation of functionality is 
applied only to the micro-
controller. Certain function-
ality can be switched-off; 
low power states are pos-
sible in a single core as 
well as in multi-core devic-
es for each CPU separate-
ly, including the main CPU. 
It must be certain that the 
operating system is run-
ning without any impact at 
all times.

Micro-controllers al-
ready offer various current 
saving modes, which are 

ECU designs. Since it is 
possible to switch-off parts 
of the peripheral units of 
the micro-controller while 
keeping the CAN controller 
alive, results are already 
substantial (see [7], [8]). 
Since early 2010, the Au-
tosar community is work-
ing on the pretended net-
working concept using the 
measures defined in ECU 
degradation, but also en-
abling the network to re-

main running at the same 
time. These methods can 
also only be used in Auto-
sar software architectures. 
Pretended networking can 
be used in networks where 
an ECU can switch into a 
self-determined low-pow-
er mode returning to nor-
mal operation dependent 
on received CAN frames 
or signals. This feature en-
ables transparent behav-
ior in a given network. An 
ECU can take action at 
any time and with a very 
low response time on in-
coming events and vehi-
cle states. It does not re-
quire one special wake-up 

frame. Additionally, cyclic 
transmission of predefined 
CAN messages is possible 
without using the micro-
controller CPU. It is possi-
ble to integrate pretended 
networking in existing net-
works, for example in given 
car platforms, without af-
fecting other nodes in the 
network. In summary, the 
basic advantage of pre-
tended networking is that 
it supports the transparent 
migration of current saving 
ECUs into a given car plat-
form [5]. However the ab-
solute value of current sav-
ing is smaller compared to 
partial networking.

Particularly when using an SBC, distinc-
tions are made between different pow-
er-saving states, which can be select-
ed depending on the function of the con-
trol unit as well as however depending 
on the operating state of the vehicle. In 
each of the low power modes, the CAN 
bus allows the user, depending on the 
configuration, to use a selective wake 

bus, to use the wake-up function accord-
ing to ISO 11898-5. To improve its distur-
bance immunity and to minimize incor-
rect waking on the bus due to spikes, a 
series of dominant levels have been de-
fined for this in ISO 11898-6, otherwise 

In SBC sleep mode, the voltage regu-
lator is deactivated, the micro-control-
ler is no longer supplied, and waking 
can only be triggered via CAN or other 
waking sources in the SBC, e.g. monitor  

inputs. If a wake-up is detected, the 
SBC activates the voltage controller, 
the micro-controller starts, re-initializes 
itself and proceeds to process the in-
coming CAN messages. In sleep mode, 
it is possible to achieve the lowest pow-
er consumption at the expense of a 
long wake-up time and highly restrict-
ed functionality.

In SBC stop mode, also referred to as 
standby mode by some manufacturers, 
the voltage supply of the micro-control-
ler remains active, although the voltage 
regulator integrated in the SBC may only 
show a minimal current consumption of 
<30 μA. While the SBC is in stop mode, 
a corresponding low power mode can 
and must be set in the micro-controller 
so as to permit low current consumption. 
This makes it possible to connect further 
wake-up sources to the micro-controller, 
to use polling in the micro-controller and 
to realize a fast wake-up time.

Figure 2: Basic principle of pretended networking
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and the oscillator deviation 
of the transmitter. An active 
CAN node has a maximum 
oscillator tolerance of 0,5 
%. A passive CAN node in 
selective wake mode per-
mits a greater tolerance 
of the order of 1 %, since 
only receiving take places 
during bus arbitration and 
nothing has to be sent. The 
first 65 % of the bit-time is 
reserved for network prop-
agation delays including 
arbitration. The timing is 
schematically represented 
in Figure 6.

For active nodes, a 
quartz oscillator is typical-
ly used at the micro-con-
troller. In selective wake 
mode, however, so as to 
keep the current consump-
tion and costs low, an inte-
grated RC oscillator is used 
in the transceiver and/or 
SBC. The particular chal-
lenge here involves balanc-
ing production fluctuations 
as well as temperature and 
long-term drifting. In ad-
dition, methods are avail-
able for calibrating the inter-
nal clock with the aid of the 
CAN data stream.

pared with the mask. This 
requires a precise oscillator 
clock and the receiver sec-
tion of a CAN protocol han-
dler in addition to a logic 
that compares the received 
CAN message with a mask. 
Figure 5 shows a simplified 
block diagram of the im-
plementation of a selective 
wake CAN cell. This block 
can be used in a standalone 
CAN transceiver, a system 
basis chip, and of course 
also in a larger system-on-
chip.

Sampling is performed with 
a bit-time logic according 
to ISO 11898-1 that defines 
at which point the respec-
tive CAN bit is sampled and 
with which maximum jump 
displacement a phase er-
ror can be corrected. For a 
CAN bit-rate of 500 kbit/s, a 
sampling point of 80 % and 
a maximum jump displace-
ment of 400 ns are recom-
mended. The requirements 
on the oscillator result from 
the signal propagation de-
lay in the CAN network in-
cluding all parasitic effects 

For partial networking, in-
dividual nodes are deacti-
vated or switched into a low 
power mode. This change-
over is realized by means of 
a normal CAN message via 
a central control unit (pow-
er master or gateway) or 
also locally. Here, the for-
mation of clusters is favored 
so as to switch multiple 
control units simultaneous-
ly into the low-power mode 
and also to wake these up 
again all together (see also 
[2], [4]).

When low-power mode 
is requested, the informa-
tion must be available in 
the control unit regarding 
by which CAN message the 
node or nodes are to be wo-
ken up again, and which 
mask the nodes are to use 
for evaluating the CAN mes-
sages. Depending on the 
network architecture, this 
information is transferred 
once during the initializa-
tion/configuration of the 
network or each time par-
tial networking mode is ac-
tivated, e.g. via the power 
master.

The micro-controller in 
the corresponding ECU re-
ceives this information. To 
do this, it uses the protocol 
handler found in the micro-
controller, the ISO data link 
layers and, if necessary, 

the corresponding Autosar 
drivers. The transceiver is 
used in normal mode for the 
physical connection to the 
CAN bus. Once the micro-
controller has received and 
processed the information, 
it configures the transceiver 
and/or the SBC by transfer-
ring the wake-up mask by 
SPI and, by reading back, 
ensures that the information 
has been transferred cor-
rectly. 

As such, the require-
ments are satisfied for ac-
tivating partial networking 
in the SBC and/or trans-
ceiver and for switching into 
low power mode. Once the 
micro-controller has deliv-
ered the corresponding SPI 
message, it switches itself 
off or goes into a low pow-
er mode. The changeover 
is critical, since no CAN 
wake-up message is al-
lowed to be lost during the 
changeover. Consequently, 
the start machine is imple-
mented in TLE9267 in such 
a way that the evaluation of 
the CAN messages can be 
carried out in parallel for a 
time by both the SBC and 
the micro-controller.

Every incoming CAN frame 
is sampled by the CAN 
transceiver, is checked for 
framing errors and com-

Figure 5: A simplified block diagram of a selective wake 
CAN transceiver cell

Figure 4: CAN network with partial networking and  
power master
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sible to use one CAN-ID to 
group up to 64 CAN nodes 
correspondingly into clus-
ters and to wake them. 

To reduce the current con-
sumption even further in 
parked vehicles and also 
have the ability to wake 
nodes selectively, a time-
out function has been im-
plemented. If selective 
wake is activated in a node, 
but the bus remains inac-
tive for a long period of time 
(typically 1 s), the SBC and/
or transceiver deactivates 
the selective wake function. 
As a result of activity at the 
CAN bus, this is however re-
activated at the latest after 
five CAN frames and is able 
to evaluate CAN messages. 
In selective wake mode, bi-
asing of the CAN line is also 
activated, that is, the CAN 
lines are kept at 2,5 V mean 

To prevent incorrect wak-
ing due to a disrupted CAN 
communication or that 
nodes can no longer be wo-
ken up, the CAN protocol 
handler incorporates an er-
ror detection facility in ac-
cordance with ISO 11898-
1. This processes the er-
rors Stuff Error, CRC Er-
ror and Form Error. Errors 
that occur downstream from 
the CRC delimiter are not 
processed. Incorrect CAN 
messages are not evalu-
ated as wake-up messag-
es, neither does any signal-
ing of a detected error take 
place in the form of an er-
ror frame. Instead, an er-
ror counter is integrated 
that counts up the CAN er-
rors detected and wakes up 
the local node in the event 
of a counter overflow. Ac-
cordingly, the micro-control-
ler and/or control unit soft-

ware is given the opportuni-
ty to take over of the trou-
bleshooting.

Every incorrectly received 
CAN message is compared 
with the stored wake-up 
mask. If the criteria for the 
comparison are satisfied, 
the micro-controller is wo-
ken up by the SBC and/or 
transceiver. For the compar-
ison, the CAN-ID, the DLC 
(data length) and the num-
ber of data bytes defined 
in the DLC are evaluated. 
For the CAN-ID, a mask (ID 
mask) and a comparative 
value (ID config) are used, 
the DLC must match the 
stored value. The data bytes 
are compared bit by bit, with 

-
tion leading to a wake up. 
This method makes it pos-

Figure 6: Timing of bit scanning

voltage so as to prevent 
disturbances on the active 
CAN bus. In this mode, the 
node behaves as if it were 
an active node with a reces-
sive output signal. In global 
wake mode with an inactive 
bus (detection of the WUP), 
biasing is deactivated, how-
ever. Figure 8 shows all the 
mode transitions with their 
respective conditions.

 

ECU degradation includes 
different measures to en-
sure power saving, but in 
essence it enables Autosar 
to introduce a power saving 
state. The ability to switch-
off modules during the op-
eration of an Autosar stack 
is now defined as a stan-
dard feature. The corre-
sponding function also has 
free parameters for the in-
tegrator, enabling further 
module power saving func-
tions. For example the free 
parameters implementa-
tions are enabled to include 
features such as clocking 
down a module, which is 
currently used, but that is 
not needed in full operation. 
This is the very first step for 
saving power.

ECU degradation also 
defines that single CPUs 
can be set to “Halt” mode 
(also referred to as “Idle”). 
Why single CPUs? Firstly, 
an ECU may not run only 
one application in the fu-
ture. By using mechanisms 
initially intended for safety 
features, modules can be 
protected against unwanted 
access from other CPUs, 
therefore it becomes pos-
sible to partition one micro-
controller among applica-
tions. With low power states 
and reduced operation, one 
CPU might be sufficient to 
run all remaining opera-
tions. Therefore this mecha-
nism is essential for a pow-
er saving state. 

The concept also in-
-
-

bles could be switched-off 
before ECU degrada-
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VN1600 – The new Standard  

for Bus Interfaces 

Flexible and cost-efficient: the new bus interfaces with USB in-

terface for CAN, LIN, K-Line and J1708 are available! 

Take advantage of these features: 

> Fully equipped interfaces with from 2 to 4 channels in compact  

 design for any application

> Flexible bus transceivers for CAN, LIN, J1708 or K-Line

> Optimal performance for CANoe, CANalyzer and CANape or  

 own applications with the integrated 400MHz CPU

> Prepared for CAN buses with higher data rates (CAN FD)  

 by reconfigurable FPGA hardware architecture

> Fast flashing with hardware acceleration

> Ideally suited for automotive temperature range with power  

 supply via USB, also applicable with multichannel applications

The new VN1600 bus interfaces can be used as the optimal net-

work interface in the laboratory, on the test bench, in the service 

shop or directly in the vehicle. The application areas range from 

simple bus analysis to diagnostics, calibration and flash program-

ming tasks as well as complex remaining bus simulations.

      For more information: www.vector.com/vn1600interfaces

Vector Informatik GmbH

Germany�USA�France�UK�Sweden�Japan�China�Korea�India  

www.vector.com

Ready for CAN FD

Get your fre
e copy of the new 

CAN reference chart:

www.vector.com/CANFD



VN1600

  

Bus Interfaces
FA

C
TS

Technical Data

VN1610 VN1611 VN1630 VN1640
Max. channels 2 2 4 4
Variable transceivers 
(Piggies)

- -  2 4

Permanently installed 
transceivers

2 x CAN 
1051cap

1 x LIN 7269cap
1 x CAN 1051cap

2 x CAN 1051cap --

Channel combinations
Fixed 2 x CAN 1 x LIN / K-Line

       1 CAN
2 x CAN --

Variable
(Piggy: *mag/*cap)

0..2 x CAN
0..2 x LIN

0..2 x K-Line
0..2 x J1708

0..4 x CAN
0..4 x LIN

0..2 x K-Line
0..4 x J1708

No. of D-SUB connectors 1 (dual channel) 2 (dual channel) 4 (single channel)
Time stamp accuracy

within one device 1 μs
between multiple devices 30 μs
with Sync cable not possible  1 μs
Baudrates CAN up to 2 Mbit/s. LIN up to 330 kbit/s.  

With ST. min control in hardware for fast flashing (256Ch).
Mean reaction time 300 μs
Error frame / Remote frame Bit-precise detection and generation
Operating system req. Windows XP/Vista (32 bit), Windows 7 (32 and 64 bit)
PC interface USB 2.0 High-speed, fully bus-powered, no external power supply
Driver libraries XL Driver Library
Ambient temperature range Operating: -40..+70 °C, Storage: -40..+85 °C
Dimensions (L/W/H) 65mm x 42mm x 20mm 85mm x 106mm x 32mm 85mm x 106mm x 42mm
Weight approx. 60g approx. 210g approx. 290g
Housing Robust plastic housing Highly robust aluminum housing

Flexible, Cost-efficient Network Interfaces with USB Interface for CAN, LIN, K-Line, J1708 and IO

 

 

 
 

 
Overview of Advantages

> Bus transceiver with proven CAN/LIN/ 
 J1708-Piggies
> Power supplied via USB, in 4-channel  
 applications as well 
> Optimal performance for CANoe,  
 CANalyzer, CANape or customer  
 applications, with Multi-Application  
 support
> Prepared for CAN buses with higher data  
 rates (CAN FD) by reconfigurable FPGA  
 hardware architecture
> Advanced LIN stress e.g. for LIN 2.1  
 conformance tests (VN1630/1640)
> Synchronized channels with minimal  
 latency times
> K-Line support 
> CAPL on Board for CAN (VN1630/40)
> Fast CAN flashing by a hardware- 
 based flash routine implementation 
> Customer applications can be linked  
 with the proven XL Driver Library

The VN1600 interface family succeeds the 
market-proven USB CANcaseXL interface.

While the VN1610/VN1611 with 2 channels 
focuses on minimum size and weight, the 
VN1630/VN1640 with 4 channels is desig-
ned for flexibility and IO support. 

The VN1600 family provides the best 
network interface for Vector tools such as 
CANoe, CANalyzer, CANape, Indigo, vFlash 
as well as customer applications; in the 
laboratory, at the test bench, at the service 
garage or in the vehicle. 

The application areas range from simple 
bus analysis to complex remaining bus 
simulations, diagnostic, calibration and 
flash programming tasks. The product’s 
multi-application support makes it possible 
to access multiple programs in parallel on 
one device and on the same channel.

What is VN1600

Analog/digital IO for VN1630/VN1640

> Analog input: 1 channel, 0..18V,  
 max. 32V, Ri>1MOhm, 10bit ADC, 1kSps
> Digital inputs: 2 channels, Schmitt  
 trigger, max. 32V, Vhighâ2.7V, Vlowá2.0V,  
 Vhyst=0.7V, Ri>200kOhm, max. 1kHz
> Digital output: 1 channel, open collector,  
 max. 32V, max. 500mA, max. 1kHz
> D-SUB9 socket with common IO GND

Functions

> Flexible FPGA-based CAN and LIN implementations allow 100% bus load on all channels  
> Performing LIN 2.1 conformance tests with CANoe (VN1630/1640)
> Fast baudrates are available: CAN (max.  2 Mbit/s), LIN (max. 330 Kbit/s)
> The integrated IO functionality of the VN1630/40 makes it possible to synchronously acquire  
 signals along with CAN/LIN messages and switch loads up to 500mA via a digital output
> For weight and space savings, the VN1610/ VN1611/ VN1630 have integrated CAN High-Speed  
 transceiver(s).  The standard D-SUB9 connector now supports dual channels.

VN1630 with 2 CAN-HS
and for 2 CAN/LIN Piggies VN1610 with

2 CAN-HS
VN1611 with
CAN-HS/LIN

VN1640 for
4 CAN/LIN Piggies

Ready for 

CAN FD*

Vector Informatik GmbH

Germany�USA�France�UK�Sweden�Japan�China�Korea�India  

www.vector.com

*CAN FD support requires CANoe/CANalyzer 8.0SP3 or later. Contact Vector for a device driver.



ware layers. To enable the 
network management to 
run without waking the CPU 
up all the time, network 
management supervision is 
required. A timeout on cer-
tain CAN message objects 
is therefore used. The tim-
er shall expire in case no 
network management mes-
sage has been received for 
a certain time, to ensure the 
micro-controller is in bus 
sleep if no further network 
management is running. To 
avoid this timeout on oth-
er network ECUs, the net-
work management of the 
ECU in pretended network-
ing needs to continue run-
ning. Messages therefore 
need to be triggered also 
within pretended network-
ing mode. An internal or ex-
ternal timer needs to trigger 
those messages to prevent 
any influence on the net-
work. 

In level 2, no CPU is 
available. As a result, all 
referenced operations in-
cluding all wake-up source 
validation needs to be per-
formed in hardware. With 
the main domain of the 
micro-controller shut off, 
the micro-controller wake-
up time is dramatically in-
creased. At wake-up, the 
complete software stack 
needs to be reloaded with 
the requirement of reset-
ting the micro-controller, 
but communication mod-
ules shall be read out first.

tion, the influence on soft-
ware was re-examined and 
also rechecked in terms 
of switching single CPUs 
into “Halt” mode. Even 
though each of these mea-
sures sounds simple, many 
side conditions had to be 
checked to enable opera-
tion of an Autosar stack. 
For non-Autosar systems, 
which are either already de-
signed to incorporate power 
saving states or which are 
less complex, the described 
mechanisms should be eas-
ier to integrate. For systems 
with a similar complex envi-
ronment, not designed for 
power saving, these mea-
sures are also advised for 
power saving, but integra-
tion may be difficult.

One measure was 
skipped during the defini-
tion phase of the ECU deg-
radation definition. Central 
frequency scaling could en-
able ECUs to have two fixed 
points, one ECU full oper-
ation state, and one ECU 

power saving state, with two 
different frequencies glob-
ally distributed to the whole 
system. As in current sys-
tems, bit-rates of all com-
munication controllers need 
to be switched to a different 
value, as long as no addi-
tional clock for the commu-
nication part exists.

As yet, the fear to inte-
grate this concept into Auto-
sar has been too big so far. 
Even though on micro-con-
troller families like the Aurix 
[10], central frequency scal-
ing and stable bit-rates are 
supported. Central frequen-
cy scaling has the highest 
power saving potential, but 
having local frequency scal-
ing on modules is a good 
first step.

Pretended networking had 
the following requirements 
as a starting point: Save 
power, no influence on net-
work architecture and fast 
wake-up times. The power 
saving features have been 
moved to ECU degrada-
tion to avoid duplicate def-
inition of the same mech-
anism. Therefore the dis-
abling of modules and the 
definition of how to get into 
“Halt” mode are not part of 
the concept. Instead, the 
concept includes a descrip-
tion to enable pretended 
networking mode itself and 
the wake-up procedures.

The pretended net-
working approach is split 
into two levels. The first lev-

el applies the ECU degra-
dation approach while pre-
tended networking serves 
as the communication back-
pack. The second approach 
assumes that the micro-
controller has two power 
domains. One power do-
main includes the commu-
nication modules and an-
other that includes the CPU 
and the rest of the mod-
ules. Both concepts have 
in common that during the 
power saving state, com-
munication shall continue. 
The communication itself 
shall run on a reduced cata-
logue and a set of wake-up 
sources shall be switched 
active. The wake-up 
sources are not necessar-
ily hardware events, but 
could also be a set of hard-
ware/software events. This 
allows for more complex 
wake-up masks, with for 
example special bits being 
set within the data segment 
or data length violations. 
Therefore a CPU wake-up 
does not necessarily mean 
that the complete software 
stack needs to be started, 
in case a wake-up event is 
declared invalid.

In level 1, where it is 
only necessary to leave the 
“Halt” mode, an extreme-
ly short wake-up time can 
be achieved. As the CAN 
module is running all the 
time, the actual messages 
are still buffered and can be 
transferred to higher soft-

Figure 10: MultiCAN+ module block diagram
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NM messages. Three tim-
ers have been introduced. 
The timers are programma-
ble and are started on re-
quest. With the three tim-
ers, three message objects 
can be programmed, which 
will be sent without any soft-
ware interaction. By shifting 
the NM supervision and the 
operation to send NM mes-
sages into the CAN module, 
less modules need to be 
active and the sleep time of 
the ECU is extended.

The mechanisms in-
troduced into the Multi-
CAN+ module, which is 
available in the Aurix family  

bility to overwrite message 
objects.

Some further improve-
ments now support pre-
tended networking. Net-
work management (NM) 
timeout is introduced. For 
each node, one timeout 
is available, which allows 
multiple message objects 
to be connected to it. In 
case none of the selected 
message objects have re-
ceived a message for the 
programmed maximum tim-
er value, a timeout will oc-
cur and an interrupt will be 
issued. A similar mecha-
nism is used for sending 

Infineon has opted to 
support level 1, which has 
been further developed 
in the definition of the Au-
rix family of products. The 
definition of pretended net-
working had a direct influ-
ence on the definition of  
Aurix CAN module. Multi-
CAN+ is an evolution of the 

-
ule. As with recent Multi-
CAN implementation, this 
is now a module having 
two clock domains, but it 
includes the option to have 
separately configurable in-
terrupt for each single mes-
sage object, and the possi-

Based on uncertainties and the addi-
tional effort to implement the measures 
discussed, there must be a substan-
tial impact on energy balance in order 
to force an introduction into a car ar-
chitecture. Saving potential is strongly  
dependent on the question of how 
many nodes are suited to enter ener-
gy saving modes while the car is in op-
eration. Deactivated engine control 
units or airbag systems are not usual-
ly an option. However deactivation of 
the electrical seat control while driving 
(beyond a certain vehicle speed for ex-
ample) or a sleep mode for a door con-
trol unit (as the door functions are rare-
ly used while driving) can be seriously 
considered.

The example of the door control 
unit shows the complexity of this topic. In 
case of an accident the door lock needs 
to be unlocked without a tangible delay; 
therefore a fast wake of a sleeping door 
module seems to be necessary. Further-
more, driver interaction has to be taken 
into account, for example opening the 
window or moving the seat while driving, 

which requires a response without a no-
ticeable delay for the customer. 

The concepts of partial and pre-
tended networking can co-exist in a car, 
so in the future both concepts can con-
tribute to the total power saving. A sam-
ple calculation based on a typical elec-
tronics network of a mid-size car in the 
premium segment with 40 ECUs has 
been presented for the first time in 2010 
[7], but has been a little updated (see 
Figure 11) in the meantime in order to 
show potential of co-existence of partial 
and pretended networking. This calcula-
tion covers average current consumption 
without consideration of external loads. 

Even higher value savings have 
been reported. A German OEM has 
mentioned a target value of savings in 
the range of 2,6 g CO

2/km for introduc-
tion of partial networking into a new net-
work architecture [1]. However in order 
to achieve such a high value, addition-
al measures are necessary, such as the 
deactivation of entire sub-nets (LIN) or 
incorporation of deactivated peripheral 
functions into the calculation.
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and the possibilities pro-
vided by ECU degradation 
and pretended network-
ing, enable power savings 
for ECUs ,which need to be 
partly awake for safety rea-
sons or which cannot use 
partial networking because 
the wake-up time is far too 
long to be compliant to on-
board diagnosis (OBD) reg-
ulations. As a result, a cur-
rent car platform can be 
changed to consume less 
power without having to 
make changes to the car  
architecture. 

A first implementation of 
partial networking has been 
announced for 2013/2014 
[4], where the entire elec-
tronics network and hard-
ware/software architecture 
will be adapted accordingly. 
Although the saving poten-
tial of pretended network-
ing is smaller than partial 
networking, it is much eas-
ier to integrate into existing 
networks and can be used 
in ECUs, which need a very 
fast response at any time. 
One car manufacturer has 
announced an introduction 
scenario in a real car plat-
form for 2015 onwards [5]. 
The Tier1 community still 
have concerns regarding 
the impact on reliability of 
given ECUs, and this needs 
to be seriously considered.

Taking a mid-term 
view, all the described en-
ergy saving methods will 
probably be implemented; 
parallel occurrence in one 
car architecture is possible. 
Partial networking requires 
special transceivers or 
SBCs (system basis chips), 
which have already been 
announced by several semi-
conductor vendors. Pre-
tended networking can be 
used to start power saving 
right now, without changes 
to the network architecture, 
enabling power saving with-
out any special hardware. 
All measures taken in new 
micro-controllers further in-
crease the power saving po-
tential.                                

Control units
ESX®-family
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The first chapter of the 
223-pages book de-

scribes several CAN phys-
ical layer options and the 
CAN data link layer proto-
col. The four authors com-
bine theoretical background 
knowledge and practical 
experiences. Paolo Giusto 
works with General Motors 
(USA) and Arkadeb Ghosal 
is an employee of Nation-
al Instruments (USA). Mar-
co Di Natale from the Retis 
Laboratory (Italy) and Hai-
bo Zeng from the McGill Uni-
versity (Canada) are respon-
sible for the more theoret-
ical content. After the brief 
introduction of the CAN ba-
sics, the following chapters 
focus on interaction layers, 
worst-case time, stochas-
tic and statistical as well as 
reliability analysis. This is 
the first book that describes 
these topics in such details. 

Understanding and using 
the CAN protocol

The book
Marco Di Natale, 

Haibo Zeng, 
Paolo Giusto, 

Arkadeb Ghosal: 
Understanding and 

Using the Controller Area 
Network Communication 

Protocol – Theory and 
Practice. 

Business Media, 2012 

Link
www.springer.com

Contents
Chapter 1 contains a 
short summary of the 

CAN standard. 
Chapter 2 describes 
hardware controllers 

and software layers in 
CAN communication 

architectures. 
Chapter 3 focuses 
on the worst-case 

time analysis. 
Chapter 4 and 5 

present the stochastic 
and statistical timing 

analyses. 
Chapter 6 addresses 

reliability issues. 

the analysis of 
message traces. 

commercial tools, and 

a summary of higher-layer 
protocols.

Other books
 

(www.can-newsletter.org) 
comprises a list of other  

 
For CAN books written  
in other languages you  
may contact CiA office  

(headquarters@can-cia.
org).

Of course, some of the 
details have been pub-
lished in academic pa-
pers, but not combined 
in one publication. The 
hard-covered book is 
more than a collection 
of conference papers. 
It contains some prac-
tical hints and kinks as 
well.

The last chap-
ter deals with some 
higher-layer proto-
cols such as J1939, 
CANopen, CCP (CAN 
Calibration Protocol), and 
TTCAN. This part of the 
book provides just a very 
brief overview. A deeper un-
derstanding of them is un-
fortunately not provided. 
And there is no relation to 
the chapters before. An ad-
ditional chapter describes 
“commercial tools for con-
figuring, analyzing, and cali-

brating a CAN communica-
tion system”. The book also 
contains a list of symbols 
and a list of 65 references, 
which are followed by an in-
dex.

The most unique and 
interesting parts of the book 
are those, which analyze in 
depth the response times, 
the communication reliabil-

e

and brating a CAN communica-

”Besides physical failures, what is prob-
ably the most serious concern in a CAN 
network is the event of a node behav-
ing as a babbling idiot. In this case, a 
node may (permanently or sporadically) 
erroneously transmit a message stream 
(possibly with a low identifier) with a 
higher rate than its design specification, 
or maybe simply produce messages 
earlier than expected. In this case, noth-
ing prevents a (faulty) flow of high prior-
ity messages from disturbing the com-
munication of other nodes, to the point 
of possibly bringing them to starvation. 
The standard CAN protocol has no so-
lution to this problem, which needs of 
course an appropriate treatment in safe-
ty-critical systems. The solution should 
consist in the detection of nodes that are 
misbehaving and their isolation from the 
network. Of course, the detecting de-
vice must be external to the transmit-

ting node and capable of disconnecting 
it from the network. Such device is con-
ventionally called a Bus guardian.

Bus guardians for CAN have been 
discussed and proposed in scientific lit-
erature, both as devices working in pair 
with the transmitting nodes, and as de-
vices integrated in a start concentra-
tor for star topologies. Commercial bus 
guardians are however not available to-
day, quite possibly because the reliabil-
ity of simple CAN networks has been in 
practice quite sufficient for handling to-

for high-reliability, high-integrity sys-
tems is till not quite seen as a near-future  
option.”

(Reading probe from “Understanding 
and Using the CAN communication pro-
tocol” by Marco Di Natela, Haibo Zeng, 
Paolo Giusto, and Arkadeb Ghosal)
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ity, and topics such as pri-
ority inversion, lost of mes-
sages, etc. The authors 
have long-time experienc-
es in using CAN. You can 
see this already in the head-
line of the first chapter: “The 
CAN 2.0b Standard”. This 
CAN protocol, introduced in 
1993, is standardized in ISO 
11898, and has been split in 
2003 to ISO 11898-1 (data 
link layer) and ISO 11898-2 
(high-speed physical layer). 
In the preface, they refer-
ence the ISO 11519-2 low-
speed physical layer, which 
has been withdrawn about 
ten years ago. Also in other 
parts of the book, terminol-
ogy is not always up-to-date 
or close to laboratory slang.

The more than 140 fig-
ures and the 35 tables are 
very helpful to understand 
some of the complex topics. 
In particular, the response-
time analysis is sometimes 
very theoretical and hard to 
read without graphics and 
examples. Figures tell more 
than words. “After worst-
case analysis and stochas-
tic analysis, another alterna-
tive for the timing evaluation 
of CAN systems is the use 
of statistical analysis, possi-
bly in conjunction with sim-
ulation, or leveraging data 
from traces and simula-
tions.” The authors present 
regression formulas to pre-
dict the probability of mes-
sage latencies in a CAN sys-
tem for which only limited 
information is available, “for 
example, when a hypothet-
ical architecture option is  

analyzed”. This is not only 
interesting for automotive 
system designers but also 
for industrial and other CAN 
users. It would be interest-
ing to extend those analyses 
specifically for higher-layer 
protocols such as CANopen.

The sixth chapter anal-
yses in some details the re-
liability of CAN communica-
tion. The authors provide 
first some theoretical back-
ground information. Reliabil-
ity is for them “the ability of a 
system to perform its speci-
fied function for a prescribed 
time under stipulated envi-
ronment conditions”. It is, 
“along with availability, safe-
ty, and other metrics, part 
of the more general con-
cept of dependability”. The 
authors discuss error rates 
in CAN, deviation points in 
the CAN protocol such as 
incorrect values in the data 
length code (DLC), fault con-
finement and transition of 
bus-off state, inconsistent 
omissions or duplicate mes-
sages, and protocol vulner-
ability. This book comes 
late, due to the fact that CAN 
technology has been intro-
duced more than 25 years 
ago. Nevertheless, for new-
comers it is very helpful, and 
even CAN experts may ap-
preciate to dig deeper into 
the theoretical background 
and to get some practical 
hints – rules of thumb, so-
to-say.

Holger Zeltwanger

ical architecture option is 

www.nxp.com/microcontrollers

LPC11C00 for elevator 
control systems

High-performance 50 MHz ARM® Cortex™-M0 
microcontroller

CANopen drivers in ROM, firmware updates 
enabled via CAN

Integrated CAN transceiver
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