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CAN XL ecosystem and product availability

AN

-

Since 2018, the CiA special interest group (SIG) CAN XL is specifying the
CAN XL ecosystem. In the meantime, the SIG CAN XL has established four
task forces (TF): TF CAN XL physical layer, TF CAN XL higher layer, TF CAN
XL security, and TF simulation. The related CiA meetings are participated by

more than 30 attendees working with auto-makers (OEMs), Tier-1 suppliers,
semiconductor manufacturers as well as tool vendors and service providers.

here are three CAN protocol (data link layer) genera-
tions, which have been specified internationally.

« 1993: ISO 11898 standard (1% generation), also known
as Classical CAN protocol;

« 2015:1SO 11898-1 standard (2" generation), includes
the CAN FD protocol option;

« 2021: CiA 610-1 specification (3" generation), also
known as CAN XL protocol, XL stands for “extended
data field length”, and the ISO 11898-1 is under review
to include CAN XL in the next edition.

Today there are different transceiver technologies

(physical layer) that are used in CAN networks. Figure 1

HS CAN

CAN FD
transceiver

transceiver

+ Upto 1 Mbit/s
« SO 11898-2:2016

+ Higher than 1 Mbit/s
+ Up to 5 Mbit/s
« SO 11898-2:2016

Figure 1: Properties of the specified CAN transceiver
technologies (Source: CAN in Automation)

shows the evolution of the most used CAN transceiver
type, and the newly developed transceiver types. In
principle, the compatibility between the used transceiver
types in one network is guaranteed. But you should
be aware of the configuration possibilities, as to
enable/disable error signaling and transceiver mode
switching (fast Tx/Rx mode or SIC mode).

Editor’s note: For more details about the physical layer
options, you can find another two articles from Infineon and
NXP in this CAN Newsletter issue.

CAN SIC - CAN SIC XL
transceiver transceiver
+ Up to 8 Mbit/s + Up to 20 Mbit/s
« Signal improvement + Signal improvement
capability capability
+ CiA 601-4 + Transceiver mode
e 1SO 11898-2:2023 switching
(under revision) configurable
+ CiA 610-3

(Source: Adobe Stock)
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Specifications and other documents

Inside the SIC CAN XL and the TFs, the ecosystem of CAN
XL is developed. Table 1 shows the CAN XL related spec-
ifications and documents. The SIG CAN XL has already
released the CiA 610-1 CAN XL data link layer require-
ments, the CiA 610-3 CAN XL physical layer requirements,
and the CiA 611-1 SDU (service data unit) types for the CAN
XL higher-layer services.

The CiA 120 document will specify test and measure-
ment methods for EMC evaluation of CAN SIC transceiver
ICs and CAN SIC XL transceiver ICs under network con-
ditions. It should be compliant with IEC 62228-3:2019. It
defines test configurations, test conditions, test signals, fail-
ure criteria, test procedures, test setups, and test boards.
It covers the emission of RF disturbances, the immunity
against RF disturbances, the immunity against impulses,
and the immunity against electrostatic discharges (ESD).
The aim is to submit this specification to IEC for interna-
tional standardization.

The CiA 610 series provides requirement specifica-
tions and conformance test plans for the CAN XL data link
layer and physical layer. It is intended for chip implementers

Table 1: CAN XL ecosystem specifications and documents

of e.g. CAN XL protocol controllers as well as CAN SIC XL
transceivers. Optionally, the CAN XL protocol controller pro-
vides the PWM encoding to be linked to a CAN SIC XL trans-
ceiver, which provides the PWM decoding. The CAN XL
specifications and test plans series comprises five parts as
shown in Table 1. CiA 610-5 is the interoperability test plan
for heterogeneous networks comprising nodes with trans-
ceiver ICs from different suppliers. It recommends interop-
erability test set-ups using dedicated PMA implementations.
The interoperability test plan completes the CiA 610-4 PMA
conformance test plan.

The CiA 611 series specify additional services and
protocols, which can be mapped to the CAN XL data link
layer as specified in CiA 610-1. This includes OSI (open
system interconnect) higher layer communication and OSI
layer management functionality. The service data unit
(SDU) type field indicates the used next higher OSI layer
protocol data unit (PDU). The SDU type defines how man-
agement information such as addressing, virtualization,
or data size are mapped on dedicated LLC (logical link
control) frame fields or how they are mapped into the CAN
XL LLC data. SIG CAN XL has released the CiA 611-1
version 1.0.0 as Draft Specification Proposal (DSP) in

Document number Document title Actual status

CiA 120 EMC evaluation of CAN SIC transceivers and CAN SIC XL transceivers | WD

CiA 610-1 CAN XL specifications and test plans — Part 1: Data link layer and DS version 1.0.0
physical coding sub-layer requirements released

CiA 610-2 CAN XL specifications and test plans — Part 2: Data link layer and WD
physical coding sub-layer conformance test plan

CiA 610-3 CAN XL specifications and test plans — Part 3: Physical medium DS version 1.0.0
attachment (PMA) sub-layer requirements released

CiA 610-4 CAN XL specifications and test plans — Part 4: Physical medium WD
attachment sub-layer test plan

CiA 610-5 CAN XL specifications and test plans — Part 5: Additional WD (will be released
interoperability tests for physical medium attachment as TR)

CiA 611-1 CAN XL higher-layer services — Part 1: SDU types DSP version 1.0.0

released

CiA 611-2 CAN XL higher-layer services — Part 2: Multi-PDU WD

CiA 612-1 CAN XL guidelines and application notes — Part 1: System design WD
recommendations

CiA 612-2 CAN XL guidelines and application notes — Part 2: PWM coding WD
guideline

CiA 613-1 CAN XL add-on services — Part 1: Simple/extended content (SEC) WD
indication

CiA 613-2 CAN XL add-on services — Part 2: Security WD

CiA 613-3 CAN XL add-on services — Part 3: LLC frame fragmentation WD

CiA 910-1 CAN simulation model — Part 1: General terms and use cases WD

CiA 910-2 CAN simulation model — Part 2: PMA simulation model requirements WD

CiA 910-3 CAN simulation model — Part 3: PMD simulation model requirements WD

CiA 910-4 CAN simulation model — Part 4: Recommendations between PMA WD
sub-layer and PCS

DS Draft Specification

DSP Draft Specification Proposal
WD Work Draft

TR Technical Report




November 2022. Implementation of the CiA 611-1 enables
"tunneling" of Classical CAN, CAN FD, and Ethernet
frames via CAN XL networks. Directly after, Autosar has
integrated CiA 611-1 in its November 2022 release. With
Ethernet “tunneling” (Ethernet frame mapping), CAN XL
can bring IP communication to any ECU (electronic control
unit). By this, CAN XL qualifies itself as cost-efficient and
flexible enabler of future E/E architectures.

CiA 612 series provides recommendations for the sys-
tem design such as CAN clock recommendation, bit timing
setting rules, and physical layer design recommendation.
Following these, a robust communication with higher bit
rate could be achieved easier.

In order to activate the required higher data phase
performance in the CAN XL physical layer, CAN XL intro-
duces an optional PWM (pulse-width modulation) encoding
and decoding sub-layer at the AUI (attachment unit interface).
This sub-layer is used to optionally convert the transmitted
NRZ-coded TXD data between PCS (physical coding
sub-layer) and PMA (physical media attachment) into a
PWM-coded TXD data during the CAN XL data phase
within the PCS on demand. The PMA uses the received
PWM coded TXD data as an indicator to switch from
the known “dominant/recessive” level towards the new
“Level_0O/Level_1” on the bus wires while decoding the
PWM symbols back to NRZ format on the bus lines. The
PWM coding acts like a “hidden control signal” towards
the PMA switching between the two behaviors of the
PMA. Since the PCS resides within the CAN XL protocol
controller, the PWM encoding specification can be found
in CiA 610-1. The corresponding PWM decoding is done
within the PMA and is specified within CiA 610-3. The
CiA 612-2 document gives guidelines how to configure
the PWM coding and how to configure the node, if the
"transceiver mode switching" is supported.

The CiA 613 series specifies the CAN XL add-
ons services. They can be added transparently and
concatenated independently. Planed add-on services
include security functions (in CiA 613-2), and LLC frame
fragmentation (in CiA 613-3). The SEC (simple/extended
content) bit as specified in CiA 613-1 can signal add-on
functions applied to the CAN XL data link layer. The CiA
613-2 document specifies the security protocol (CANsec),
which aims to protect the integrity, freshness, authenticity
of origin, and confidentiality of data in CAN-based networks
using CAN XL communication. The CiA 613-3 document
specifies the LLC (logic link control) frame fragmentation,
which guarantees latency constraints of the system in a
transparent manner. CAN XL allows to transmit frames
with a maximum of 2048 bytes in the data field. A CAN XL
frame at 10 Mbit/s with 2048 byte occupies the network
for approximately 2 ms. For applications that require to
transmit high-priority control information, a latency of 2 ms
is perhaps too long. Therefore, a service is required that
allows to interrupt an ongoing transmission.

The CiA 910 series specifies simulation models for
CAN XL networks. Such models can support tool vendors
to provide a CAN SIC (XL) system integrator with necessary
tools to approve its network designs with confidence and
furthermore allow the specific analysis of network design
issues arising in the development phases. They will

comprise the physical layer model (e.g., transceivers and
cables) requirements and recommendations for models
between transceivers and protocol controllers.

CAN XL availability

The availability of CAN XL building blocks is important
for engineers to adapt their applications to CAN XL.
With the availability of the CAN XL IPs (intellectual
properties), the ecosystem around CAN XL is quickly
expanding. Hardware and software from different
manufacturers are already available or will follow,
soon.

CAN XL IPs:

« Bosch released the new protocol controller IP module
X_CAN. It can be implemented in a SoC and supports
Classical CAN, CAN FD, and CAN XL.

+ Fraunhofer IPMS provides the CAN XL IP, which is
purchased via CAST.

« NXP and Vector have also developed CAN XL IPs,
which are only used for their own MCUs respectively
tools.

MCUs with CAN XL on chip:

+ Infineon has announced the Aurix TC4xx MCU family.

+ NXP is developing new processors S32Z2 and
S32E2 with respectively two CAN XL channels. The
processors are currently in preproduction and samples
are available.

+ Renesas is developing the RH850/U2x MCU series,
which will support CAN XL.

+ STMicroelectronics has unveiled the MCUs Stellar P6
for EV (electric vehicle) platform system integration.
The automotive MCUs are qualifiable components for
2024-model-year vehicles that incorporate the CAN XL
on-board communication. Samples are available.

CAN SIC XL transceiver:

+ Bosch's CAN SIC XL (proof of concept) transceiver
and the Power Management ICs with CAN SIC XL
transceiver are under development. Samples of the
concept transceivers are available.

+ NXP is developing the CAN SIC XL (proof of concept)
transceiver. Samples are available.

+ Texas Instruments' CAN SIC XL transceivers are under
development.

Tooling/software:

+ Keysight, LeCroy, and Rohde & Schwarz are
developing CAN XL protocol signal decoders.

+ Vector's new CANoe tool version will support CAN XL.

CAN XL plugfest

To test interoperability of the available transceivers and
protocol controllers from different sources in network en-
vironments, CiA is organizing the so-called CAN XL plug-
fests.

The first plugfest was held on July 2021 in Nurem-
berg, Germany. The IP cores from Bosch, Fraunhofer




Documents submitted for ISO
standardization

In 2022, CiA has submitted the CiA 610-3 and CiA 601-4
documents for integration into the next edition of ISO
11898-2. The related DIS (draft international standard) has
been balloted positively with some technical comments.
As already discussed within CiA, new parameters need to
be specified. They are already part of the DIS comments.

The CiA 610-1 and CiA 604-1 (CAN FD Light)
documents are also submitted to ISO to be integrated
into the 1ISO 11898-1 standard.

The aim of the ISO working group (TC22 SC31
WGB3) is to prepare the release of new ISO 11898-1 and
ISO 11898-2 versions in 2023. In the meantime, the
working group is also considering the review of the con-
formance test plan for the data link layer and physical
layer, i.e., ISO 16845-1 respectively ISO 16845-2.

IPMS, and Vector were under test. NXP and Infineon pro-
vided their CAN SIC (XL) transceiver implementations. In
May 2022, the companies attended the second plugfest.
On both plugfests, the compatibility of CAN XL IPs and
CAN SIC XL transceivers have been tested. The experts
have also built different topologies to prove the robustness.
Currently, the CiA is organizing the third CAN XL plugfest
on April 25, 2023, in Detroit area (USA). Interested parties
are welcome to contact CiA at secretary@can-cia.org.
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Kickstarting CAN XL evaluation: CAN SIC XL
proof-of-concept transceiver

After CAN SIC overcame the limitations of CAN FD, CAN XL will take the next step
by introducing data rates up to 20 Mbit/s and 2048-byte payloads. NXP's CAN
SIC XL prototype transceivers facilitate the start of CAN XL technology and data
path evaluation (on ECU and vehicle level), establishing expertise on the protocol,

transceiver, and application.

Figure 1: Architectural trend of automotive vehicle networks; from domain-based to zonal-based networks (Source: NXP)

With major automotive trends like electrification and
autonomous driving, in-vehicle networks are expand-
ing rapidly to integrate new functionality and applications.
The resulting network complexity and required bandwidth
are growing too, redefining the role of CAN in in-vehicle
network architectures.

To support these major trends, vehicle networks are
moving from domain-based platforms towards zonal net-
work architectures (see Figure 1). The backbone connec-
tions between multiple vehicle computers or zonal gateways
are generally served with Automotive Ethernet, while CAN
communication is pushed toward dedicated domains and
edges of the network, interfacing between the edge nodes
and the Ethernet backbone, or as backup and wake-up
network.

CAN SIC overcomes limitations of CAN FD

The introduction of CAN FD (flexible data-rate) enabled
bit rates up to 5 Mbit/s, supporting the industry with more
bandwidth beyond Classical CAN networks. In reality how-
ever, the achievable bit rate is a trade-off between signal

ringing and topology. As a result, CAN FD networks are
generally limited to a bit rate of 2 Mbit/s in small and linear
networks. To extend the performance potential of CAN FD,
NXP developed an implementation of the Signal Improve-
ment Capability (SIC) technology, first introduced in the
TJA146x CAN SIC transceiver family compliant with the
CiA 601-4 specification. CAN SIC actively improves the
CAN signal allowing network designers to implement more
complex topologies and extend the achievable data rate up
to 8 Mbit/s. Consequently, CAN SIC enables more effec-
tive CAN FD networks, allowing more efficient cabling and
thus saving weight and cost.

CAN XL: the future of CAN

CAN XL was created to provide additional functionality to
CAN, fitting to the changes of the vehicle network archi-
tecture, while fixing the limitations of CAN FD. It allows for
increased bit rates and larger payloads, while offering all
the benefits of CAN, such as large multi-drop networks, (bit
rate) scalability, quality of service, and EMC (electro-mag-
netic compatibility) robustness. Due to its flexibility, CAN XL




Figure 2: Two physical level schemes of CAN XL — normal CAN FD signal when
using CAN SIC (left) and new CAN XL “fast mode” level scheme (right) to enable

data rates up to 20 Mbit/s (Source: NXP)

is not bound to zones, but can also create low-latency inter-
zonal connections or serve as an efficient implementation of
domain networks. In short: CAN XL makes CAN technology
ready for seamless integration into the next-generation net-
works while maintaining the key properties of CAN.

Basics of CAN SIC XL

The benefits of CAN XL are based in both a data link layer
protocol extension and an improved physical medium
attachment sub-layer implementable in transceivers. The
CAN XL protocol itself extends CAN FD with a data pay-
load of up to 2048 byte. CAN XL also enables a transition
to a secondary physical level scheme during the data
phase, called CAN XL “fast mode”. CAN SIC XL trans-
ceivers are an extension of CAN SIC, being backwards
compatible to CAN FD and utilizing the technology in

the non-fast phase of CAN XL.

Additionally, it supports a secondary,

optimized physical level scheme

during the “fast mode”, which enables

CAN SIC XL transceivers to achieve

data rates of up to 20 Mbit/s during

that fast phase. This has been first
showcased by NXP with its CAN

SIC XL proof-of-concept trans-

ceiver, called “Albi” during various

CiA plugfest events from 2021 to

2023.

Due to the new level scheme and backwards
compatibility, the CAN SIC XL transceivers can act in two
modes (see Figure 2):

+ SIC mode: Working according to the original CAN (FD)
level scheme in combination with SIC, with a maximum
data rate of 8 Mbit/s and the benefits of signal improve-
ment on topology freedom.

+ CAN XL “fast mode”: Enabling the new level scheme and
up to 20 Mbit/s data rate capabilities. The different com-
munication styles are initiated by the CAN XL protocol
controller.

Use cases for CAN SIC and CAN SIC XL -
mixing controllers and transceivers

CAN XL is backwards compatible to CAN FD, meaning
controllers and transceivers can be mixed to create

CAN
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Transceiver CAN FD CAN SIC CAN SIC
Controller CAN FD CAN FD CAN XL
Data rate (up to) 5 Mbit/s 8 Mbit/s 8 Mbit/s
Payload 64 bytes 64 bytes 2048 bytes
Topology Small and linear Large and complex  Large and complex
Signal Improvement X v v
CAN XL “Fast Mode” X X X

1SO11898-2:2023

Standardization CiA601-4

Albi has been introduced as a
prototype transceiver to proof the
extended capabilities of CAN XL up
to 20 Mbit/s and allow the market to
start early evaluation. Albi is capable of
running full 20 Mbit/s communication in
real topologies with already proven EMC
performance, establishing the starting
point for prototype development boards,
CAN XL data path and topology evaluation
and vehicle-level network tests with

CiA610-3

Figure 3: Use cases for CAN SIC and CAN XL — benefits of mixing

transceivers and controllers (Source: NXP)

heterogenous networks and manage adoption of the new

technology over time. Four use cases are outlined in Figure 3

and below, each providing their benefits to mix and matching

transceivers and controllers.

o CAN FD controller + CAN FD transceiver: Enables CAN
FD communication up to 5 Mbit/s, but is generally limited
to 2 Mbit/s in smaller and more linear networks due to the
effects of signal ringing.

o CAN FD controller + CAN SIC transceivers: NXP’s CAN
SIC transceivers are fully backwards compatible to legacy
CAN-HS (high-speed) and CAN FD transceivers, enabling
an easy and hassle-free upgrade of a CAN FD module by
a simple replacement of the transceiver to benefit from the
boosted network performances for any CAN FD network.
This results in higher achievable data rates in more
complex networks.

o CAN XL controller + CAN SIC transceivers: This scenario
brings two benefits with respect to the previous. By using
a CAN XL controller, all benefits of the CAN XL protocol
(e.g. 2048 bytes payload) can be utilized up to a bit rate of
8 Mbit/s. This is further extending the capabilities of CAN
SIC, while it allows for additional flexibility and a single
solution approach for multiple use-cases. Furthermore,
NXP is planning to have identical pinning for CAN SIC and
CAN SIC XL transceivers, meaning this scenario enables
an easy upgrade towards full CAN XL networks.

o CAN XL controller + CAN SIC XL transceivers: Getting
the maximum performance out of the CAN network by
combining the power of both the CAN XL controller as well
as the CAN SIC XL transceiver to reach data rates up to
20 Mbit/s. By increasing both the maximum data rate and
the payload, CAN XL enables more complex topologies
at higher data rates, Ethernet frame tunneling and
backwards compatibility with CAN FD. This makes it a
very attractive technology for future networks.

System level implementation: why the
proof-of-concept silicon is relevant

NXP was the first to launch a CAN SIC XL proof-of-con-
cept silicon (“Albi”) capable of demonstrating 20 Mbit/s
in CAN XL network, raising the bar for CAN XL and dou-
bling its previous 10 Mbit/s performance target. During the
CiA plugfest 2022, C&S has showcased an Ethernet
“tunneling” demo over CAN XL using NXP’s CAN SIC XL
silicon.

CAN XL.

Together with industry partners,
C&S and Bosch, a full CAN XL evalua-
tion suite is offered, providing interested
adopters access to evaluate the potential of CAN XL as a
technology. Multiple parties have started network valida-
tion to build up knowledge and expertise in assessing CAN
XL for future networks. NXP is also providing CAN SIC XL
transceiver simulation models to perform network topology
assessments, enabling simple and accessible first-hand
experience with CAN XL.

With CAN XL controller IPs available from multiple ven-
dors, the ecosystem around CAN XL is quickly expanding.
NXP is currently sampling its first MCUs with integrated CAN
XL controllers (S32Z2/E2), enabling easy deployment of CAN
XL and supporting customers in building their first CAN XL
applications.

Conclusions and product outlook

Besides CAN FD and CAN SIC, there is a clear need to move
beyond the available capabilities of CAN both in terms of pay-
load and achievable data rate to support new trends in the
vehicle network, while maintaining all the benefits that CAN
has to offer.

CAN SIC has been facilitating increased topology and
data rate flexibility, optimizing networks for cabling and cost
and offering network owners an increased freedom to define
their network. CAN SIC XL delivers CAN networks with more
performance, enabling network consolidation, simplified
domains and a sustainable way towards full zonalization.
NXP’s CAN SIC XL proof-of-concept silicon “Albi” is allowing
OEMs and other industry partners to start capability studies
and early evaluation, facilitating a headstart on CAN XL and
preparing their networks and applications for future deploy-
ment. NXP plans to develop CAN SIC XL transceivers with
relevant specifications to serve the networking trends of
tomorrow.
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SIC or SIC XL — this is not the question

In the beginning, there was the high-speed (HS) CAN transceiver supporting bit
rates up to 1 Mbit/s. In 2016, it has been improved for higher speeds (2 Mbit/s and
5 Mbit/s). With the introduction of SIC (signal improvement capability) technology,
CAN FD networks are able to go to 8 Mbit/s. CAN SIC XL transceiver can achieve in
FAST mode up to 20 Mbit/s. This article describes the differences and the possible
combinations of CAN protocol generations and CAN transceiver technologies.

t the moment three variants of the CAN protocol are

available: Classical CAN with 11-bit and 29-bit identifier
fields, an 8-byte data field, and one bit rate; CAN FD
with 11-bit and 29-bit identifier fields, a 64-byte data
field, and two bit rates (arbitration phase and data phase);
CAN XL with an 11-bit priority identifier and a separate
32-bit acceptance field, and two bit rates (similar to
CAN FD).

As more bytes in the data field are given as longer
the time to transmit a data frame is. Additional types
of transceivers are needed to increase the bit rate and
to reduce the time to transmit a data frame. In the last
years, three new CAN transceiver types have been developed.

CAN FD transceiver

The first step to improve bit rate was an improvement of
the performance of the CAN HS transceivers. For higher
bit rates the specification of the symmetry parameter for
the transmitter and the receiver were added and tailored
compared to the established CAN transceivers. Transceivers
do not care about the protocol. They are only acting as a
level shifter and a more precise driver performance allows to
increase the bit rate in a network. The basic concept of the
transceiver was not changed. With this new concept up to
5 Mbit/s in linear topologies are possible. In star topologies
the transmitter concept generates ringing after the dominant-
to-recessive transition and this ringing reduces the possible
maximum bit rate.

CAN SIC transceiver

The second improvement step of CAN transceiver is the add-
ing of signal improvement capability (SIC). There are two SIC
transceiver concepts:

« the transmitter-based approach;
« the receiver-based approach.

In the transmitter-based approach, the transmitter
controls the dominant-to-recessive transition and drives the
network lines actively to a 0-V differential signal for a certain
time (called SIC time). The impedance of the transmitter
during the SIC time is 100 Ohm like a typical CAN wire
impedance. This reduces the ringing to a minimum and
allows higher bit rates. The advantage of this concept is that
the recessive bit time can be shorter than the SIC time. The
transmitter directly switches from SIC mode to dominant if
a dominant signal is transmitted. Bit rates up to 8 Mbit/s are
possible with this approach.

The disadvantage is that the ringing is reduced on the
transmitting node only. But the transmitting node is the source
of the ringing and reduces this ringing very effectively.

The receiver-based approach activates an additional
transceiver-internal termination resistor after the dominant-
to-recessive transition is detected by the receiver. The
advantage is that this additional resistor is activated on
all nodes in a network. The disadvantage is that for each
bit rate own transceiver implementations are needed. In
addition, a shorter bit time leads to a shorter SIC time.
For high bit rates the impact is low and 8 Mbit/s cannot be
supported.

With CAN SIC transceivers, a 64-byte CAN FD data
frame running at 5 Mbit/s in the data phase becomes
shorter than an 8-byte Classical CAN frame transmitted
with 500 kbit/s. But for CAN XL data frames with payloads
up to 2048 byte, a data-phase bit rate of 5 Mbit/s is to slow.
A calculation example:

+ 8-byte Classical CAN data frame at 500 kbit/s: ~260 s
+ 64-byte CAN FD data frame at 500 kbit/5 Mbit/s: ~200 ps
+ 2048-byte CAN XL data frame at 500 kbit/5 Mbit/s:

~3,7 ms

(Source: Infineon/Adobe Stock)
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CAN SIC XL transceiver

To increase the bit rate further, the CAN SIC XL transceiver

supports two transmitter modes:

« The SIC mode is used in the arbitration phase of the
CAN XL protocol. It is also possible to use this mode
in the data phase. In this mode, the CAN SIC XL
transceiver acts as an CAN SIC transceiver. With
this mode up to 8 Mbit/s in the data phase are
possible.

« Inthe FAST mode, the transceiver controls both levels
on the network lines like a Flexray transceiver. The
symmetric alternating differential bus signal and the
transmitter impedance of 100 Ohm (like a typical CAN
wire impedance) allow higher bit rates in the data
phase of the CAN XL protocol.

The mode change from SIC mode to FAST mode
is controlled by the CAN XL controller (often embedded
in a host controller) via the TxD pin. During arbitration
phase, the TxD signals are the same as for all other
kind of transceivers. TxD high controls recessive level
on the network lines and TxD low controls the dominant
level. During the FAST mode phase, the CAN XL controller
transmits PWM symbols to the transceiver. The length
of the PWM symbols can vary between 50 ns and
200 ns. If atransceiver detects this PWM symbol, it changes
the mode from SIC to FAST and if no symbols are
detected anymore the transceiver switches back to
SIC mode. The duty cycle of the PWM symbol represents
the level, which is transmitted. If the duty cycle is less
than 50 %, this represents a logical 0 and level O (positive
differential signal). If the duty cycle is above 50 %, this

Figure 1: Differential bus signal and receiver thresholds in CAN SIC XL transceiver communication (Source: Infineon)
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Table 1: Combination options for CAN SIC XL transceivers and CAN protocol controllers

CAN protocol Supported CAN SIC XL transceiver mode Max. possible bit rate
SIC mode SIC and FAST mode
Classical CAN X - 1 Mbit/s
CAN FD X - up to 8 Mbit/s
CAN XL X - up to 8 Mbit/s
SIC mode only used
CAN XL - X up to 20 Mbit/s
SIC and FAST mode used
Table 2: Combination options for all CAN transceiver types
CAN protocol CAN transceiver type Max possible bit rate
type HS CAN FD SIC (XL)
transceiver transceiver transceiver
Classical CAN X X X 1 Mbit/s
CAN FD X - - 1 Mbit/s
- X - up to 5 Mbit/s (point to point)
- - X up to 8 Mbit/s

represents a logical 1 and level 1 (negative differential
signal).

Not only transmitting transceivers are controlled during
the data phase with PWM signals. Also receiving transceivers
evaluate the PWM signal to switch the receiver into FAST
mode. In FAST mode, the receiver thresholds are set to 0 V
instead of 700 mV in SIC mode. For more details, you should
consult the CiA 612-2 document.

The CAN SIC XL concept guarantees that the CAN
protocol controllers and the transceivers are always in the
same mode. There is no mismatch due to errors possible.

CAN SIC XL transceiver and CAN protocol
variants

The CAN SIC XL transceivers can be used with all CAN protocol
generations: Classical CAN, CAN FD, and CAN XL. The CAN
XL protocol handler according to CiA 610-1 (in the near future
ISO 11898-1) supports all variants of CAN protocols:

+ Classical CAN with 11-bit and 29-bit identifier

+ CAN FD protocol with 11-bit and 29-bit identifier

+ CAN FD light with 11-bit identifier

+ CAN XL with 11-bit priority identifier.

CAN Newsletter Online

CAN Newsletter magazine
The new dynamic parameters
of CAN SIC

The CiA 601-4 specification for CAN SIC
transceivers is released and will be hand over to the updated
ISO 11898-2 soon; the CiA 601-1 specification helps to
understand the CAN FD high-speed transmission.

Read on

CAN technology trends

Back to the roots and closer to

the front end

In 2023, the CAN XL ecosystem is
going to be completed, CAN FD is increasingly adapted in
non-automotive applications, and Classical CAN is applied
in deeply embedded networks substituting traditional serial
communication links.

Read on

MCUs with CAN XL

Ready for automotive
cybersecurity management
certification

Infineon announced that Aurix TC4xx is the first micro-
controller unit (MCU) family to be certified according to
ISO/SAE 21434 standard for automotive cybersecurity
management systems.

Read on

CiA marketing group
Promoting CAN XL

CAN in Automation (CiA) has
established the Marketing Group (MG)
CAN XL. It organizes joint marketing activities in order to
promote the CAN XL protocol as well as related specifications
and recommendations.
Read on

CAN Newsletter magazine
Interviews with providers: CAN
SIC transceivers

CAN SIC (signal improvement
capability) transceivers can be used in Classical CAN, CAN
FD, and CAN XL networks, reduce signal ringing, improve
achievable bit rates, and provide more design flexibility
regarding topology.

Read on

CAN Newsletter magazine
30 years of CiA: Celebration
and feedback

On June 1 and 2, CiA and its members
celebrated the 30th birthday of CAN in Automation in a nice
location in Nuremberg in the midst of the city park. The CAN
Newsletter magazine reported about the celebration and CiA
members answered some questions in an interview.

Read on
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The new CAN SIC XL transceiver supports

+ SIC mode (like SIC transceivers according to CiA 601-4
and ISO 11898-2:2023)

« FAST mode (for high bit rates in the CAN XL data phase)

This flexibility allows the combinations of CAN SIC XL
transceivers and CAN protocol controllers shown in the Table 1.

The maximum bit rate, given in these tables, depends
on the network topology and can be lower. The maximal
possible bit rate can be achieved in a point-to-point
network (just two nodes) with termination resistors on both
ends.

The CAN FD protocol and the CAN XL protocol allows a
mixed communication in one network. If a CAN FD protocol
handler detects a CAN XL data frame, the protocol handler
stops frame detection after FDF bit and changes into the
reintegration mode and is waiting to the end of the CAN XL
data frame. The CAN XL controller is able to support both
data frame types. But for both protocols configuration is
needed.

On the physical layer side, it is possible that in FAST
mode the differential bus levels can be below the receiver
thresholds of CAN FD and CAN SIC transceiver. This has
the consequence that from the physical layer point of view a
reliable mixed protocol communication is only possible, if all
nodes are using CAN FD or SIC mode only. The transceiver
with the lowest possible bit rate determines the bit rate.

An example: Some nodes in the network using
CAN FD controller and CAN FD or CAN SIC transceiver
and other nodes using CAN XL controller and CAN SIC XL

transceiver. The communication is working, if the CAN SIC
XL transceiver is working in SIC mode only (in arbitration
and data phase). This can be configured in the CAN
XL controller. In such a network, CAN SIC transceivers
allow up to 8 Mbit/s and the maximum possible bit
rate in this network can be maximum 8 Mbit/s for CAN
FD and CAN XL communication. The maximum bit rate
can be reduces depending on the network topology.
Have in mind that reflection and ringing on the network
lines can reduce the bit rate dramatically. The maximum
possible bit rate for each network should be verified via
simulation.

The CAN XL protocol handler combined with a CAN
SIC XL transceiver allows to support Classical CAN,
CAN FD, and CAN XL communication without hardware
modification. Only different configurations are needed. Also
mixed CAN FD and CAN XL communication in one network
is possible.
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The automotive
industry is waiting
for CAN XL

CAN XL contains many new impressive features, supports both signal-based and
service-oriented communication, and is ideally tailored to future requirements.
Numerous experts from the CAN industry met to exchange ideas on this topic at the
Vector CAN Technology Symposium in Stuttgart at the end of October 2022,

fter many online events recently, the symposium orga-

nized by Vector (the CAN Newsletter Online reported)
as a face-to-face event offered international participants a
welcome platform for direct exchange and intensive net-
working (Figure 1 and Figure 2). The thematic focus was
on CAN XL, the third CAN generation that will play a sig-
nificant role in shaping the E/E architectures of future
vehicles. The program included a broad spectrum of pre-
sentations given by Bosch, CAN in Automation, Infineon,
NXP, Renesas, STMicroelectronics, VW/Cariad, and Vec-
tor — as well as an accompanying exhibition. This article
summarizes selected topics of the presentations.

Our mobility is currently undergoing fundamental
changes, with electronic systems in motor vehicles gaining
considerable importance. The trend favors centralization
with high-performance computers (HPC) and zone control-
lers. ECUs (electronic control unit) and networks are no lon-
ger functionally divided into domains such as powertrain,
chassis control, infotainment, and so on; instead, the focus
is on zone architectures with subordinate networks (Fig-
ure 3). With up to 200 ECUs in a vehicle, the automotive
industry must keep the costs for cabling, hardware, and
software manageable. For this purpose, the Volkswagen
group has founded the affiliated software company Cariad.

CAN XL increased to 20 Mbit/s

One of the main motivations for CAN XL is to bridge the
bit rate gap between Classical CAN/CAN FD and Ethernet
100BASE-T1. On the other hand, even modern E/E archi-
tectures cannot do without fast signal-based communica-
tion, for example in real-time control circuits within zones.
In this bit rate range, the 10-Mbit Ethernet version 10BASE-
T1S is also available as a networking option.

With CAN XL, a sophisticated networking solution has
been created, combining all essential requirements in one
system. Thanks to a transfer rate of up to 20 Mbit/s, CAN
XL easily meets the original requirement of = 10 Mbit/s. It
is (cost)-effective, robust, and real-time capable like the
previous versions and, as a special feature, is also able
to transmit external protocol information via tunneling. The
latter primarily aims at enabling a service-oriented archi-
tecture for XL nodes as well. Ethernet tunneling also allows
them to receive and transmit Ethernet frames — in addition
to CAN XL messages, of course.

CAN XL: Technical details

Thanks to the features mentioned above, CAN XL is
ideally suited for future automotive applications. On the
one hand it is flexible, and on the other hand it provides
important additions and innovations with regard to the
protocol to implement the mentioned functionality. The
CAN XL data field may now have lengths between 1 and
2048 bytes. This large user data length is required to tunnel
Ethernet frames. In contrast to Classical CAN and CAN FD
with identifiers of either 11 bits or 29 bits, CAN XL only
uses 11-bit identifiers. This is fully sufficient, because — as
will be shown below — CAN XL has quite a few new fields
that provide more clarity and thus simplify handling. The
restriction to the 11-bit identifier also increases robustness.

No changes have been made to the network access
method; the CSMA/CR method (Carrier Sense Multiple
Access/Collision Resolution) is still used. It provides a clear
priority concept that allows the more important frame to be
transmitted with no delays. The identifiers of Classical CAN
and CAN FD include some important information such as
priority, frame type, and source and destination addresses.

(Source: Vector Informatik)
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Figure 1 + 2: 150 experts with international backgrounds welcomed the Vector Symposium in Stuttgart as a platform
for information exchange and intensive networking (Source: Vector Informatik, photographer: Marc Feix Photography,

Stuttgart)

This is a hindrance for large networks and high dynamics.
Therefore, CAN XL defines a clear separation and intro-
duces some new fields and new functions. The Arbitration
field, for example, now contains only the priority.

The new fields and functions include the Acceptance
Field, VCAN ID, SDU Type, Bit Stuffing, CRC (PCRC 13 bit
and FCRC 32 bit), and Transceiver Mode Switching. While the
SDT Field (Service-Data-Unit-Type) specifies the information
in the Data Field (Figure 4), the SEC bit signals whether further
layer-2 functions are applied, for example QoS or Security.
The VCID Field allows the assignment of virtual CAN IDs. Up
to 256 virtual networks can be defined within a single CAN XL
network segment. They can be used to build up logical struc-
tures depending on how they are useful to make work easier.
The AF (Acceptance Field) has a width of 32 bits and can be
used for addressing. Source and destination addresses and
also 29-bit identifiers can be stored.

CAN XL uses fixed stuff-bits, which are used in the data
phase. As with Flexray, there are now two cascaded CRCs
(cyclic redundancy checking) instead of just one for the detec-
tion of transmission errors. This provides very high transmis-
sion reliability with a Hamming distance of 6. The reliability of
CAN XL frames has been independently verified by the Spe-
cial Interest Group (SIG) CAN XL of Stuttgart and Kassel Uni-
versities. During the CAN Technology Symposium event, a
video with the chairman of the Special Interest Group CAN
XL at CAN in Automation, Mr. Dr. Arthur Mutter (Bosch), was
recorded about CAN XL called "CAN XL - The next step in
CAN evolution".

New physical-layer technologies

The symposium participants were given interesting insights
into the processes on the physical layer, which is no longer
a matter of bits and bytes, but of analog voltage character-
istics. The transceivers are always responsible for generat-
ing the bus voltages. A fundamental requirement for

reflections limits bit rates, this is where the improvements
through SIC and SIC XL technologies must come into play.

With CAN SIC up to 8 Mbit/s

CAN SIC has been specified in the CiA 601-4 document
by CAN in Automation (CiA). The goal is to actively dampen
the ringing during transition from dominant to reces-
sive. This allows the signal to reach a steady state more
quickly, and it can be sampled correctly. Bit rates of up to
8 Mbit/s are possible even in networks with sophisticated
topologies.

CAN SIC XL for 20 Mbit/s

For CAN XL transmission rates up to 20 Mbit/s, SIC XL
transceivers are required. They also provide a special Fast
mode in the data phase. While SIC XL uses SIC technology
in the arbitration phase, a push-pull concept with alternating
differential signal of +1 V is used in Fast mode. Due to the
lower differential voltage and the active driving of both
levels, bit rates of 20 Mbit/s are possible.

Even experts are often unaware that there is no rigid link
between the protocol and the type of transceiver. For CAN
XL communication, all types of transceivers can be used. If
a CAN FD transceiver is used for CAN XL, only the bit rate is
limited to approx. 5 Mbit/s. Micro-controllers with CAN XL IP
can handle automatically the Classical CAN, CAN FD, and
CAN XL protocols. The controller just needs to be configured
in the software. The resulting flexibility makes it much easier
to switch from Classical CAN or CAN FD to CAN XL. The bit
rate can be configured in the same flexible way. The usual
speeds of 2 Mbit/s, 5 Mbit/s, 8 Mbit/s are merely limits. If any
difficulties should arise with a network originally designed for
8 Mbit/s, the bit rate can easily be reduced, for example to
7,5 Mbit/s.

transceivers is to be highly resistant against interfer-
ence of all kinds, for example electrostatic discharge
(ESD), and to emit little interference themselves. The
performance of the transceiver type determines the
bit rates a network can achieve. Therefore, CAN ver-
sions with increased or very high bit rates require
better transceivers. Two new technologies are domi-
nating current discussions on signal enhancement in
this context: CAN SIC and CAN SIC XL. CAN allows
complex topologies consisting of mixed line and star

networks including long stubs, which naturally leads
to reflections on the bus. Since ringing caused by

Figure 3: Possible future zone architecture in vehicles (Source:
Vector Informatik)
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CAN XL meets Autosar

How do CAN XL and Autosar fit together? What are the
main changes in Autosar? What effort is necessary
to upgrade ECUs for CAN XL? As expected, concrete
changes to the Autosar documents can mainly be found in
the specifications for CAN transceivers, CAN drivers, and
CAN interfaces, but also in the Ethernet interface speci-
fications. CAN XL must now be definable as a physical
medium for the Ethernet stack. For this, new configura-
tion parameters have been defined. It must be possible to
describe the CAN XL controllers in the ECU configuration.
Existing value ranges such as bit rates, for example, must
be adjusted. For this, these two new documents will be
added: AUTOSAR_SWS_CANXLDriver and AUTOSAR_
SWS_CANXLTransceiverDriver.

Modifications to the Autosar system template are
required for the system description of the CAN XL-spe-
cific controller configuration. Frame triggering has been
adapted for CAN XL frames and the new XL fields have
been integrated. Fortunately, there is no need to change
the description of signals and PDUs. For Ethernet frame
tunneling, however, somewhat major changes must be
made to the system template. Among other things, the
responsible Autosar Concept Group has decided to intro-
duce the Ethernet interface as a further upper layer for
CAN XL. This allows access to the IP stack and service-
oriented communication (SOME/IP, SOME/IP-SD). Conse-
quently, IP communication via complex CAN topologies is
now possible.

For a project update of a pure CAN ECU to CAN XL
with unchanged communication description, adjustments
are mainly necessary to the CAN interface and the driver
layers. A more complex process, however, is the migra-
tion of an Ethernet ECU to a CAN XL ECU. New modules
are added, especially because the ECU now needs a CAN
interface and a CAN state manager even with pure
Ethernet tunneling. However, this provides the advantage
of using CAN and Ethernet communication on the same
network. The CAN XL Autosar concept was approved

Figure 4 + Table 1:
Detailed description
of CAN XL frame
(Source: Vector
Informatik)

in November 2022. A CAN XL product solution for the
Autosar workflow is expected from Vector around mid
2023.

CANsec: Hardware-implementable security
protocol

Another key requirement for future mobility is security. The
new CANsec security protocol adds integrity, authenticity,
and confidentiality to ECU communication. Without appro-
priate measures, it is basically quite easy to attack CAN.
Since every CAN participant listens to all frames, it is suffi-
cient to compromise a node to gain access to the commu-
nication. Attacks such as spoofing, sniffing, and message
replay make the operation of engine controls, braking sys-
tems, and so on directly vulnerable. Autosar already has
the SecOC security protocol, but this is at the top end of
the protocol stack and places high demands on CPU per-
formance.

The CANsec protocol provides the solution. Prefer-
ably implemented in hardware, it works efficiently and fast.
Both sender and receiver have secret keys that must be
transferred to the devices beforehand in a secured way.
The AES (advanced encryption standard) generator on the
CANsec controller encrypts the frame to be sent and pro-
vides it with the Integrity Check Value (ICV) and verifica-
tion information. If the receiver calculates the same ICV
value during decryption, data transmission was done cor-
rectly. CANsec allows secure zones to be formed from sev-
eral participants. Their communication can now no longer
be interpreted by other participants on the same network
segment. CANsec is fully implementable in hardware and
software to enable smooth migration to the next vehicle
platforms.

Small and smart: CAN FD Light

CAN FD Light is a simple but efficient networking system
derived from CAN FD. Unlike all other CAN versions, the
commander-responder principle is used here, similar to
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trolled, 11-bit identifiers are sufficient. There is no bi-trate BY HUS NETWORKS

switching, the data rate always corresponds to the arbi-
tration data rate. CAN FD Light uses exclusively CAN FD
frames because they offer clear advantages over Classical
CAN with their user data length of 64 byte. CAN FD trans-
ceivers according to standard ISO 11898-2 are provided
for the bus structure.

CAN FD Light protocol controllers for responder nodes
are housed in a single monolithic IC. On the responder
side, no more software is required. The responders'
memory addresses are accessed directly. In addition to
addressing individual participants, many responders can
be addressed simultaneously via multicast and broadcast
frames. On the commander side, a conventional CAN FD
controller is used. CAN FD Light thus offers a cost-effec-
tive solution for query sensors and controlling many small
actuators.

Existing CAN FD know-how, analysis tools, and inter-
faces can be reused almost unchanged for CAN FD Light.
The SIG of CiA is responsible for standardization, design
recommendations, and conformance testing. The CAN FD
Light specification on the part of CiA has been completed;
ISO standardization as a normative annex for ISO 11898-1
is in progress.

Summary and perspectives PC/CA N INTERFACES

CAN XL, which has been further developed on the basis
of Classical CAN and CAN FD, scores with several inno- Easy CAN and CAN FD connection
vations and is ideally tailored to the requirements of future i i

E/E zone architectures. New fields in the protocol provide for WELE 8DD|ICatIOﬂ
more clarity and facilitate software development. On the
physical layer, the new CAN SIC and CAN SIC XL tech-
nologies significantly increase transmission speed up to
20 Mbit/s. Interfaces for configuration, analyzing and control

One of CAN XL's outstanding features is the tunneling application as well as for the Ixxat tool suite

of Ethernet frames. This allows both signal-based real-time
communication and service-oriented communication via
the same network. Consequently, CAN networks with com-
plex technologies are also available for IP communication. Drivers (32/64 bit) for Windows7/8/10/11 and Linux
Multi-drop architectures connect multiple participants with-
out switches and save costs on cable harnesses. On the APIs for CANopen and SAE J1939
software stack side, any CAN XL ECU can be turned into
an Ethernet endpoint and allow service-oriented commu-
nication there as well. CAN XL thus also offers good pre-
requisites for the migration of various higher protocols. The

first controller prototypes are expected to be distributed to ‘
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CAN XL as backbone for body application

CAN XL, the third CAN generation, provides high-layer protocol management
functionality. This allows running multiple applications using different higher-layer
protocols on a single CAN XL backbone network. A typical application is commercial
vehicle backbone network for body applications.

Some commercial road vehicles, trucks, and trailers,
provide a gateway device for body builders. The gate-
way is connected to the in-vehicle networks often based on
Classical CAN J1939 networks and provides on the other
side a Classical CAN port to be connected to body appli-
cations. Body applications include tail-lifts, truck-mounted
cranes, tippers, refrigerators, etc. There are also complex
body applications with more than one control unit. Espe-
cially, refuse-collecting trucks and fire-fighting vehicles
implement even several CAN body application networks.
Most of the CAN interfaces for the body builder provide
J1939 parameter groups (PG); an exception is Iveco offer-
ing a CANopen-based interface. In order to backbone mul-
tiple body application units with optional deeply embedded
CAN networks, the DIN 4630 standard has been devel-
oped. The first edition was published in May 2022. It is
based on Classical CAN using J1939 or CANopen as high-
er-layer protocol.

CAN XL possibilities

In 2018, CiA members started to de-
velop the third CAN generation, also
known as CAN XL. The CAN XL pro-
tocol (CiA 610-1) separates the ID
functionality represented by two in-
dependent protocol fields: the 11-
bit Priority ID field and the 32-bit Ac-
ceptance field. The data field has a
length of 1 byte to 2048 byte. The
CAN XL SIC physical medium at-
tachment specification (CiA 610-3)
uses optionally a PWM (pulse-width
modulation) coding enabling data-
phase bit rates of above 10 Mbit/s.
Applying linear topologies, up to 20
Mbit/s have been achieved. CiA has
already submitted its CAN XL lower layer specifications (CiA
610-1 and CiA 610-3) to ISO for international standardiza-
tion.

The CAN XL data link layer protocol features embed-
ded OSI layer configuration as specified in ISO 7498-4
(Information processing systems — Open Systems Inter-
connection — Basic Reference Model — Part 4: Man-
agement framework). This includes the PCS (traditional
non-return to zero (NRZ)) coding or the optional PWM
coding, the data link layer (Classical CAN, CAN FD, or
CAN XL frame formats), and the higher layers. The

higher-layer configuration possibility by means of the SDT
(Service Data Unit Type) field is new. It allows the trans-
mitter to indicate in the CAN XL data frame, which higher-
layer protocol is used. This enables the network designer
to run different higher-layer protocols on the same cable.
The usage of the 8-bit SDT field is specified in the CiA 611-1
document. The receiver of a CAN XL data frame knows
from the SDT value, how to interpret the CAN XL data
field.

Additionally, the CAN XL protocol provides the VCID
(Virtual CAN Network ID) field. This 8-bit field indicates to
which virtual network the received data frame belongs to.
With this approach, the system designer can implement
several network applications on one network cable, if such a
backbone network provides sufficient bandwidth. Combined
with the SDT field one can run even multiple instances of the
same higher-layer protocol on such a backbone network.

Figure 1: The CAN XL frame embeds higher-layer protocol (HLP) management
information: the SDT and the VCID fields enable to run multiple instances of
different HLPs on the same network segment (Source: CAN in Automation)

Example: Fire-fighting body application
units

Fire-fighting trucks are equipped with body applica-
tion units (BAUs). Some of these BAUs need to commu-
nicate with the in-vehicle networks provided by the truck
or chassis manufacturer by means of an IGU (in-vehicle
network gateway unit). Optionally, there are additional
units connected to this body builder network such as a TGU
(telematic gateway unit) or an FMU (fleet management
unit). Each BAU may also comprise a deeply embedded
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Figure 2: Example of the body application of a fire-fighting truck using Classical

CAN networks (Source: CAN in Automation)

network. Typically, all these networks are based on
Classical CAN. Most truck OEMs (original equipment
manufacturers) provide a J1939-based IGU, to which the
fire-fighting truck suppliers connect their BAUs.

The body builder network for commercial vehicles is
standardized in DIN 4630 (Road vehicles — Data param-
eter specification for body application units in commercial
vehicles) in English language. It specifies a generic 1GU,
the TGU, the FMU, and several BAUs. The first edition of
this document does not standardize specific BAUs for fire-
fighting vehicles.

Depending on the fire-fighting
vehicle’s functionality, there are
different proprietary BAUs connec-
ted to the body application net-
work. Normally, fire-fighting trucks
are produced in low quantities.
They provide more or less a unique
functionality. Thisisnotcosteffective.
Each vehicle needs to be equipped
individually. This is why the fire-
fighting industry (vehicle OEMs and
suppliers) developed the DIN 14700
series standardizing fire-fighting
devices such as battery chargers,
frequency inverters, pumps, signal
warning units, etc. This approach
is also known as FireCAN. The
specified communication interface
for the devices is based on CANopen, but not compliant
to the above-mentioned standards and specifications. To
overcome this weakness, the DIN 14700 series is currently
in review. One objective is to harmonize the communication
optionally with the CiA 301 CANopen application layer
and communication profile. The DIN 14700 parts will be
integrated into a single standard also published in English
language. The DIN 14700 host controller manages the
communication with the fire-fighting units (FFU). These
FFUs are virtual entities. This means a real device can
host one or more FFUs. They are directly connected to
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Figure 3: Example of a fire-fighting truck body application with a CAN XL backbone

network (Source: CAN in Automation)

the body application network. The host controller acts as
a gateway communicating with the IGU, TGU, and FMU
by means of the body builder network (in the future
based on DIN 4630). In order to standardize the IGU
specifically for fire-fighting trucks, DIN has developed a
special document. The DIN 14704 (Fire-fighting and fire
protection — Fire-fighting-specific parameters for in-vehicle
gateway units) standard is based on DIN 4630 using a
J1939 mapping of parameters. It specifies the mandatory
and optional suspect parameters (SP) and the parameter
groups (PG).

But there are still several not standardized interfaces
for fire-fighting BAUs. This includes the FireCAN unit (FCU)
interface, the water/foam container unit (CU), the outrigger
control unit (OCU), the turn-table ladder unit (TLU), the
aerial working platform unit (AWPU), etc. For e-vehicles,
additional equipment such as power battery units (PBU)
and an energy management unit (EMU) is required. There
is also a desire to use the vehicle’s second dashboard for
body application purposes.

Implementing multiple Classical CAN networks leads
to complex wiring harnesses and additional hardware for
bridges, routers, and gateways. The effort to tailor the body
application functionality is high. Even with standardized
units the integration of fire-fighting equipment is somehow
challenging. When implementing a single backbone
network, the integration task would be much easier.

CAN XL provides suitable features

CAN XL is a candidate for such body application backbone
networks. It provides sufficient bandwidth to substitute
multiple Classical CAN networks. Additionally, it features
the necessary functionality to migrate from a multiple
Classical CAN approach to a single backbone network
approach. The protocol-embedded higher-layer protocol
configuration function, the SDT field, allows to indicate
the used higher-layer protocol (e.g. CANopen, J1939, or
proprietary ones). This enables running CANopen and
J1939 applications on the same network. In combination
with the VCID field indicating a dedicated virtual network,
one can even run multiple CANopen or multiple J1939
networks on the same network cable. In total, one can
assign 255 virtual network IDs.

Applying  virtual  networks
and virtual functional units allows
implementing multiple virtual
communication interfaces on a
single CAN XL hardware port.
Implementing multiple functional
units is already supported by
classical CANopen: up to eight
logical devices can share one
node-ID. If more functional units
need to be realized, multiple
CANopen nodes with different node-
IDs can be implemented. Another
option is the implementation of
an application profile. CANopen
application profiles enable the
implementation of virtual devices as
the J1939 application profiles are doing. But the mixing of
CANopen devices and J1939 devices in a single Classical
CAN network is only possible in theory. The limited
bandwidth is one practical challenge. Another one is that
J1939 allows proprietary use of data frames in CBFF (CAN
base frame format). This could lead to double-use of 11-bit
identifiers. CANopen supports optionally the use of data
frames in CEFF (CAN extended frame format), which could
lead to conflicts with J1939 parameter groups. If multiple
proprietary higher-layer protocols need to be integrated, a
single Classical CAN network with a harmonized network
layer is required.

Conclusions

Body builder networks based on CAN XL overcome
all described limitations and challenges. Especially, the
above-mentioned higher-layer management options
(SDT and VCID) embedded in the CAN XL data frame
enable the integration of heterogeneous higher-layer
protocol approaches. The separation of arbitration
and addressing functions in the CAN XL protocol is
another important feature to enable the integration of hetero-
genous higher-layer protocols, which can be instanced,
too.

The data-phase bit rate of more than 10 Mbit/s allows
the straight-forward integrations of multiple Classical CAN
network segments without communication optimization.
However, this high bit-rate requires the use of so-called
SIC XL transceivers, which limit the arbitration bit rate. But
this is not a real limitation, because the required network
length limits the nominal bit-rate to 500 kbit/s (125 m) or
even lower to 250 kbit/s (250 m).

Adapting an MPDU (multiple process data unit)
concept mapping several application layer PDUs in a
single CAN XL data frame can optimize the communication,
because the data link layer (DLL) header/footer is shorter
and the DLL payload is longer (up to 2048 byte). Of
course, such an MPDU concept requires an additional
header/footer in the communication middleware mapped
to the application layer payload. But this protocol
overhead is mapped into the CAN XL data field,
which is transmitted with the configured data-phase bit
rate.
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Coming back to the example of the fire-fighting
vehicle: The legacy body application integration network
(legacy backbone) can be integrated with the BAU-
specific embedded networks (e.g. DIN 14700). The legacy
hardware gateways become virtual gateways folded on
a single CAN XL port. This allows to use a single wiring
harness optimized to the vehicle’s constructions and to
pre-install connectors at places, where generic electronic
control units (ECU) with CAN XL connectivity can be
placed. The ECU functionality is software-configurable as
well as gateway functionality. This reduces the effort for
the wiring harness as well as number of CAN XL ports.

The described fire-fighting vehicle example is
applicable to other complex vehicle body applications
(“machines on wheels”). This includes, for example, refuse
collecting trucks and trucks with multiple BAU functions
(e.g. refrigerator and tail-lift or truck-mounted crane and
tipper). The presented backbone approach integrating
several legacy networks is also suitable for other
commercial off-highway and off-road vehicles as well as
agriculture, forestry, mining, and earth-moving machinery.
Container-handling equipment, forklifts, and road pavers
are other examples.

Author

Holger Zeltwanger
CAN Newsletter

pr@can-cia.org
www.can-newsletter.org

Learn more

The adaptive machine
Your competitive

advantage

Today’s Adaptive machine

challenges solutions

Mass Machines that make
customization to order

Product Instant changeovers
proliferation on-the-fly

Short product Easy reconfiguration
lifecycles via digital twins

To win in a world of mass customization, e-commerce,
direct-to-consumer and omnichannel, it takes
machinery that’s built to adapt. The first machinery
concept that adapts to the products being produced
and packaged! B&R enables adaptive manufacturing
through intelligent mechatronic product transport
integrated with robotics, machine vision and

digital twins.

br-automation.com/adaptive

BaR

B&R | A member of the ABB Group


mailto:pr@can-cia.org
https://www.can-newsletter.org
https://www.br-automation.com/en/technologies/adaptive-manufacturing/

The Iphysics tool from Machineering enables virtual simulation of a machine on the
physical and software levels. For example, CANopen-based communication between
integrated drives and higher-level control can be simulated as well. Especially in the
planning and development phase, this helps to save costs and time.

lot of medium-sized companies either do not or only

occasionally use virtual commissioning in engineer-
ing, the reason being that it is difficult to quantify the bene-
fits of these technologies. On closer inspection, it becomes
apparent that cost and time savings are possible in differ-
ent project-phase areas.

Iphysics from Machineering provides users a tool
for implementing virtual commissioning. Especially the
connection of devices such as controllers, drives (also
implementing CANopen interfaces) as well as various
kinematics from different manufacturers make the sys-
tem implementation more intuitive, safe, and fast. Using
virtual commissioning, problems and possible improve-
ments can be identified early in the development pro-
cess and can thus often be avoided. Expensive repairs
of the actual machine and subsequent customer com-
plaints are therefore reduced. Engineers have more
time for their actual tasks if they do not have to deal
with time-consuming amendments, sometimes at the
customer's site.

What is virtual commissioning

Virtual commissioning is part of a modern machine devel-
opment process. It includes testing and changing of con-
struction data, planning data, and control software in
advance using a virtual system. After a successful vir-
tual commissioning, and once changes and optimizations
are carried out virtually, the transfer to a real machine can
begin. Therefore, errors are recognized and can be elim-
inated in the early development phases. This happens
before the errors could lead to additional expenditure in
terms of costs and time.

A physics-based 3D simulation serves as the basis
for virtual commissioning, which simulates the real behav-
ior of the machine as a virtual model, ideally in real time.
In this way, the entire system, individual machines, or cer-
tain machine elements can be presented. This enables to
visualize, in particular, the interplay between the individual
machines and more complex collaborations with, for exam-
ple, robots or material flows.
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Figure 1: Simulation model of a complete packaging machine (Source: Somic

Verpackungsmaschinen, Machineering)

From today's perspective, virtual commissioning con-
siders all the challenges that arise during the development,
such as changing customer requirements or changes in
construction. Even technologies that are not yet fully devel-
oped, supplier bottlenecks or the lack of communication
between those involved in the development, can be rec-
ognized and avoided at an early stage. This eliminates
time-consuming changes at the end of the development
process. Problems on the real machine that could not have
been foreseen beforehand, can be avoided. Furthermore,
projects that cannot be implemented can be stopped early
and then adapted according to given possibilities.

The software component of machines is steadily
increasing these days. With the help of virtual commission-
ing, it is possible to represent the interaction of mechanics,
electronics, and software at any point in the development
process. Thus, companies can counteract the increasing

cost pressure, reduce material
waste during machine start-up, and
avoid production interruptions due
to inadequately tested software.

Commissioning through
simulation

Virtual commissioning can be car-
ried out with the help of simulation.
The simulation software should be
at the center of the development as
a cross-departmental platform to verify the current state of
development at all times and check for feasibility with other
areas. Hereby, the mechanical, electrical, and software
departments use the same models simultaneously, which
they work on in their native development environment, fur-
thering the development together and immediately able to
test the interaction using the simulation. This way, the cur-
rent state of development in mechatronics development is
tested in an interdisciplinary and continuous manner dur-
ing the earliest phases of the process.

To use the simulation software as a cross-departmen-
tal platform, it is necessary that the simulation has a stable
bi-directional interface to the inventor. This is implemented
in the simulation software Iphysics whereby changes on
the simulated model are also immediately available in the
CAD (computer-aided design) system, thus eliminating
the need to change the model redundantly. By connecting
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Figure 2: Coboworx pelletizing cell and panel with the
digital twin of the plant (Source: Coboworx, Machineering)

various control devices, drives, and robot kinematics,
these can already be tested during virtual commissioning
under real conditions and, if necessary, adapted.

CiA 402 drive operation modes available
in library

The Iphysics tool supports software libraries for simula-
tion of drives’ real-time behavior inside of machines in the
design phase. Recently, Machineering has extended the
library with drive functionalities according to the CANo-
pen device profile for drives and motion control (CiA 402).
CiA 402 (IEC 61800-7-201/-301) specifies several oper-
ation modes and according application parameters for
frequency inverters, servo-controllers, and stepper motors.
The tool supports the common operation modes for posi-
tioning, velocity control, homing, as well as the cyclic syn-
chronous position mode. The implemented homing mode
includes homing methods with limit and homing switches.
Thus, simulation of a pre-defined CANopen-based com-
munication between drives (moving machine parts) and
higher-level control is possible. In the future, it is planned
to implement further operation modes such as the touch-
probe functionality.

Potential of virtual commissioning

Practice has proved that using of virtual commissioning
can have positive effects on productivity, quality, and the
time-saving factors. It can also help to reduce invisible
waste in the processes. With regard to productivity, early
safeguarding of machine concepts and machine behav-
ior reduce the risk for both human and machine. Due to
improved communication and early knowledge, the coor-

dination effort and the effort for troubleshooting can be
reduced. As different program variants can be run, the opti-
mal program can be developed early in the process. Pro-
ductivity is also increased because of greater employee
satisfaction, as they can focus on their actual tasks. With
the help of virtual commissioning and the digital twin that is
being created in parallel with the development, training for
customers is possible on the virtual machine. Conversion
to new products can also be tested in advance and imple-
mented quickly during operation.

Companies can also benefit from a reduction in qual-
ity costs, as machine elements with the software to be
installed have already been tested at an early stage. Thus,
the company is able to deliver sophisticated machines to
the customer. The customer will not have to deal with sub-
sequent rework, corrections, and modifications. During the
developmental phase, individual steps can be coordinated
with the customer and approvals as well as identified prob-
lems can be discussed using the digital twin. Solutions that
were virtually tested in advance can thus be transferred to
the actual machine.

A shortening of the overall development time as well
as the associated adherence to delivery dates speak to the
use of virtual commissioning. Due to the parallel engineer-
ing in particular, the PLC (programmable logic controller)
programming, for example, is adequately adapted, which
results in the throughput time being shortened by 70 %.
The time for troubleshooting and rectification of potential
errors is also significantly reduced. Employees are able to
spend less time at the customer's site, as many issues can
be clarified in advance. Thus, they are able to focus on
new projects sooner.

Practical example

In a practical example, an inventory was carried out at an
exemplary machine manufacturer. Process indicators such
as throughput times, complaint and error rates, KPIs (key
performance indicators) for ongoing projects, and person-
nel costs were determined. A customer-specific concept
with a set of rules for the use of simulations was then devel-
oped, showing how virtual commissioning can be optimally
anchored and implemented within the company.

One year after the project start, these key figures
were determined once again and the savings achieved
were quantified. Around two-thirds of these savings can be

Figure 3: Plastic injection molding machine for pharmaceutical disposables and its digital twin (Source: Ml Micro, Otto

Ménner, Machineering)
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Figure 4: AR (augmented reality) application from Iphysics
for hall planning (Source: Adobe Stock, Machineering)

attributed to the increase in employee productivity, mainly
generated by the early validation of concepts and the
avoidance of unnecessary activities such as trouble shoot-
ing. 26% of the savings were achieved by improving qual-
ity and measuring the reduction in quality costs through
the decrease in customer complaints and error messages.
8% were due to the savings based on the increased adher-
ence to delivery dates and the reduction of contractual
penalties. The practice has also shown that the potential
of virtual commissioning can only be fully exploited if it is
deeply implemented in the processes.
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Standards and specifications

(Source: Adobe Stock)

This section provides news from standardization bodies and nonprofit associations
regarding CAN-related documents. Included are also recommended practices,
application notes, implementation guidelines, and technical reports.

Does it matter, if something is required, commanded, confirmed, or indicated?

Parameter specifications in SAE J1939 documents and
also in ISO standards referencing the SAE recommend-
ed practices are not always consistent in terminology. This
makes them hard to read and to understand. Of course, most
of these issues are based on the fact that we have to live
with our historical failures. Already the term Suspect Pa-
rameter (SP) is today misleading, because not all J1939 pa-
rameters provide an embedded error indication, for example
some enumeration parameters. Just using the term param-
eter would be perhaps the better choice. In addition, some
J1939-related specifications use the term signal as a syn-
onym of SP. But “signal” seems something related to physics.

ISO 11992-3 is somehow confusing newcomers

If you are a longtime fellow of J1939, you can stop reading.
You will not consider the SP descriptions given in the J1939
Digital Annex or one of the ISO standards defining the
SPs. Many of them provide ambiguous information and are
sometimes not easy to understand — especially for non-native
English speakers.

In the last edition of the ISO 11992-3 standard (CAN-
based truck/trailer link), many SP descriptions have been

DIN 14704 published

eginning of this year, DIN has published a standard in
English language specifying the body builder gateway
for fire-fighting trucks. It is based on J1939 and DIN 4630
(published in May 2022). DIN 4630, also written in Eng-
lish language, is a generic standard for commercial vehicle

reworded. Unfortunately, these texts do not use verbs
consistently describing the function of the parameter. It
matters, if you define that an SP requests or commands
something. We know this quite well from human communi-
cation, there is difference to give a command (you are not
allowed not oppose) or request something (this is just a
wish, but the decision is made by the receiver).

In most cases, the towing or the towed vehicles just
send requests and not commands mapped into the Param-
eter Groups. The corresponding response on the applica-
tion level is the confirmation by means of SPs containing
status information. If, for example, the “Clutch-independent
PTO switch” description reads: “This parameter indicates
the status of the clutch-independent PTO switch”, you can
guess if this is a request or command. Or you even may
think this is a status.

In order to avoid misunderstandings: The ISO 11992-3
SP specifications are technically correct. The descrip-
tions are in some cases ambiguous and can therefore
lead to misunderstandings. This relates mainly to the
PTO (power take-off) parameters, the lighting parameters
controlling the trailer illumination, and some other
functions.

body builders and can be applied on trucks and trailers. DIN
14704 standardizes the mandatory and optional Suspect
Parameters (SP) and Parameter Groups (PG) dedicated
for fire-fighting trucks. In the next edition, additional func-
tional units (e.g. Telematic Gateway Unit) are intended to
be added.
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Efficient diagnostic simulation on CAN FD

Diagnostic simulation is the proven means when a test counterpart is not yet or
no longer available. Whether in test preparation, in regression tests, or in training
facilities. The targeted use of such a solution makes it possible to avoid mistakes.

he complexity of E/E networking is increasing all the time

—and with it the necessary effort involved in testing. This
is true both in terms of the validation of functionalities and in
terms of ongoing regression tests of the test methods. Mod-
ern vehicles all have a large number of variants, which are
usually shown by software configurations in combination with
varying states of assembly. Different motorizations, for exam-
ple, are generated both using a range of different engines
and via coding. The number of variants also increases over
the life cycle, as new software versions with changed behav-
ior enter the field.

In diagnostic testers, this complexity should not be
underestimated. After all, the test environment has to be
adapted in each case, while ensuring that the existing func-
tionality is not compromised. This has to be proven each
time. As far as testing new functionalities is concerned, the
question of validating the test environment is also raised on a
regular basis. If in doubt, this can be left until the device under
test (DuT) arrives. Troubleshooting between the test method,
test environment (consisting of computer, vehicle communi-
cation interface, and cabling) and the DuT then takes consid-
erable time, time which could well be missing later when it
comes to testing.

As different as the two cases may seem, they have
something in common: a lack of suitable counterparts. In the
case of test preparation, this facilitates the error-free com-
missioning of the test setup. This means that when the DuT
arrives, any error that occurs can be clearly assigned to it.
This either results in a reduction of the test time or enables a
much greater test depth and range in the same test time. In a

regression test, as many installation and software variants as
possible must be available to be able to make a valid state-
ment. In practice, this is virtually impossible.

In both cases, a diagnostic simulation results in sig-
nificant improvements as it offers a reliable, configurable
counterpart. In a regression test, this basically means that
all variants of all vehicles are available; in test preparation,
the test environment can be approved together with the
test methodology before the DuT is available. The simula-
tion information is stored in files. The simulation files can be
loaded onto the simulation device and started as part of auto-
mating the “tester test” in the program sequence. It is also
possible to modify communication parameters via the inter-
face and thus to verify the correct behavior of the tester. Such
simulation files do not require much storage space and are
stored centrally.

Mostly carried out via CAN

Communication between the tester and the diagnostic simu-
lation - even though Ethernet is gaining importance in some
applications - is still mostly carried out via CAN. Both, Classi-
cal CAN and CAN FD are used. For diagnostics, transmission
rates of up to 1 Mbit/s must be supported for Classical CAN
and 8 Mbit/s for CAN FD. Softing TCS is a modern diagnostic
simulation consisting of the simulation hardware, a configu-
ration application and an API (application programming inter-
face) for integrating the hardware in test automations. The
hardware is flexibly tailored to current and upcoming require-
ments thanks to the Multicore-Linux platform used. It has an
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Figure 2: The Softing TCS.device is a configurable
diagnostic simulation and can be used as a replacement
for real ECUs or vehicles (Source: Softing Automotive)

OBD (on-board diagnose) jack and thus represents a vehicle
in entirety as far as diagnostics is concerned. Alternatively,
CAN can be accessed in the usual way using a D-SUB jack.
Simulation files for different ECUs (electronic control unit) and
vehicles are loaded onto the device via a LAN connection or
using a USB stick.

The behavior towards the tester is completely config-
ured in simulation files; programming is not necessary. The
simulation is generated on the ISO/OSI layer 4 level, i.e.
above the CAN network. Communication mechanisms nec-
essary in diagnostics, such as segmenting, flow control, etc.,
are automatically processed through the protocol stack in the
simulation hardware but can be controlled via communica-
tion parameters. This is how the timing of a response can be
controlled at all times, predefined in the simulation file, but
also during runtime via the programming interface. As a mini-
mum response time via the diagnostic CAN, the simulation

Figure 3: Integration in test automation (Source: Softing
Automotive)

Figure 4: Simulation in test preparation (Source: Softing
Automotive)

allows approx. 1 ms. A slower response behavior can be set
via the parameterization for checking the tester, even outside
the protocol limits.

In the simplest case scenario, a message (request) sent
by the tester is compared with exactly one response in the
simulation file. A request for a measurement value (e.g. 22,
014, 2Fy) is then responded by its corresponding message
(e.g. 625, 014, 2Fy, 014h, 234). Wildcards can be used as it
is not always desirable to enter all requests specifically in a
simulation. Using an ‘X', any hex value in the request can
lead to a response; a ‘...” would allow a variable length (e.g.,
22, 014, 2X, ..). Simple chains of effect have also been
taken into consideration. This makes it possible to send a
different response to a request each time. Changing values
can thus be simulated, as can a negative response with the
first request and a positive response with the following one.

Using variables is a major simplification. These can
be set by a request — this is then marked accordingly in
the configuration. Subsequently, the variable value in the
response can be entered automatically. Thus, not all combi-
nations have to be edited. Variables can also be used in com-
munication control. A typical diagnostic example is session
handling: Specific services can only be used in specific ses-
sions. So, if the relevant service comes from the tester, the
variable is set. In the case of relevant critical services, the
variable is queried. If the variable is assigned appropriately, a
valid response is received; otherwise a negative one.

The simulation files are created in different ways. The
regular communication between a tester and the ECU or vehi-
cle can be recorded for the regression test. A corresponding
simulation file is then generated from the trace file at the push
of a button. This works with the usual CAN formats as well
as with the PCAP format. In test preparation, the diagnostic
specification currently tends to take the form of an ODX file.
This can be read in and the simulation can be created using
the possible information. This either takes place manually for
every service or automatically at the push of a button using
definable rules. Both methods can also be used combined.
Existing gaps or special cases can then be created manually.
Overall, this enables very efficient creation to suit the particu-
lar application case.

In summary, diagnostic simulation is the proven
means when a test counterpart is not yet or no longer avail-
able. Whether in test preparation, in regression tests, or in
training facilities. The targeted use of a solution, such as
Softing TCS, makes it possible to significantly avoid mis-
takes. Testing can be more specific and wider-ranging thanks
to the time gained by earlier maturity. This means that the
simulation not only saves a considerable amount of money,
but is also the basis for improving quality.
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Free tools for setup and
operation of CAN

The software tool set from ESD Electronics
enables setup, monitoring, analysis, diagnosis,
simulation, and optimization of CAN-based

networks.

Since the 1980s, CAN has simplified transmission
paths to and from analog and digital devices. Today,
CAN networks can be found in many industries: from
automotive applications to automation technology, medical
engineering, and aircraft technology.

Since the early days of CAN, ESD Electronics has
concentrated on the development of CAN-connectable
components and devices. The product portfolio ranges
from CAN interfaces, gateways and bridges, 1/0 modules,
plug-in card systems as well as CPU (central processing
unit) boards. To support users while setup and operation
of CAN networks based on these components, the
company from Hanover (Germany) offers free software
tools.

Software tools included

The CAN Software Development Kit (CAN SDK) for the
NTCAN API (application programming interface) includes
the CAN diagnostic tools CANreal, CANplot, CANrepro,
CANSscript, and COBview. The system requirement for
using these tools is a current Windows operating system
as 32-bit or 64-bit version. In addition to the five CAN
tools, the CAN SDK includes header files, libraries, sample
applications, and documentation. Another tool is the
esdACC Error Injection GUI (graphical user interface) tool,
which can be used to simulate CAN errors.

The CAN SDK allows developing, debugging, and
testing of applications based on CAN hardware. All tools
as well as the programming API share the multi-process
NTCAN architecture. It supports CAN FD and time-
stamped receiving and transmitting of frames including
CAN inter-process communication. A virtual CAN driver
for developing and testing applications completes the
tool-box.

The libraries and samples included in the CAN SDK
are available for many programming languages and
environments. These include C/C++ (Visual, Borland,
MinGW), Visual Basic 6, Delphi, Purebasic, and Python.
In addition, the CAN SDK also includes NTCAN.NET
class libraries for the Microsoft.NET framework for
implementation of applications in C# or VB.NET. In
addition, the kit offers function blocks for API functions as
well as the function blocks of the CANopen Tiny Manager
for use of CAN and CANopen in Labview.

Third-party software can be used directly with the
CAN hardware from ESD through suitable libraries. For
example, ESD offers a DLL (dynamic link library) for the
CANopen Conformance Test (CCT) from CAN in Automa-
tion (CiA) and a corresponding version for the DeviceNet
Protocol Conformance Test, a software of the Open
DeviceNet Vendors Association (ODVA).

Monitoring and testing of CAN networks

The software tool CANreal is a monitor program for mon-
itoring and analysis. It is also used as a test environment
for CAN networks. Thanks to its open plugin interface,
both supplied and self-written plugins can be used, such
as those for CAN data bases (DBC) or J1939.

With its range of configuration options, the program is
also versatile in diagnostics. For example, it is possible to
set CAN-Identifier filters for 11-bit and 29-bit CAN-IDs, to
log CAN frames and to display parameters decoded with
DBC files. Moreover, high-resolution time stamps can be
evaluated and CAN error detection as well as a variety of
trigger functions can be used. The frames are displayed
either as an online list or statically (object mode). The
user can configure the columns. The time-stamps of CAN
frames can be displayed as absolute values, with or with-
out a date accurate to the microsecond, depending on the
settings. An additional column displays the relative value
with respect to the previous CAN frame. For CAN hardware
supporting IRIG-B time code format, the transmitted time-
code can also be set and put out as a time base.

Furthermore, CAN statistics with a calculation of bus
loads and with transmit maps for user-defined CAN frames
are available for diagnostics. The logging function offers
the possibility to split large data sets into several files, or
to overwrite them cyclically for data reduction. Files with
recorded frames can be converted to CSV files or reloaded
into CANreal (offline list) and into such tools as CANplot or
CANrepro. The statistics function provides detailed infor-
mation about the CAN network, the number of CAN data
frames, error frames and more.

The single fault diagnosis shows detailed information
about faulty CAN frames. A search function with bookmarks
allows searching for individual CAN data frames or error
frames. An advanced search can be defined individually.
Since the tool is based on the ESD CAN driver with the
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Figure 1: Monitoring program CANreal for control and
analysis purposes (Source: ESD Electronics)

multi-process NTCAN architecture, several instances of the
CANreal tool can be opened simultaneously to a CAN network.
Alternatively, the CAN network used by an application can be
directly observed.

Displaying CAN data graphically

Graphics of data not only show values at a glance but also ratios
and proportions. CANplot prepares CAN data and displays it
graphically ontwo scalable coordinate axes (online and offline).
Thanks to the individual message recognition, criteria such as
position in the data field and the data type can be selected
and displayed in individual data graphs with color assignment.
CAN data can be selected according to the network number,
CAN-Identifier, and position in the data field. Several numeric
data types are pre-defined for data interpretation. Data formats
from Intel and Motorola (big endian/small endian) are
supported.

Reproducing CAN frames

For analyzing CAN communication, the CAN frames
previously recorded via CANreal can be repeated with
CANrepro. This function allows incoming diagnoses or
automated test procedures. The original time sequences
remain at the reproduced data and the individual CAN-IDs
can be selected. Using CANrepro, a realistic simulation of
CAN devices is possible and the recorded CAN messages
can be reproduced again.

Figure 2: CANplot prepares CAN data and displays them
graphically (Source: ESD Electronics)

Figure 3: CANrepro for analyzing CAN communication with
reproduced messages (Source: ESD Electronics)

Creating Python programs

If executable Python programs (Python scripts) are required,
CANscript provides a corresponding GUI frontend allowing
execution of PyNTCAN-based scripts for test automation,
residual bus simulation, and other applications.

Setting up CANopen nodes

The COBview tool provides the user with a CANopen object
overview and enables the modification of device parameters
and of the network states for testing purposes as well as for
setup of CANopen nodes. In addition, the program helps with
the analysis and diagnosis of CANopen nodes and with the
search and display of CANopen devices in a CANopen net-
work. The tool offers basic CANopen network management
(NMT) functionality (start node, pre-operational, reset, stop)
as well as read/write access to the object dictionary. It lists
CANopen objects with all sub-indexes and interprets the
object data. The objects are read by index and displayed in a
list with all sub-indexes. Data interpretation is generic in mul-
tiple formats without the need to load EDS (electronic device
sheet) files. The network scan function lists all devices on the
network.

Simulating CAN errors

The esdACC Error Injection GUI tool provides a free
graphical user interface designed for the error injection

Figure 4: CANscript for test automation of PyNTCAN-based
scripts (Source: ESD Electronics)
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Additionally, the tools offer a lot of possibilities for analysis,
diagnosis, and optimization of CAN-based communication.
Simulations for testing purposes and monitoring, for exam-
ple in troubleshooting, are given as well.

Figure 5: CANview provides CANopen object overview
and enables modification of CANopen device parameters
(Source: ESD Electronics)

unit integrated into some of manufacturer’s CAN inter-
faces. Conventional CAN controllers available on the mar-
ket at present, are not able to send faulty CAN frames due
to their design. However, the esdACC CAN IP core, sup-
plemented by the error injection unit, can generate or sim-
ulate numerous CAN errors. In addition to the GUI tool,
error injection can also be configured and used directly via
API calls using the NTCAN API. In this way, automated test ~ Authors
cases can be realized in complex test scenarios.
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ESD Electronics
The software support provided in form of different ESD  info@esd.eu
tools enables setup and configuration of CAN networks.  www.esd.eu

CAN in Automation

Get the CAN-related knowledge!

In 2023, CiA offers educational training onsite and online.

Online seminars Date Language Technology days Date Location
CAN for newcomers 2023-10-11  English CAN XL technology day 2023-04-26 Detroit area
CANopen for newcomers  2023-10-12  English CAN XL technology day 2023-06-22 Paris area
Chinese technology day 2023-09-14 Online
inars

Date Language English technology day 2023-11-29  Online
CAN and CANopen for 2023-03-30 German Subject to change without notice.
newcomers
CAN and CANopen for 2023-11-28 German
newcomers
CiA in-house seminars online For more details, please contact

CiA engineers discuss your urgent CAN-related CiA office: events@can-cia. org
issues that are currently of high interest with

regard to your projects. Www. Can'Cia. Ol‘g



mailto:info@esd.eu
https://www.esd.eu
https://www.can-cia.org/services/seminars/

In road vehicles, there are installed multiple CAN-based in-
vehicle network segments for real-time control purposes.
Between electronic control units (ECUs) CAN data frames
containing sensor and actuator data are exchanged using a
publish-subscribe paradigm. Some of the data is sent to — and
comes from — inherently untrustworthy devices such as ECUs
that are cellularly connected or aftermarket, third party pro-
vided.

This is clearly a security issue: these devices cannot in
general be trusted and being given direct access to a CAN net-
work would allow all kinds of attacks on the CAN network and
hence the vehicle. The approach described here is to create a
CAN network for untrustworthy devices separated from inter-
nal vehicle communications via a security gateway that for-
wards traffic between the trusted internal CAN networks and
the untrustworthy external CAN network.

Rationale

The National Motor Freight Traffic Association [1] (NMFTA) is
a nonprofit motor freight carrier organization in the U.S.A. rep-

resenting over 500 carriers collectively operating over 200 000
commercial road vehicles. One key focus of the organization is
protecting their members’ commercial vehicles from the ever-
evolving cyber-threat landscape. As such, the organization has
been a pioneer in conducting and supporting security research
in the transportation domain since 2015.

Because CAN enables robust, low-latency communi-
cation among many ECUs at once electronic architectures in
commercial vehicles, just as for passenger cars, have utilized
CAN as the foundational data link layer protocol for inter-ECU
communication. In the commercial vehicle space, application
messages have historically been standardized by SAE J1939
to allow ‘plug and play’ of device suppliers’ systems (Figure 1).
This has allowed for ultimate configuration and customization
to optimize fleet operations, with a diverse supplier industry
that has encouraged innovation.

For all its benefits, CAN was never designed with secu-
rity in mind: communication has relied on each node acting in
good faith. A plethora of research has demonstrated CAN is
vulnerable to attacks, both at the frame level (such as spoof-
ing fake data frames and eavesdropping on sensitive data)
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Figure 1: Typical J1939 in-vehicle network architecture
(Source: NMFTA)

and at the protocol level itself (such as the Bus Off attack),
undermining all three aspects of the Confidentiality/Integrity/
Availability (CIA) Triad security objectives. If vehicle electronics
were largely isolated and air-gapped systems, these security
issues might pose minimal overall security risk. Unfortunately,
this is no longer — if it ever was — the case. For one, exist-
ing technology such as trailer brake ECUs, which have been
a requirement on commercial trailers since the late 1990s,
have recently been demonstrated as remote attack vectors
[2] and for leaking information via power line communication
(PLC) networks. Additionally, third party remote fleet tracking
and telematics has proliferated within the industry to track and
optimize operations as well as monitor assets for uptime and
maintenance. Since 2017, the Federal Motor Carrier Safety
Administration (FMCSA) has required connected devices in
the form of electronic logging devices (ELDs) to track drivers’
hours of service [3].

Clearly, commercial vehicles on the road today have
multiple remote vectors that could serve as entry points for
an attacker to access and affect the safety critical operations
of the vehicle. At the same time, these potential attack
vectors provide critical functionality for operators and fleets
and cannot be removed entirely. Instead, one method to
effectively reduce risk in the case of a remote compromise is to
introduce a device to partition any untrusthworthy, connected
devices from the safety critical controls of a vehicle: a
CAN based security gateway. Gateways have the purpose of
physically separating a device with potential risk from the rest
of the vehicle system. Messages and data can be defined in
a bi-directional manner to ensure no unintended or malicious
messages are transported across the gateway boundary.

While CAN-based gateways are already implemented
in many vehicle architectures, to date the authors are not
aware of public, comprehensive cybersecurity require-
ments to define such a device. The NMFTA has led a work-
ing group to develop such requirements. The main intention
of the requirements is for NMFTA member fleets to use as
a tool for procurement: to confirm OEM (original equipment
manufacturer) vehicles provide protections before purchasing.
They could also be used by OEMs and aftermarket suppliers
alike as a baseline to develop secure, industry leading
gateways.

Top-level requirements

The NMFTA security gateway requirements define two
domains: the trustworthy network domain (TND) where the

vehicle control systems operate on
CAN networks, and the untrustworthy
network domain (UND) which inher-
ently cannot be trusted (for exam-
ple, third-party wirelessly connected
devices containing complex soft-
ware). A security gateway is defined to
connect the UND with the TND (nor-
mal CAN gateways operating entirely
within the TND are not covered by
these requirements but obviously
nothing prevents a security gateway
from being used in that role). There are three top-level require-
ments for a security gateway connecting the UND with the

TND.

1. A security gateway must restrict CAN traffic in each direc-
tion to only defined traffic for each operational mode. These
modes might include over-the-air downloads taking place
and diagnostics sessions (it is not required that modes
are mutually exclusive, merely that there is an ability to
define what is and is not legal traffic for a given situation).
Restricted and defined traffic prevents a compromised,
untrustworthy device from both directly spoofing applica-
tion data frames that originate on TND and tampering with
internal diagnostic interfaces.

2. Communication within the TND must not be disrupted by
traffic from the UND. This is a less obvious requirement
but just as important: the TND forms part of a distributed
real-time vehicle control system where the message
timing is just as important as message contents. If
traffic from the UND exceeds a defined usage there
can be serious consequences for the latencies of
CAN data frames in the TND, such as timeouts causing
false error warnings, buffer overflows and dropped frames
and even excessive CPU (central processing unit) load with
potential to cause erratic system disruption in receivers.

3. The gateway itself must be secure. Clearly, the secu-
rity gateway itself needs to be controlled. For example,
being instructed to switch between operational modes,
or being re-programmed with a new configuration,
or even extracting and clearing event logs. This con-
trol must be via secure mechanisms to prevent compro-
mising the protections a security gateway seeks to
provide.

These top-level requirements are refined into multiple,

more specific requirements [4].

Defining traffic patterns

Traffic definitions for a security gateway define for each oper-
ating mode specific frames in one domain (TND or UND) that
will be forwarded to the other domain. The traffic patterns
define not only CAN IDs but also how the CAN data field is
handled. The J1939 application layer defines that for a Param-
eter Group (PG) with a given PGN (PG number) mapped into
the CAN ID field, the payload contains known suspect param-
eters (SP), sometimes called in laboratory slang signals. The
J1939 traffic definition may restrict the parameters in a pay-
load on a need-to-know basis. For example, if an application
in the UND requires access to a CAN data frame for a specific
parameter then the other parameters in the CAN data frame

5
=
3
S

35




5
=
3
S

Without gateway jitter control

With gateway jitter control

Figure 2: Jitter control in a security
gateway (Source: Ken Tindell)

may be zeroed out by the security gateway to avoid inadver-
tently disclosing proprietary or confidential information.

A traffic definition also specifies a real-time frame rate for
each frame to be forwarded so that a CAN data frame is only
passed through if that rate is not exceeded. This is the start-
ing point for guaranteeing the timing behavior of the TND: the
real-time data frame rates can be used in CAN network sched-
ulability analysis [5] calculations to determine worst-case laten-
cies. This analysis can guarantee all TND CAN data frames
will arrive on time no matter how often CAN data frames are
sent within the UND. It also allows the buffer space and CPU
time dealing with CAN data frames to be bounded and so pre-
vent frame losses and CPU overloads.

CAN frame handling requirements

A crucial requirement for any CAN gateway is that CAN data
frames are handled properly: applications built on top of CAN
often rely on the network behaving properly (although some-
times unknowingly). For example, multi-frame segments like
ISO-TP [6] require frames that form the segment are not
dropped and are not transmitted out of order. Another exam-
ple is with typical cryptographic schemes for CAN networks,
like the CryptoCAN [7] scheme of Canis Labs: a chained block
cipher mode relies on segments and messages being sent
in order. If the security gateway does not handle CAN data
frames correctly then the overall system could fail.

One of the key properties of CAN is atomic broadcast/
multicast: a CAN data frame that is successfully sent will have
been received at all receivers connected to the network. With

other protocols like Ethernet, frames
that contain errors are just discarded,
and atomicity is implemented in soft-
ware, which is far from easy. Appli-
cations using CAN often rely on this
property — it’s a key feature of the pub-
lish/subscribe communications model
of CAN — and a security gateway is
required to maintain this property.
Because the transmission on one side
of a gateway has completed before the
frame can be sent on the other side,
a gateway inherits an obligation (if the
frame is legal) to always transmit that
frame on the other side. This means
that a gateway is required to have suf-
ficient memory for buffers such that
no frame will ever be dropped due to
a buffer overflowing. Fortunately, it is
possible to statically determine the
maximum buffer space needed after
putting an upper bound on the frame
latencies for frames waiting to be
sent on the destination CAN network
segment.

A security gateway is also
required to transmit frames without pri-
ority inversion: this is a problem where
the latencies of urgent (and hence high
priority) activities are normally short
but intermittently and unpredictably
become very large. This can induce further problems (such as
triggering timeouts leading to spurious fault handling) and must
be avoided. Priority inversion can occur in any system sched-
uled by priorities and most famously occurred during NASA’'s
Mars Pathfinder Mission [8]. It can nearly always be avoided
by writing CAN driver software correctly so that there is a pri-
ority-ordered (i.e. ordered by CAN ID) queue of frames to be
transmitted, where the driver software ensures that the highest
priority CAN data frame is always entered into CAN arbitration
whenever it starts.

There is a requirement for a gateway to transmit CAN
data frames in order (for example, so that ISO-TP segments
are not corrupted). This at first sight may appear to conflict with
the requirement for no priority inversion — in effect it is mandat-
ing FIFO frame transmission. But this is not so: the require-
ment is that FIFO order is required for multiple frames of the
same sequence with respect to each other. This cannot be left
to the hardware: with most CAN controller hardware, if two
frames with same ID are sent at the same time then the hard-
ware will arbitrarily pick a frame to send first, which would vio-
late the requirement to transmit frames in order. So, a typical
way to meet this frame ordering requirement is to put related
frames (typically those with the same ID) into their own FIFO,
and for this FIFO to feed the priority-ordered frame queue.

Another requirement for frame handling is to control the
jitter of a CAN data frame: frames can be queued on a CAN net-
work with a precisely regular periodicity (matching the defined
rate of the frame) but there will be variations in latency and so
the relative arrival time of the frame will vary. If the frame were
immediately placed into an outgoing CAN controller then the
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frame would inherit jitter in the queueing time, and by the time
it was transmitted on the network the variability would be even
larger, potentially so large that two CAN data frames with the
same CAN ID could arrive back-to-back, and this could cause
a receiver to overwrite one frame with another before the first
frame could be handled — effectively dropping a frame and vio-
lating the requirement not to drop frames. A security gateway
is required to limit this jitter: if a CAN data frame arrives on one
CAN network sooner than its defined period [9] since the pre-
vious arrival time then it must be held back and only queued
on the outgoing CAN network segment when this elapsed time
has reached its period (Figure 2).

This requirement does mean that the average latency
through a security gateway is increased, but average case for
real-time control systems is not very important: it is the worst-
case latency that matters. This jitter control means that CAN
schedulability analysis on a TND can take place without knowl-
edge of the timing properties of the UND and therefore the
UND cannot disrupt the timing behavior of the TND.

Secure gateway control

A security gateway itself needs to be secure. Aside from
normal protections common to most embedded systems
(like firmware secure boot), the control of the gateway must
be secure. Control includes programming a configuration,
setting operational modes, and clearing eventlogs. Thereis a
requirement that gateway control must be authenticated. This
could be done by cryptographically secure communications.
For example, a cryptographically secure message between
a driver’s touch screen display and the security gateway. An
alternative is to use a physical interlock switch that prevents
changes until a human has turned a key or flipped a switch.

For cryptographically secure messaging, a security
gateway must store keys securely (so that not even software
in the gateway can read them) and then execute cryptographic
operations with these keys. This can be done by using a
hardware security module (HSM) and the automotive industry
has defined its own Secure Hardware Extensions (SHE)
standard for HSMs. A secure challenge-response protocol
using HSM operations can provide mutual authentication
between a control tool and a security gateway.

Discussion

There are several ways to instantiate the NMFTA security
gateway requirements. One is by using dedicated firmware on
a regular microcontroller with multiple CAN controllers (either
within an existing ECU with the necessary CAN connections
or in a dedicated security ECU). Another is by using a Hard-
ware Security Gateway Module (HGM): dedicated silicon IP
(intellectual property) cores (like an HSM) that implements a
complete security gateway (including CAN controllers) in sil-
icon, deployed as a stand-alone chip or within a System-on-
Chip (SoC) package and designed into an ECU.

The security gateway functionality may be provided by an
OEM to protect certain safety critical systems or provided by
a dedicated third-party interface for aftermarket installation of
telematics services, ELDs, etc. This might be implemented as
a dedicated security ECU or by augmenting the functionality
of an existing ECU design. A dedicated security gateway may

also be provided as a third-party aftermarket option to retrofit
into existing vehicles that are not equipped with an OEM-pro-
vided security gateway.

The NMFTA security gateway requirements described
here are necessary but not necessarily sufficient. It is recog-
nized that there are additional security requirements needed to
make a comprehensive set of requirements for a security gate-
way and the NMFTA will be tackling these in the Truck Matrix
security requirements work [10]; Furthermore, they are primar-
ily intended as tool for procurement by fleets — but they may not
be sufficient for all product security applications of a security
gateway. For example, there may be frames in the TND that
use cryptographic authentication and payload encryption to
prevent physical access spoofing and snooping attacks, and a
security gateway may need to encrypt, decrypt (and potentially
re-encrypt) messages to and from this domain. In these cases,
the NMFTA security gateway requirements should be seen as a
starting point for a more comprehensive functional specification
— one perhaps contributing to a wider industry standardization
process. Such a standard could offer not just easier procure-
ment but also cost savings by creating a market for standard-
ized security gateway implementations and interoperable
tools.

References

[1] More about NMFTA cybersecurity is available at
https://nmfta.org/cybersecurity

[2] CVE-2022-25922 and CVE-2022-26131

[3] https://eld.fmcsa.dot.gov

[4] https://nmfta-repo.github.io/ver-experiment/ver-
experiment/01_gateways.html

[5] Using schedulability analysis on CAN network was
pioneered by Volvo in the 1990s. Today, it is used by
many manufacturers as part of a design-for-correctness
engineering approach to CAN networking

[6] 1SO 15765-2

[7] CAN Newsletter issue 4/2022

[8] Blog post at https:/kentindell.github.io/2020/06/29/can-
priority-inversion

[9] Period is the inverse of rate, so a 100-Hz frame has a
period of 10 ms

[10] See the draft here: https://github.com/nmfta-repo/nmfta-
vehicle_cybersecurity_requirements

Authors

Ken Tindell, Canis Automotive Labs
ken@canislabs.com
canislabs.com

Ben Gardiner, NMFTA
Ben.Gardiner@nmfta.org

www.nmfta.org

John Maag, Cummins
john.maag@cummins.com
Www.cummins.com

5
=
3
S

37



mailto:ken@canislabs.com
https://canislabs.com/
mailto:Ben.Gardiner@nmfta.org
https://nmfta.org/
mailto:john.maag@cummins.com
https://www.cummins.com/
https://github.com/nmfta-repo/nmfta-vehicle_cybersecurity_requirements
https://kentindell.github.io/2020/06/29/can-priority-inversion/
https://nmfta-repo.github.io/vcr-experiment/vcr-experiment/01_gateways.html
https://eld.fmcsa.dot.gov
https://nmfta.org/cybersecurity
https://can-newsletter.org/uploads/media/raw/1bbc13e87a17993c0b30dcad5291ae71.pdf

Telematics gateway:
Choosing criteria and
usage

This article explains the functionality, discusses the
choosing criteria, and describes the use cases of a telematics
gateway on an example telematics device from Iwave.

With cars becoming more connected, OEMs (original
equipment manufacturers) need telematics solutions
that facilitate seamless communication within and outside
the vehicle. The device should be cloud-enabled, connect-
able to servers for real-time computation and analysis, and
offer an intuitive user interface that allows users to interact
and control various operations.

Telematics gateway choosing criteria

When choosing a telematics gateway, various factors should

be considered. These include the type and nature of clients,

geographical conditions, the average distance to cover, and
the vehicle type. The following considerations should be
taken in account:

« Connectivity options: Reliable connectivity solutions are
critical for the connected mobility data transformation.
The telematics gateway should be able
to scale up and down communication
standards based on the connectiv-
ity infrastructure required for a vehicle.
Depending on the end application, a
telematics gateway should be able to
support multiple wireless communi-
cation infrastructures such as Wi-Fi,
Bluethooth, LTE, DSRC (dedicated
short range communication), and so
on.

« Type of data to be collected: The
increasing number of vehicle mak-
ers, models, and options necessitate
a telematics gateway with a modular
architecture capable of supporting mul-
tiple interfaces to the in-vehicle networks

such as CAN (e.g. using CANopen or J1939 higher-layer
protocols), Ethernet, EIA-232, EIA-485, and others.

« Software flexibility: A scalable software is a must for the
simultaneous tracking of diverse assets and vehicles.
The software stacks supported on the gateway should
ensure interoperability among different vehicles and
mobility infrastructures as well as reduce the develop-
ment time of customized applications.

Available functionality

The telematics gateway from Iwave offers car manufac-
turers a modular computing platform, which allows data
exchange between multiple electronic control units (ECUs)
and servers. It provides a secured execution environment
and prevents unauthorized access to the device while main-
taining data integrity.

Figure 1: Features of the telematics gateway (Source: lwave)

(Source: Iwave)
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The device integrates a range of interfaces to col-
lect data from vehicles and to provide it to users for further
actions. Wireless communication possibilities include 4G/
LTE (long term evolution) cellular network connectivity for
M2M/IoT (machine-to-machine/Internet of things) applica-
tions. Other options include Wi-Fi, Bluetooth 5.0, and UWB
(ultra-wideband) wireless transceiver, enabling data trans-
fer from vehicle to the cloud. Provided wired interfaces
such as CAN FD, EIA-232, EIA-485, Automotive Ether-
net, and analog inputs enable interconnection with ADAS

Figure 2: Telematics gateway use cases (Source: lwave)

(advanced driver assistant systems), within self-driving
cars, vehicle-to-everything connectivity, and more. For
real-time vehicle monitoring five CAN-FD ports support-
ing data bit-rates up to 5 Mbit/s are provided. The gateway
implements protocol stacks for such higher-layer proto-
cols and applications as ISO 15765-4 (diagnostic commu-
nication over CAN), SAE J1939, CANopen, and CiA 447
(CANopen application profile for special-purpose car add-
on devices). Thus, the device is suitable for deployment in
heavy-duty trucks, off-road vehicles, special-purpose and
emergency vehicles as well as further transportation and
mobility infrastructures.

The gateway is based on the i.MX 8 DXL CPU (central
processing unit) by NXP with 64-bit ARMv8 architecture.
Processing power scaling with ARM Cortex A35 and ARM
Cortex M4 processors and an internal memory of 2 GiB
is possible. The device supports advanced fleet manage-
ment, configurations, and remote management. For unin-
terrupted vehicle location, a high-precision GNSS (global
navigation satellite system) module is integrated in the
telematics unit. GPS (global positioning system), Glonass,
Beidou, and Galileo satellite-based systems are sup-
ported. The telematics device also includes a three-axis
gyroscope, accelerometer, and magnetometer for continu-
ous real-time motion monitoring, driver behavior analysis,
and auto-calibration.

Regarding security, the device offers an eSIM
(embedded subscriber identity module) data encryption,
multiple IMSI (international mobile subscriber identity),
and a multiple-profile UICC (universal integrated circuit
card) SIM technology remote file/applet management. The
protection functions of the implemented Hardware Secure
Element (NCJ38A) restrict unauthorized installation of
applications on the gateway. Thus, only trusted applica-
tions and devices can access the telematics device. The
provider also offers a security suite that includes a secure
boot, secure storage, and Wi-Fi security functions.

The telematics gateway is FCC, CE, and ISED cer-
tified. The company also supports country-specific cer-
tifications such as Kominfo and E-Mark. To shorten the
pre-programming cycle, available user-friendly APIs (appli-
cation programming interfaces) eliminate the effort with

complicated embedded scripting and proprietary device
management tools. Based on the requirement, the manu-
facturer also provides customization options on hardware
features, type of enclosure, and branding for the telemat-
ics gateway.

Telematics gateway use cases

For example, a telematics gateway can be deployed in the
following use cases:

+ Predictive maintenance in electric vehicles: Drivers of
electric vehicles must be aware of their battery health,
the charge level, and the nearest charging station to
plan the trip appropriately. Telematics gateways with
various on-board features and wired as well as wireless
interfaces can provide valuable data needed to improve
the vehicle algorithm.

« Control and track farm equipment: Manufacturers of
farm equipment strive to improve farmer operations by
securely sharing information about their daily opera-
tions. Telematics gateways installed in tractors, vehi-
cles, and other farm equipment enable tracking of
vehicle movement, location, driver status, gasoline
usage, and more.

+ Fleet management: Failures in fleet management, such
as vehicle recalls resulting in service interruption, can
be very costly. A telematics device reduces this risk
with built-in interfaces such as CAN, EIA-232, and
EIA-485 to collect and securely share fleet information
with owners. As a result, it enhances fleet productivity
and reduces costly failures.

+ Heavy-duty and off-road vehicles: Forklifts, cranes, and
heavy-duty trucks are often used in extreme conditions
for long hours, making them vulnerable to frequent
breakdowns. Via the integrated J1939 interface, the
telematics gateway is able to retrieve diagnostic
information and real-time data from the in-vehicle
ECUs, which ensures vehicle uptime and predictive
maintenance.
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This CiA technology day focuses on CAN XL. During this onsite event the speakers discuss all
relevant CAN XL topics such as technical details, implementations, availability, and addressed
markets. Additionally, they provide an outlook to the usage of CAN XL as embedded backbone
network. The event is accompanied by an exhibition of CAN XL demonstrators, provided by
companies offering CAN XL-based solutions.

Agenda*
08:30 to 09:00 Registration 12.00 to 13.30 Lunch break
09:00 to 09:15 Welcome (Holger Zeltwanger, CiA) 13.30 to 14:00 Cybersecurity and CAN XL (Wes Mir, Aptiv)

09:15t0 09:45 Excurse CAN FD Light (Fred Renning, ST) 14:00 to 14:30 CAN XL and Autosar (Peter Decker, Vector)

09:45 to 10:15 General introduction to CAN XL technology 14:30 to 15:00 CANsec implementation (CAST)
(Arthur Mutter, Bosch)

10:15to 10:45 Coffee break 15:00 to 15:30 Coffee break

10:45to 11:15 CAN XL physical layer implementations 15:30 to 16:00 CAN XL conformance and interoperability
(Teun Hulman, NXP) testing (Maen Mohammad, C&S)

11:15to0 11:45 CAN XL physical layer network design 16.00 to 16.30 Discussion (Q & A)
(Magnus-Maria Hell, Infineon)

11:45 to 12:00 Availability of CAN XL solutions
(Holger Zeltwanger, CiA)

* Agenda may change without notice.

For more details please contact
CiA office at events(at)can-cia.org

wWww. can-cia.org



https://www.can-cia.org/services/seminars/can-technology-days/can-xl-technology-day-detroit/

	Table of contents
	CAN XL ecosystem and product availability
	Kickstarting CAN XL evaluation: CAN SIC XL proof-of-concept transceiver
	SIC or SIC XL – this is not the question
	The automotive industry is waitingfor CAN XL
	CAN XL as backbone for body application
	Virtual commissioning forindustrial machines
	Standards and specifications
	Efficient diagnostic simulation on CAN FD
	Free tools for setup and operation of CAN
	Implementation requirements for secured gateways
	Telematics gateway: Choosing criteria and usage

	ad rota: 


