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  PCAN-MicroMod FD
Universal I/O module with CAN FD interface

The PCAN-MicroMod FD is a small plug-in board which 
provides a CAN FD connection and enhanced I/O functionality 
for the integration into your hardware. An evaluation board 
facilitates the development of your custom solution. The 
module is configured with a Windows software via the CAN 
bus and then operates independently. 

Features:

  NXP LPC54618 microcontroller
  1 High-speed CAN connection 

   Complies with CAN specifications 2.0 A/B and FD
   CAN bit rates from 20 kbit/s up to 1 Mbit/s
   CAN FD bit rates from 20 kbit/s up to 10 Mbit/s
   Microchip MCP2558FD CAN transceiver
  8 digital inputs and 8 digital outputs
  2 frequency outputs
  8 analog inputs

   Measuring range unipolar 0 to 3 V
   Resolution 12 bit, sample rate 1 kHz
  Configuration via the CAN bus with a Windows software
  Selective configuration of up to 16 devices in a CAN bus
  Extended operating temperature range from -40 to 85 °C
  Dimensions: 33 x 36 mm
  Voltage supply 3.3 V

Ready-to-use motherboards

The PCAN-MicroMod FD is available with motherboards that 
provide peripherals for specific applications.

Common Features:

  Board with plugged on PCAN-MicroMod FD
  CAN connection with switchable CAN termination
  2 frequency outputs (Low-side switches, adjustable range)
  Analog input for voltage monitoring up to 30 V (12 bit)
  Aluminum casing with spring terminal connectors
  Extended operating temperature range from -40 to 85 °C
  Operating voltage 8 to 30 V

 
PCAN-MicroMod FD Analog 1:

  8 analog inputs (16 bit, adjustable range)
  4 analog inputs (12 bit, 0 - 10 V)
  4 analog outputs (12 bit, adjustable range)
  4 digital inputs (pull-up or pull-down)

PCAN-MicroMod FD Digital 1 / Digital 2:

  8 digital inputs (pull-up or pull-down)
  3 analog inputs (12 bit, 0 - 10 V)
  Digital 1: 8 digital outputs with Low-side switches
  Digital 2: 8 digital outputs with High-side switches
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Protocol

CAN XL and CAN FD light
The Covid-19 disease does not stop innovations in CAN technology. CAN in Automation 
(CiA) members are developing the third generation of the CAN data link layer  
protocol – also known as CAN XL. It provides more than 2 048 byte of payload including 
a 1-byte protocol type field indicating the content of the 4-byte address field and the 2 048 
byte data field. One of the new features is the separation of frame priority and address 
information. New is also a cascaded CRC (cyclic redundancy check) featuring a Hamming 
distance of 6 meaning five randomly distributed bit-errors are detected under all conditions.
Additionally, an embedded data link layer security protocol is under development. It features 
a node-to-node protection comprising a 4-byte header with cipher control information, the 
secure channel ID and the freshness value as well as the 128-bit authentication tag.
CAN XL has as CAN FD two bit-rate phases. In the arbitration phase the bit-rate is limited 
to 1 Mbit/s as in Classical CAN. In the data-phase, the bit-rate can be increased, because 
just one node is transmitting. CiA members also develop a new CAN physical layer, which 
supports bit-rates up to 10 Mbit/s and above. This dual-mode approach has two modes: 
slow and fast. In both modes, bus biasing is active. In the slow mode, there are dominant 
and recessive bits (as known from Classical CAN). In the fast mode, there are level-1 and 
level-0 signals. Dual-mode transceivers are connected to the CAN XL protocol controller 
by means of Mici, the medium-independent CAN interface.
CiA members have also started to develop a master/slave protocol based on CAN FD. It is 
intended for simple sensor and actuator communication. A typical example is modern LED 
lamps in passenger cars, which are somehow price sensitive. The CAN FD master node 
synchronizes the slave nodes with hundreds of LEDs. This simplifies the implementation of 
the CAN FD slave nodes, because there is no arbitration needed, since they just react on 
the master requests. It is intended to run such networks with one bit-rate and is therefore 
limited to 1 Mbit/s, which is fast enough for such applications.
Of course, the novel coronavirus challenges CiA. But CiA made good experiences with 
online meetings, when discussing CAN XL and CAN FD light.
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CAN XL offers data-rates and payload sizes that are 
many times higher than in Classical CAN and CAN FD 

[1], [2]. Error detection is a crucial functionality provided 
by communication protocols. A receiving node has to be 
able to judge if a frame was received with or without errors. 
Autonomous driving and other safety relevant applications 
require that frame errors are detected with a very high 
probability. The acceptance of an erroneous frame should 
be practically impossible. This article first introduces the 
three CAN error types known in literature that might occur 
in a frame in harsh environments: (1) bit error, (2) bit drop 
and bit insertion, (3) burst errors. The two main pillars  
of the CAN error detection mechanism are: (A) the 
cyclic redundancy code (CRC) check and (B) the format  
checks. Both pillars are strengthened during the currently 
ongoing specification of CAN XL, to fit to tomorrow’s 
applications.

We explain how these pillars were improved. Therefor 
we show the reasons for the chosen CRC concept of 
having both a header CRC and a frame CRC in a CAN XL 
frame. Further, we introduce the available format checks 
in CAN XL. Finally, we show systematically how the CAN 
XL error detection mechanisms master to detect the three 
error types. A deep dive into the properties and strengths 
of the used CRC polynomials is given in [9].

Introduction

CAN XL is currently being specified inside the CiA’s (CAN 
in Automation) CAN XL Special Interest Group. The first 
specification meeting took place in Nuremberg (Germany) 
on December 17th 2018. The CiA 610-1 specification doc-
ument, which focuses on OSI layer 2 (known as CAN XL 
protocol), was not yet finished at the time of writing this ar-
ticle. Consequently, the final CiA 601-1 specification may 
show differences compared to the content presented in 
here. [3] gives an overview about the current CAN XL sta-
tus. Some of the main features of CAN XL are:

◆◆ data field size up to 2 048 byte
◆◆ gross bit-rate of 10 Mbit/s and more
◆◆ strong error detection capabilities

With its higher data-rates and payload sizes, CAN XL is the next step in the 
evolution of CAN. Besides this, CAN XL also provides improved error detection 
capabilities.

CAN XL error detection capabilities

With this set of features CAN enables the usage 
of higher layer protocols like IP (Internet Protocol). At 
the same time, it eases the implementation of safety 
critical applications with its excellent error detection 
capabilities and its well-known robustness. Two very 
essential functions in a communication protocol are the 
error detection and the error handling. They have a large 
impact on the reliability of the communication system. The 
focus of this article is the error detection mechanisms in  
CAN XL.

This article consist of three parts. Part 1 introduces 
the CAN XL error detection mechanisms and explains how 
these were improved compared to CAN FD. In this part, the 
reasons are given for the chosen CRC concept of having 
a header CRC and a frame CRC in a CAN XL frame. Part 
2 introduces the error types known in literature, along with 
their properties. Part 3 performs a systematic evaluation to 
show how the CAN XL error detection mechanisms master 
to detect all known error types up to a given extent.

CAN XL error detection mechanisms

In CAN communication, all nodes in a network check the 
validity of each frame,  including the transmitter of the cur-
rent frame. The checks are based on a combination of  
several protocol mechanisms for error detection. They are 
described in the following. Figure 1 shows the current ver-
sion of the CAN XL frame format. The bits used to imple-
ment additional or updated error detection mechanisms 
(compared to CAN FD) are shaded.

Bit monitoring 

Bit monitoring means that a node that transmits a bit 
also monitors the bit values on the CAN network. If the 
transmitted and received (monitored) bit values differ, the 
reaction of the node depends on the bit position in the 
frame. As example, if the transmitting node transmitted a 
1 and received a 0 in the data field, it regards this as a bit 
error. However, if the same happens in the arbitration field, 
it regards this as arbitration lost.

Figure 1: CAN XL frame format (Source: Bosch)
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A detailed explanation of the bit monitoring in  
CAN FD can be found in [10]. If error signaling  
(via error frames) is enabled in CAN XL, bit  
monitoring is nearly equal to that in CAN FD. For  
the case that error signaling is disabled, bit  
monitoring is not yet fully specified in the current  
CiA 610-1 draft.

Frame format check 

Most parts of a CAN frame (identifier, control, or data bits) 
are variable or are calculated from the variable bits (CRC 
sequence), but some bits (delimiters, end of frame) have a 
fixed format (see figure 1). The bit values of these bits are 
marked in the figure with a bold line. A receiver detects a 
form error when it samples a fixed format bit with the wrong 
value.

A special case is the reserved bit following the 
XLF bit in CAN XL frames. The reserved bit is expected 
to be dominant. In current applications, a form error is 
detected when this bit is sampled as recessive. For future 
applications, this bit may be used to distinguish between 
the CAN XL frame format and another – not yet defined 
– new frame format. When this alternative is selected (by 
software configuration) and if then this bit is sampled as 
recessive, the receiver enters a protocol exception state 
until the network is idle again. This allows the introduction 
of future new frame formats that are tolerated by existing 
CAN XL implementations.

A node transmitting a CAN XL frame sends the FDF 
and XLF bits as recessive (logical ‘1’). These bits are part 
of the arbitration field, which is different compared to CAN 
FD. This means, if the transmitting node samples one of 
these bits as dominant, it loses arbitration and becomes 
a receiver.

In CAN XL, beside the bit-rate, also the mode  
of the transceiver can be switched. In the error free  
case, the CAN XL protocol controller signals the mode 
switch to the transceiver during the bits AL1 and AH1. The 
signaling of the mode switch to the transceiver, as well as 
the mode switch of the transceiver may have side effects 
on the RXD input signal of the protocol controller. Due to 
this, a CAN XL node does not perform a format check at 
the fixed format bits (bold lines mark bit value) AL1 and 
AH1.

Format check pattern (FCP)

The FCP field contains only fixed format bits and is  
used by a receiver for two purposes. The first purpose  
is that it provides a synchronization edge before the 
receiver switches from the data phase to the arbitration 
phase.

The second purpose is that a receiver can 
check with help of the FPC field if its frame decoding 
is aligned with the actual transmitted bit position.  
Disturbed synchronization edges may lead to so called  
bit insertions and bit drops in the receiver. A receiver  

https://www.lipowsky.com/ad/cannewsletter
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can detect, with help of the FPC field, a misalignment  
of 3 bit in both directions.

CRC concept

In general, the transmitter and the receivers of a frame cal-
culate the CRC (cyclic redundancy check ) sequence. After 
reception of the CRC sequence, each receiver performs a 
CRC check, to judge if it received the frame correctly or 
not.

For the CRC’s error detection capability to succeed 
with a very high probability the following two requirements 
have to be fulfilled:

◆◆ RQ1: Transmitter and receiver of the frame calculate the 
CRC sequence based on the equal number bits.

◆◆ RQ2: The receiver checks the CRC sequence at the 
right position inside the transmitted frame.

To fulfill RQ1, the CAN XL frame format uses fixed 
stuff bits in nearly the whole frame. Dynamic stuff bits are 
only used in the first bits of the header, to be compatible to  
CAN FD. A bit insertion or drop error at a dynamic stuff 
condition changes the number of bits fed into the CRC. As 
the error just adds or removes a dynamic stuff bit, the format  
checks described up to now cannot detect that error. With  
fixed stuff bits, the frame has a defined length in bits and 
the receiver can feed the exact number of bits into the  
CRC calculation.

To fulfill RQ2, we need to make sure that a transmission 
error cannot change easily the position, where the receiver 
expects the CRC. For example, if the DLC (data length code) 
is falsified, the receiver checks the CRC at a wrong position. 
To solve this, CAN XL uses, like Flexray, a header CRC, and 
a frame CRC. The header CRC safeguards a header of well-
known length. If a receiver saw a valid header CRC, it is very 
likely that the DLC is correct. With the correct DLC, the data 
field length is also well known.

Scope of the frame CRC

The frame CRC is calculated over the header and the data 
field (see figure 1), which is similarly done in Flexray. The 
author in [9] describes in detail, which bits are included and 
which are excluded from CRC calculation. This “double 
checking” of the header is done, because on the one side 
the frame CRC performance is practically not weakened by 
safeguarding these few additional header bits. On the other 
side, “double checking” increases the probability to detect 
transmission errors in the header, which were not detected 
by the header CRC.

Dynamic stuff bits

If the dynamic stuff bits are not included into a CRC calcu-
lation (like in Classical CAN), an undetectable error can be 
caused by two bit flips, if one bit flip adds and the other re-
moves a dynamic stuff condition. This case is described in 
[4]. If the dynamic stuff bits are included into the CRC cal-
culation (like in CAN FD), the CRC calculation may be vul-
nerable to bit insertions and bit drops at dynamic stuff con-
ditions [10]. CAN XL includes the dynamic stuff bits into the 
header CRC calculation, but excludes them from the frame 

CRC calculation. This enables detection of both aforemen-
tioned error cases.

In [9] the author assesses the performance of the 
CAN XL CRC polynomials and compares the results with 
the CRC polynomials used in Flexray and Ethernet. Both 
CAN XL CRC polynomials guarantee at least a Hamming 
distance (HD) of 6, up to the largest CAN XL frame length. 
This means that at least 5 bit errors can be detected. Beside 
this, both CRCs are able to detect any odd number of bit 
errors. Regarding burst errors, the header CRC can detect 
one burst error of up to 13 bit length, and the frame CRC of 
up to 32 bit length.

Acknowledgement

Transmitters expect to get an active acknowledgement for 
their frames, which is a dominant bit in the ACK (acknowl-
edgement) slot. When a transmitter does not sample a dom-
inant bit during ACK slot, it regards this as an ACK error. The 
transmitter considers a frame that does not get an acknowl-
edgement as invalid and retransmits it (if retransmission is 
not intentionally disabled).

Stuff rule check

The bits of a CAN frame are coded by the method of bit 
stuffing. CAN uses as line coding Non-Return-to-Zero (NZR) 
which has no guaranteed edges. The purpose of stuff bits 
is to ensure that there are enough edges in the bit stream 
for resynchro-nization of the receivers. Receivers check the 
stuff rule and detect a stuff error if the stuff bit has not the 
expected value.

Before the FDF bit, a dynamic stuffing rule is applied. 
That means, the transmitter inserts, after each sequence of 
five consecutive equal bits, one bit of inverse value, called 
a dynamic stuff bit.

In the data phase, starting at DL1 bit up to the last bit 
of FCRC, a fixed stuffing rule is applied. That means, the 
transmitter inserts, after S 1 consecutive bits a fixed stuff bit. 
The fixed stuff bit has the inverse value of its preceding bit. 
This means every Sth bit is a fixed stuff bit. Currently S=15, 
but this value may be decreased in the final specification, 
depending on the results of the phase margin calculations.

Dynamic stuff count check

For compatibility reasons with CAN FD, the CAN XL frame 
header uses dynamic bit stuffing in the header before the 
FDF bit. To satisfy requirement RQ1 from chapter 2.4, we 
need to make sure that transmitter and receiver of a frame 
see the same amount of dynamic stuff bits. CAN FD solved 
this requirement by adding the field SBC (stuff bit count) 
which contains the number of dynamic stuff bits in the frame 
modulo 8.

CAN XL also uses this this solution and has therefore 
an SBC field in the header of the frame. It is located before 
the header CRC, because it is used to check the validity of 
the header. The number of dynamic stuff bits in a CAN XL 
frame is in the range 0 to 3. Therefore, the SBC field in the 
CAN XL frame has 3 bits, the first 2 bits contain informa-
tion on the number of dynamic stuff bits in the arbitration 
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field and the 3rd bit is a parity bit. The receiver detects a 
header CRC error if the SBC does not match to the num-
ber of received dynamic stuff bits, or if the SBC parity does 
not match.

Error signaling

CAN XL allows to enable or to disable error signaling. 
The software can enable and disable error signaling with 
a configuration bit in the CAN XL implementation. In case 
the user disables error signaling, the respective CAN XL  
node does not transmit error frames. In case the  
user enables error signaling, the error signaling is  
done with help of error frames, which is identical to  
the error signaling in CAN FD, which is described  
in [10]. Error signaling with error frames disturbs the  
current frame and thereby converts local errors into  
global errors in order to ensure data consistency in the 
network.

Improved error detection in CAN XL

This chapter highlights the five improvements in the CAN 
XL error detection compared to CAN FD.
1.	 Header CRC: The newly introduced header CRC 

allows checking the validity of the header, which 
includes the DLC value. This allows fulfilling RQ2 
and by this strengthens the CRC check.

2.	 Frame CRC: CAN XL uses a 32-bit frame  
CRC with a respective CRC generator polynomial 
to keep the Hamming distance at 6 (HD6)  
despite the long data field. The frame CRC polynomial  
was chosen carefully and it outperforms the  
polynomials of Ethernet and Flexray according  
to [9].

3.	 Fixed stuff bits: CAN XL uses fixed stuff bits in the  
data phase of the frame (short bits). This allows  
fulfilling RQ1 and by this strengthens the CRC  
check.

4.	 Frame CRC safeguards the header: The frame 
CRC also safeguards the header, which means a  
“double checking” for the header. To do this  
effectively, it excludes the dynamic stuff bits. The 
reason for that is given further in the article and can  
be summarized as follows: If the CRC calculation 
does not include dynamic stuff bits, it is vulnerable 
to a special error case known from Classical  
CAN [4]. If it includes dynamic stuff bits, it is 
vulnerable to another error case [10]. The header CRC  
safeguards the header including dynamic stuff bits 
and the frame CRC safeguards the header excluding 
dynamic stuff bits. This enables detection of both 
special error cases.

5.	 FCP (format check pattern): The format check  
pattern is a new field (see chapter 2.3). The  
receiver checks via FCP if it is aligned to the  

• Economical solutions for series applications
• Optimized for industrial applications
• Solutions for stationary and mobile use
• Software support for bus-analysis, 
  measurement and control
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transmitted bit position. A receiver can detect, with  
help of the FPC, a misalignment of 3 bit in both 
directions.

Error types

This chapter gives an overview of the existing error types. 
Details to these error types are described in [10].

Bit error or bit flip means that a CAN node samples 
a bit with the inverse (flipped) value compared to the 
transmitted bit value. Figure 2 shows an example for such 
a bit error at bit 3.

Bit drop or bit insertion means that a receiving node 
drops a bit from or inserts a bit into the bit sequence. This 
is caused by a disturbed RXD signal and can occur only in 
receiving nodes.

In order to cause a bit drop or insertion, the following 
needs to happen: A disturbance (e.g. EM radiation) 
influences the CAN physical layer. As consequence, 
additional or shifted falling edges appear in the RXD signal. 
The receiving node resynchronizes, based on these faulty 
edges. This resynchronization may increase the phase 
error ([6], [2]) between transmitting and receiving node. 
When the absolute value of the phase error is above a 
critical level, the receiving node drops a bit from or inserts 
a bit into the bit sequence.

Figure 3 shows an example for a bit drop. Here a 
resynchronization on a falsified edge causes the receiver 
to drop one bit. The receiver samples the transmitted bit 
sequence “100000i” as “100001” (‘i' stands for a dynamic 
stuff bit).

Important properties of bit drops and bit insertions  
are [10]:

◆◆ They can theoretically happen at any position in the 
frame. It is not limited to dynamic stuff conditions.

◆◆ This error type requires many pre-requirements: e.g. 
large clock tolerance between sender and receiver, 
disturbance needs to hit one or more dedicated edges, 
etc.

◆◆ Drop and insertion can practically not happen in the 
same frame. However, several bit drops or several bit 
insertions may happen in the same frame.

Figure 3: Bit drop example (Source: Bosch)

Figure 2: Bit error example (Source: Bosch)

◆◆ Since many factors have to come together, a bit drop or 
insertion is much more difficult to cause, compared to a 
bit error. Therefore, one bit drop or insertion should be 
considered from the likelihood point of view as a “multi 
bit error”.

Several bit errors that are locally close to each  
other are called a burst error. The burst length (in bit) is  
the distance from the first to the last bit error. We  
distinguish here two types of burst errors. Type 1 is where  
all bits in the burst are forced to the same value, e.g.  
by a glitch. Figure 4 shows an example. We consider  
this a realistic type of burst error on the CAN physical layer. 
The second type of burst error is type 2, where several 
bits are flipped, but not necessarily all. Figure 5 shows  
an example.

We assume this type of burst error is very unlikely to 
be caused by glitches.

However, this type of burst error can be caused by two 
errors, where the first error leads to a misalignment of the 
receiver and the second error reverts the misalignment. As 
long as the receiver is misaligned, it sees all transmitted 
bits shifted by e.g. 1 bit. This can be achieved by two 
bit errors, where the one adds a dynamic stuff condition  
and the other bit error removes a dynamic stuff  
condition [4]. Consider that the CAN XL frame uses 
dynamic bit stuffing only at the beginning of the frame.  
The header CRC can detect this error easily, as it does 
include dynamic stuff into the CRC calculation – this  
means from header CRC point of view, there is no 
misalignment and consequently the two bit errors cause 
no burst error.

Another way to cause such a temporal misalignment 
of the receiver is a bit drop and a bit insertion in the same 
frame [10], which could theoretically occur also in the  
CAN XL data field [10]. However, one bit insertion and one 
bit drop, both in the same frame, are assumed practically 
impossible to occur [10].

Table 1 gives an overview to the error types known 
in CAN. The table also shows how an external cause  
(like a glitch on the bus lines) or an internal cause (like 
wrong system design) can create these errors. Further, it 
shows which error detection mechanism can detect the 
error.

Figure 4: Burst error – all bits forced to one value (Source: 
Bosch)

Figure 5: Burst error – due to several bit errors (Source: 
Bosch)
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Evaluation: burst error detection

We introduced two burst error types. As described, burst 
errors of type 2 (several bits are flipped, but no necessari-
ly all) can be caused by several circumstances. Based on 
the arguments we mentioned, we conclude that this type 
2 burst error is practically extremely unlikely to occur and 
therefore can be neglected.

Burst error type 1 (all bits in the burst are forced to  
the same value, e.g. by a glitch) is considered as very real-
istic. The remainder of this chapter evaluates if and how 
the error detection mechanisms can detect such a burst 
error.

Since CAN XL can be used at different bit-rates, the 
same glitch on the bus lines can cause very different error 
scenarios for a receiver. Figure 6 visualizes the impact of 
a 2 us glitch. At 500 kbit/s this leads to one bit error, while 
at 2 Mbit/s it leads to a burst error of 4 bit and at 8 Mbit/s it 
leads already to a burst error of 16 bit.

The diagram in figure 7 shows the relation between 
glitch length and burst length in bits. Two glitch lengths 
are shown: 2 us and 5 us. These glitches translate to a 
burst duration of the same value. The actual glitch length 
that may occur on a specific CAN network depends on the 
environment around the CAN network. The authors in [7] 
observed in a very aggressive environment an average 
burst duration of 5 us. For example, at 5 Mbit/s a 5 us glitch 
causes a burst length of 25 bit.

Figure 6: Errors caused by a 2 us glitch at different bit rates 
(Source: Bosch)

Figure 7 : Error detection mechanisms versus burst errors 
(Source: Bosch)
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Table 1: Overview of error types in CAN

Figure 7 also shows the main CAN XL error detection  
mechanisms that are capable detecting burst errors.

◆◆ Stuff rule check: The focus is here on the data phase 
where each Sth bit is a fixed stuff bit. Figure 7 assumes 
S=10. The arrow in the figure shows, that this check 
can detect any burst error with a length larger than 
S bit. Shorter burst errors may also be detected, but 
only if they hit a stuff bit. With S=15 the effectiveness 
decreases slightly for short burst lengths.

◆◆ Frame CRC: The frame can detect one burst error with 
a length of up to 32 bit.

◆◆ Header CRC: The header can detect one burst error 
with a length of up to 13 bit.

We conclude that both, the header and frame CRC, 
can detect one short burst error and the stuff rule check 
can detect long burst errors. In sum, these mechanisms 
can detect all burst errors.

Evaluation: detection of bit errors and bit 
drops/insertions

This chapter focuses on the two remaining error types: “bit 
errors” and “bit drops/ insertions”. It evaluates systemati-
cally whether they can be detected by CAN XL. The evalu-
ation is limited to 5 bit errors (corresponds HD6) and 2 bit 
insertions/drops (corresponds to an equivalent of roughly 
>4 bit errors).

To simplify the description, the CAN XL frame is 
virtually partitioned into four parts. The evaluation in 
table 2 is partitioned accordingly. In each part, both error 
types are listed. For each error type, the relevant number 
of occurrences of this error type are listed. Additionally, 
special error cases generated by these two error types at 
dynamic stuff bits are also listed. Consequently, each row 
of the table corresponds to one error case. For each error 
case, the table contains information about the misalignment 
of the receiver and the way in which the receiver detects 
the error.
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Error type External  
cause: EMI

Internal cause How to detect the error? Literature

Bit error
(bit flip)

Glitch length:
≈ one bit length

Bit asymmetry is too 
large

o	CRC check
o	Format checks 
	 (limited)

Different bit error rates 
(BER) mentioned in:
[4], [5], [7], [8]

Bit insertion
or bit drop

Glitch length:
< one bit length

CAN clock tolerance 
is too large

o	Format checks, FCP
o	Dynamic stuff bit 
	 count (SBC)

First described in [10]

Burst error Glitch length:
> one bit length

temporary misalign-
ment of receiver to 
transmitted bit stream

o	Format checks
o	CRC check (up to a 
	 limited burst length

[7] mentions an average 
burst error length of 5 us;
[8] is less explicit
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Table 2: Systematic overview of error cases

Summary and conclusion

CAN XL has five major improvements regarding error 
detection, compared to CAN FD. These are (1) header 
CRC, (2) 32 bit frame CRC, (3) fixed stuff bits in the data 
phase, (4) frame CRC additionally safeguards header, (5) 
format check pattern.

Three major error types are known in CAN: (1) Bit 
error, (2) bit drops/insertions, and (3) burst errors. These 
error types are introduced in detail.

The article shows how the error detection 
mechanisms can detect a burst error, where all bits in 
the burst are forced to the same value, independent of its 
length. Further, it shows systematically how bit errors and 
bit drops/insertions can be detected up to a given extent. 
We conclude that the error detection mechanisms in CAN 
XL can detect all known error types to a sufficient extent. 
This work can serve as basis for a review of the CAN XL 
error detection capabilities, which is planned by the SIG  
CAN XL.                                                                              t

 

Case Receiver 
misalignment 

Error detected mainly by 

Frame part 1 [SOF to IDE] 
Bit drop or insertion @ dynamic stuff condition 
 1 bit drop or insertion no SBC (dynamic stuff bit count changes) 
 2 bit drops or insertions no SBC (dynamic stuff bit count changes) 
 1 bit drop + 1 bit insertion 1 bit temporary 

for CRC 
Practically not possible; header CRC 

   
Bit drop or insertion @ no dynamic stuff condition 
 1 bit drops or insertion 1 bit Format check: IDE = ‘1’ or FDF = ‘0’ 
 2 bit drops or insertions 2 bit Format check: IDE = ‘1’ or XLF = ‘0’ 
 1 bit drop + 1 bit insertion 1 bit temporary Practically not possible; header CRC  
   
Bit error @ dynamic stuff condition è adds or removes stuff condition 
 1 bit error (add/remove) 1 bit Format check: FDF = ‘0’ or IDE = ‘1’ 
 2 bit errors (add/remove) 2 bit Format check: XLF = ‘0’ or IDE = ‘1’ 
 3 bit errors (add/remove) 3 bit AL1 = ‘1’ è transceiver will be not switched; or format check: 

FDF = ‘0’ 
 1 bit error (add) + 
 1 bit error (remove) 

not for CRC Header CRC 

   
Bit error @ no dynamic stuff condition 
 1 to 5 bit errors no Header CRC 
   
Frame part 2 [FDF to AL1] 
Bit drop or insertion yes Format Check 
Bit error no Format Check 
   
Frame part 3 [DH1 to HCRC] 
Bit drop or Insertion   
 1 bit drop or insertion 1 bit If DLC wrong è all together, else FCP 
 2 bit drops or insertions 2 bit If DLC wrong è all together, else FCP 
 1 bit drop + 1 bit insertion 1 bit temporary Practically not possible; header CRC 
   
Bit error   
 1 to 5 bit errors no Header CRC 
   
Frame part 4 [Data field and CRC field] 
Bit drop or insertion 
 1 bit drop or insertion 1 bit FCP 
 2 bit drops or insertions 2 bit FCP 
 3 bit drops or insertions 3 bit FCP 
 1 bit drop + 1 bit insertion 1 bit temporary Practically not possible 
   
Bit error 
 1 to 5 bit errors no Frame CRC 
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These properties include achieving Hamming distance 
6 for the full range of possible message lengths. At 

the beginning of the article, a self-contained recap of CRC 
codes is given.

A new version of the CAN protocol is currently under 
development: CAN XL. With net data rates up to 10 Mbit/s 
and beyond, it is designed to bridge the gap between CAN 
FD and 100Base-T1 Ethernet [1]. Among the design goals 
for CAN XL are full interoperability with CAN FD as well as 
large payload length (up to 2 048 byte) in order to enable the  
use of higher layer protocols such as IP (Internet Protocol) 
and even encapsulation of complete Ethernet frames [2]. 

As in any communications system, data transmission 
in CAN XL is not perfect and transmission errors are inevi-
table. That is, a transmitted logical zero is detected at the 
receiver as a logical one or vice versa — a so-called bit 
error or bit flip. Due to certain physical perturbances in an 
actual system, bit errors tend to occur in temporally con-
fined groups: so-called burst errors.

Based on elaborate mechanisms that exploit the  
CAN FD/CAN XL frame structure, certain transmission 
errors can be detected [3], [4] and corresponding mea-
sures can be taken. Frame structure-based error detection 
alone is not able to provide the required state of the art error 
detection performance for today’s applications, namely 
probability of undetected bit error below 10-20 and guaran-
tee to detect burst errors of a certain length. Thus, in order 
to provide the required error detection performance, CRC  
(cyclic redundancy check) codes are employed (Note: that 
the term “cyclic” at this point is misleading, as many CRC 
codes used these days do not actually fulfill the defini-
tion of a cyclic code (cf. textbooks on error control coding 
such as [5]). Today, this naming is mainly used for histori-
cal reasons).

Competing standards such as Flexray and Ethernet 
also use CRC codes for error detection and it is our goal to 
provide at least the same or better error detection perfor-
mance for CAN XL. This can be accomplished by choos-
ing particular CRC codes, which is the main contribution of 
this article.

Choosing a particular CRC code is based on cer-
tain performance criteria such as the probability of unde-
tected error and the maximal length of a burst error that 
can be detected with certainty. These in turn depend on the 
messages that need to be protected and thus on the CAN 
XL frame structure. The choice is particularly challenging 
in cases where the messages have variable lengths. For 
that reason, it was decided early on in the design process of 

CRC generator polynomials for detection of transmission errors in headers and 
frames of the upcoming CAN XL standard are proposed. Properties, which 
are chosen to provide error detection performance (compared to competing 
standards) in the CAN XL scenario, are described.

CRC error detection for CAN XL

CAN XL to protect the comparatively short and fixed-length 
header by a so-called header CRC and the whole frame  
(whose length may vary from several to more than 2 000 byte)  
by a separate CRC, the so-called frame CRC.

CRC codes

We restrict ourselves to codes over the binary field ,  
i.e., codes over the set {0,1} with operators + (XOR)  
and · (AND). We denote the set of polynomials of indetermi-
nate  over as . For some  from 

 we denote the largest  where ,  
the degree of .

In general, the purpose of codes is to cope with trans-
mission errors. The main idea is to add redundancy to a mes-
sage and transmit the resulting codeword. At the receiver, 
the redundancy can then be used to recover the transmitted 
codeword, even if it got corrupted during transmission. This 
is called error correction. A much simpler task is to use the 
redundancy in order to determine whether the transmission 
was error-free or not. This is called error detection.

The message could, for example, be a polynomial 
 of degree at most  (having at most  nonzero 

coefficients) from . Such a message of message length 
 can be augmented by  redundant coefficients that are 

calculated as a function of the message. The process of aug-
menting message by redundancy is called encoding,  is 
called the CRC length,  the code length. The 
result of encoding is referred to as a codeword. Encoding is 
called systematic if in any codeword, message and redun-
dancy can be clearly separated (such as in the codeword

consisting of message  in the most significant  
coefficients and redundancy  in the least significant 
coefficients). Systematic encoders are preferred in practice 
due to their obvious implementation advantages.

One way of encoding messages , ,  
into codewords , , is to multiply 
them with a fixed generator polynomial

                       

of degree  from . 
 (1) 
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The set of all possible codewords obtainable in this way is 
called the CRC code , where we maintain the message 
length  as an index for purposes. This canonical way of 
encoding (multiplication of messages with the generator 
polynomial) is not systematic, message and redundancy are 
intertwined in the resulting codewords and cannot be clearly 
separated. Due to its definition in (1) one could also refer to 

 as a polynomial code. 
Systematic encoding can be achieved as follows. 

Instead of multiplying messages with the generator 
polynomial, the mapping

       

is performed. Using this form of encoding, the redundan-
cy is the polynomial remain-der of the division ,  
i.e., the remainder of polynomial long division (over 
) applied to message and generator polynomial. It is easy 
to see that the codewords obtained this way can be writ-
ten as ,  and thus 

. That is, systematic encoding leads to the 
same code  as canonical encoding, only the mapping 
from messages to codewords is different.

The effect of systematic encoding as presented before 
can be described in words: codewords are polynomials of 
degree at most , where the message is shifted 
into the  most significant coefficients  
and the redundancy is written into the  least significant 
coefficients .
The main reason for the popularity of polynomial codes 
as described above is the fact that the polynomial 
remainder of  can be calculated using a simple 
linear feedback shift register. In general, the register in  
Figure 1 calculates the polynomial remainder of 

, and stores it (after  clock 
cycles) in the memory elements . 

It is clear that the register can be used to calculate 
 as in (2) by setting  and 

. Note that  is fed into the regis-
ter starting with its most significant coefficient  and  
that its memory elements must be reset to some fixed  
binary vector (called the initialization vector) be-
forehand. After  is fed into the register it holds 

.
Besides calculating  as required for 

systematic encoding, the same register can also 
be used to determine whether a given polynomial 

, is a codeword. In case it is 
a codeword, it has to be a polynomial multiple of the generator 
polynomial  as stated in (1). But this implies that  
divides  and thus  has 
to hold if the register is fed with  
and . Otherwise (if 
at least one out of the  is nonzero after  clock 
cycles),  cannot be a codeword. It is important to 
note that the memory elements must be reset to the 
same initialization vector as used for encoding in the 
previous paragraph before the  are 
fed into the register. We stress that in case  is 
indeed a codeword, we have ,  

, where  

http://www.all4can.com
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and  are the coefficients of message  and 
redundancy r(x), respectively. 

In practice, CRC codes are used as follows: First, 
generator polynomial  and initialization vector are 
chosen as system parameters and made known to both 
transmitter and receiver. Each message  is encoded 
into a codeword  at the transmitter (systematically as 
in (2) using the linear feedback shift register from figure 1 
in order to calculate the redundancy .

The codeword is transmitted over a communications 
channel where it may be exposed to bit and burst errors. 
As a result, the received word at the receiver  may 
not be identical to . The receiver now uses the 
register (configured with  and the initialization vector) 
in order to check whether  is a codeword or not. If it is 
not a codeword then a transmission error is detected and 
appropriate measures are taken.

If it actually is a codeword then two cases are possible: 
Either  coincides with , which means errorfree 
transmission. Otherwise, if it does not coincide with ,  
the channel transformed  into another codeword  
from . The receiver has no way of distinguishing  
between the two cases and thus the latter case  
corresponds to an undetected error. Since the probability  
of having undetected errors depends on the actual 
generator polynomial, choosing generator polynomials  
that result in low undetected error rate is of utmost 
importance.

Properties of CRC codes

As we will see in the following, the undetected error rate 
is mainly determined by a code parameter referred to as 
minimum Hamming distance or, in the context of CRC 
codes, simply Hamming distance . It states the min-
imum number of coefficients, in which any two codewords 

,  differ. 
In our setting (since the considered polynomial 

codes are linear),  is defined by the minimum 
Hamming weight of the codewords from , i.e.,  

 

Figure 1: Linear feedback shift register for use with polynomial codes. All operators are from F_2, i.e., + denotes an XOR 
operation, b_i surrounded by a circle denotes an AND operation with b_i as one of the operands (Source: Dr. Christian 
Senger)

The Hamming weight  of a polynomial   
 is in turn defined as the number of its nonzero coef- 

ficients, i.e., 
Since the CRC length M is fixed (by the choice 

of generator polynomial) the code rate  
approaches one as the message length  grows. 
Consequently, larger  results in a denser packing of 
the linear code space and thus (in general) in smaller 
Hamming distance. Since CAN XL (both header and frame) 
generates a range of message lengths we have to carry 

along as an index for both  and . Transmission 
errors can be represented by nontrivial error polynomials 
 

                   
 

with  that distort transmitted 
codewords  into received polynomials 
            

In order to cause an undetected error, the channel has 
to cause at least  nonzero coefficients in , i.e., it 
has to cause  bit errors. It is not possible 
to take the transmitted  to a different codeword with a 
smaller number of bit errors and thus transmission errors 
with  <  bit errors can always be detected. 
Consequently, larger Hamming distances result in smaller 
undetected error rates, which is why we always aim for 
large Hamming distance in the rest of the paper.

Undetected error rate

The undetected error rate states the probability that trans-
mission of a codeword  results in received  
word  and . It can be calcu-
lated explicitly under the assumption (suggested in [6]) that 
the transmission channel is a binary symmetric channel 
(BSC) that flips each transmitted bit with cross-over prob-
ability . Besides this assumption, the weight distribution 

 of  is required. Its  
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components , give the 
number of codewords in  having Hamming weight . 
Despite being computationally not trivial, it is still possible 
to calculate weight distributions for moderately sized poly-
nomial codes. 

Under the given assumptions, the undetected error 
rate of a code can be calculated as

Since we assume a BSC it is  times less  
likely to have  compared to having 

. This fraction goes to infinity as  
and thus  is dominated by its first term, that is, 

.
As a consequence, our criterion for picking genera-

tor polynomials for the header CRC in Section V from mul-
tiple candidate polynomials with the same  is going to 
be small  for the full range of relevant message 
lengths . 

Guaranteed-detectable errors

Some transmission errors can be detected with guarantee. 
Take for example a code  with . Any two dis-
tinct codewords  differ in at least 6 coef-
ficients. That is, taking  and flipping at most 5 arbitrary 
coefficients cannot result in some . Or, in other  
words:

This shows that, in any case, up to  bit errors 
can be detected with guarantee. Many transmission errors 
with much larger Hamming weight can be detected as well 
but this can in general not be guaranteed. An exception 
(where there actually are guarantees) are burst errors of a 
certain maximal length as we will see in the following.

For any transmission error , 
we define the following two notions: The trailing coefficient 

 and the leading coefficient 
.

The value  
is referred to as the burst-length of the error. In general,  
detecting errors is easier if their Hamming weight and their 
burst-length are small.

If any  is a codeword then (by defini-
tion) it has to be a polynomial multiple of . That is, 

 for some . But this  
implies 

   
              

and thus

        

https://www.br-automation.com/en/products/mobile-automation/
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As a result,  cannot be a codeword if 
 and consequently any 

transmission error can be detected as long as its burst-
length is at most .

In order to guarantee detection of preferably long 
burst errors it is instrumental to choose  with 
resulting in , which (with the above) guaran-
tees detection of error bursts up to burst-length . 

Generator polynomials from  hav-
ing the special form , where 

, impose the factor  on 
any codeword , i.e., any code-
word can be written as  with 

. For any such codeword 
holds  because in  we have 1 + 1 = 0 (XOR 
operation). But the evaluation at 1 of any polynomial from 

  results in 1 if its Hamming weight is odd and in 0 if 
the Hamming weight is even. This lets us conclude that all 
codewords from the resulting CRC code have even Ham-
ming weight and consequently a received word of odd 
Hamming can never be a codeword. In other words: if the 
generator polynomial  has x + 1 as a factor then all 
transmission errors  affected by an odd number of 
bit flips are detected with guarantee.

In summary we can list types of non-trivial transmis-
sion errors , that are guar-
anteed-detectable by CRC codes with certain generator 
polynomials g(x):
1.	 In any case:  is guaranteed-detectable as long as 

.
2.	 If  is guaranteed-detectable as long as it 

contains a single burst error of burst-length at most .
3.	 If  has  as a factor:  is guaranteed- 

detectable as long as  is odd. 

CAN XL frame structure

CAN XL frames consist of a multitude of fields, out of which 
some are protected by the header CRC (HCRC), some by 
the frame CRC (FCRC), and some by both. Table I pro-
vides an overview. Here, being protected by a CRC means 
being included in its message polynomials.

It can be seen in the table that besides the obvious 
data field also the header fields ID, RRS, PT, DLC, SBC as 
well as the HCRC redundancy are part of the FCRC mes-
sages. This approach, which provides extra protection to 
the header fields at negligible cost, was decided as a result 
of discussions with Dr. Arthur Mutter and Florian Hartwich, 
Robert Bosch. The same approach is taken in the Flexray 
standard. 

Some of the fields are affected by dynamic bit stuff-
ing after each run of five identical bits, namely SOF, ID, 
RRS, and IDE. The number of dynamic stuff bits is stored 
in the SBC field. Note that the last dynamic stuff bit may 
be added after the IDE field. Fixed stuff bits as well as any 
fixed-value fields are not included in any CRC calculation.

We emphasize that the dynamic stuff bits are pro-
tected by the HCRC but not by the FCRC. The explanation 
is given in the following.

Excluding dynamic stuff bits from CRC messages 
(as in Classical CAN) can result in an undetectable error 

caused by two bit flips if one bit flip adds and the other 
removes a dynamic stuff condition. This case is described 
in [7]. However, including dynamic stuff bits (as in CAN FD) 
makes the CRC code vulnerable to bit insertions and bit 
drops at dynamic stuff conditions as described in [3]. 

Therefore, it was decided to include the dynamic stuff 
bits in the HCRC calculation but to exclude them from the 
FCRC calculation. This enables detection of both afore-
mentioned types of errors.

Header CRC (HCRC)

As mentioned before, a dedicated header CRC is pro-
posed for CAN XL. The same approach is followed by the 
Flexray standard, where fixed-length headers are protect-
ed by an M = 11 bit CRC code that achieves Hamming dis-
tance 6. The Ethernet standard does not stipulate a dedi-
cated header CRC.

The achievable undetected error rates of codes with 
Hamming distance 6 are well below 10-20. For relevant  
CAN XL scenarios with data rates around 10 Mbit/s this 
means that less than one undetected header error per 
year per billion devices can be expected. Thus, going to 
larger Hamming distance seems to be over the top. Conse-
quently, the proposed generator polynomial for protecting 
the CAN XL header provides Hamming distance 6. 

Due to dynamic bit stuffing, HCRC message poly-
nomials consist of at least 34 and at most 37 coeffi-
cients (Table I). Thus, any HCRC candidate has to fulfill 

. 
It can be verified by exhaustive search that the small-

est CRC length M for which candidates fulfilling the HD 
requirement can be found is . Out of all the candidates, 
we propose the generator polynomial

for use in the HCRC. Our arguments are described in the 
following. Note that when we talk about header in this con-
text we mean HCRC message as given by table 1 plus 
HCRC parity. First, we have (as for any CRC code with 
Hamming distance 6):
1.	 Any erroneous header that is affected by no more than 

5 bit errors can be detected with guarantee.
Additionally, due to our special choice of (least 
significant coefficient  and factor ) we have:
2.	 Any erroneous header that is affected a single burst error 

of burst-length no more than 13 can be detected with 
guarantee. In other words, any received header where 
the bit flips are constrained to a set of 13 consecutive 
bits is guaranteed-detectable.

3.	 Any erroneous header that is affected by an odd number 
of bit errors can be detected with guarantee.

4.	 The undetected error rates  
are minimal among all possible candidate generator 
polynomials with properties (1) to (3).

We stress that many error patterns that do not fall  
into cases (1) to (3) can also be detected, but without 
guarantee.

For the convenience of the reader we state 
(x) in three commonly used notations:
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M ISO Normal Koopman
13 0x39E7 0x19E7 0x1CF3

In order to cope with the aforementioned vulnerability 
to bit insertions and bit drops related to dynamic bit stuff-
ing the linear feedback shift register must never assume 
the all-zero state in the first  clock cycles when it 
is fed with the message (cf. [3]). Here,  
denotes the number of dynamic stuff bits that occur in, 
in between or after the SOF, ID, RRS, and IDE fields. 
Note that 12 bits protected by the HCRC (ID and RRS 
fields) are affected by dynamic bit stuffing. The all-ze-
ro state can be avoided by choosing a particular initial-
ization vector such as the proposed initialization vector

	

Frame CRC (FCRC)

Standards competing with CAN XL such as Flexray and 
Ethernet utilize CRC codes that achieve Hamming distance 
HD = 4 for maximum-length frames. For minimum-length 
frames, Hamming distance HD = 8 (Flexray) and HD = 6 
(Ethernet) is achieved. The M = 24 generator polynomial 
0xAEB6E5 (Koopman notation) used in Flexray achieves 
HD = 8 only for ultra short payload sizes (up to 8 byte) and 
goes down to HD = 6 already at a payload size of 9 byte. 
On the other hand, it maintains HD = 6 almost up to the 
maximal payload size of 259 byte. It is thus fair to say that 
the Flexray FCRC provides HD = 6 for almost all practical 
payload sizes.

The M = 32 generator polynomial 0x82608EDB (Koop-
man notation) used in Ethernet performs comparatively 
bad (despite having 8 bit more redundancy): it achieves 
only HD =5 for very small payload sizes and this deterio-
rates to HD = 4 already at a payload size of 372 byte. 

In order to achieve comparable CRC error detection 
performance as the Flexray and Ethernet polynomials, we 
propose to use a generator polynomial that achieves HD 
= 6 throughout the full range of possible CAN XL payload 
sizes, i.e., from 1 byte to 2 048 byte. This is not possible 
with the = 24 Flexray polynomial and, in fact, it is not 

Table 1: Fields of the CAN XL frame that are protected by either of the two CRCs

possible with any generator polynomial with < 31. Thus, 
in order to provide some safety margin, we propose to use 
a generator polynomial with = 32 for the CAN XL FCRC 
(same CRC length as Ethernet). 

It follows that the FCRC message length varies 
between 34 + 13 + 1 · 8 = 56 and 34 + 13 + 2048 · 8 = 16431 bit.  
Thus, the task at hand is to find an  = 32 generator 
polynomial that achieves .  
Ideally (in order to lower the undetected error rate by 
guaranteed detection of long burst errors and any odd 
number of bit errors), the polynomial should have  
and it should be divisible by .

Finding such polynomials is a computationally very 
demanding task. For the case  = 32, it has already been 
tackled in literature. Reference [8] lists the  = 32 gen-
erator polynomial 0xFA567D89 (Koopman notation). The 
same polynomial was already found in [9], but wrongly list-
ed as 0x1F6ACFB13 (normal notation), while it should have 
been 0x1F4ACFB13 as pointed out by [8].

The Hamming distance profile of the code generated 
by 0xFA567D89 is shown (among the Flexray and Ether-
net polynomials) in Figure 2, solid curve. It can be clearly 
seen that the polynomial achieves HD = 8 for small pay-
load sizes. 

The Hamming distance goes down to HD = 6 at mes-
sage length  = 275 bit, which is maintained until the 
maximal payload size. As stated, this includes most of the 
header fields as well as the HCRC redundancy and thus 
double-protecting these fields by the FCRC causes no 
degradation in terms of Hamming distance.

We stress that 0xFA567D89 never falls below one of 
the Flexray and Ethernet polynomials in the full range of 
possible CAN XL payload sizes (it actually also outper-
forms the Ethernet polynomial over the full range of possi-
ble Ethernet payload sizes and also the Flexray polynomial 
over almost the full range of Flexray payload sizes). 

Using the code generated by 0xFA567D89 results in 
the following properties of the FCRC:
1.	 Any erroneous frame (including all fields marked as “part 

of FCRC message” in table 1) that is affected by no more 
than 5 bit errors can be detected with guarantee.
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Additionally, due to the fact that 0xFA567D89 has 
least significant coefficient g_0  = 1 and factor x + 1 (see 
definition of g_HCRC (x) below) we have:
2.	 Any erroneous frame that is affected by a single burst 

error of burst-length no more than 32 can be detected 
with guarantee. In other words, any received header 
where the bit flips are constrained to a set of 32 consec-
utive bit is guaranteed-detectable.

3.	 Any erroneous header that is affected by an odd num-
ber of bit errors can be detected with guarantee.

We stress once again that many error patterns that do 
not fall into cases (1) to (3) can also be detected, but with-
out guarantee.

Due to its aforementioned properties we propose to 
use 0xFA567D89 as the FCRC generator polynomial, that 
is, we propose
         

 

For the convenience of the reader we state  
in the three commonly used notations:

M ISO Normal Koopman
13 0x1F4ACFB13 0xF4ACFB13 0xF4ACFB13

The initialization vector plays only a minor role since 
dynamic stuff bits are excluded from the FCRC. However, 
defining an initialization vector is inevitable and we pro-
pose to use 

Conclusion and outlook

We presented generator polynomials for use in the 
header and frame CRCs of the current CAN XL draft and 
showed that their error correction performance matches 
or outperforms the CRC codes in competing standards. 

Figure 2: Hamming distance profiles for the Flexray, Ethernet, and proposed CAN XL FCRC generator polynomials. Note 
that the x-axis is logarithmic and given in byte and thus message length is k = 8 · x (since k is given in bit). All polynomials 
are given in Koopman notation. (Source: Dr. Christian Senger)

Further improvements in the undetected error rate could 
be achieved by taking the actual error patterns that occur 
in CAN XL systems into consideration, which would require 
a detailed characterization of those patterns for different 
real-world scenarios. So far, our proposal is based on the 
simplifying assumption that the CAN XL bus behaves like 
a binary symmetric channel with occasional error bursts. 
In order to improve the detection capabilities for burst 
errors, CRC codes over larger alphabets could be taken 
into consideration.

Appendix

Generator polynomials are frequently represented as 
hexadecimal numbers in order to save space. One way to 
do that is used in ISO 11898 [10] and works as follows: 
write the coefficient vector of the polynomial with most 
significant bit (MSB) first, pad it on the left with zeros to 
length 4s, where , and then interpret 
each block of four bits by the corresponding hexadecimal 
number (again MSB left). This is called the ISO notation.  
in which, for example, the generator polynomial 

 
 
having coefficient vector 
and , is represented by

For the first alternative notation, write the coefficient 
vector with MSB first, pad it on the left with zeros to length 
4s, replace the leftmost nonzero bit (i.e., g_M  = 1) by a zero 
and then interpret each block of four by the correspond-
ing hexadecimal number. This is called the normal nota-
tion in which, for example, g(x) as above is represented by 
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Another alternative representation (popularized by 
Koopman [8]) can be obtained for  that fulfill the 

 property (such as the polynomials proposed): 
write the coefficient vector with most significant bit (MSB) 
first, pad it on the left with zeros to length , de-
lete the rightmost bit (i.e., ) and then interpret each 
block of four by the corresponding hexadecimal number. 
This is called the Koopman notation. In Koopman notation, 
g(x) as above is represented by
 

It is straightforward to recover g(x) from any of the 
hexadecimal notations by simply reversing the respective 
process.                                                                              t
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Fortune Business In-
sights predicts an Cagr 

(compound annual growth 
rate) of 5,1 percent for fork-
lift trucks. The related study, 
titled “Forklift trucks Market 
Size, Share and Industry 

This document specifies  
the CAN lower-layer re-

quirements for Clas-
sical CAN and CAN 
FD including the bit-
timing and the con-
nector. Additionally, it ref-
erences the network and 
transport layer as standard-

Analysis, By Type, Applica-
tion and Regional Forecast, 
2019-2026”, counted some 
1,5 million units in 2018. 
Most forklifts are using em-
bedded CAN networks.

ized in ISO 15765-2. ISO 
15765-5 has passed suc-

cessfully the DIS 
(draft internation-
al standard) ballot. 
It will be published 

soon as international stan-
dard (IS).

The 17th international  
CAN conference has 

been postponed, because  
of the new coronavirus. 
Nevertheless, the iCC pro- 

ceedings can be purchased  
in electronic format from  
CiA office. They contain all 
22 papers and the keynote.

More than 2 million 
forklifts in 2026

These profiles specify the mapping of parameters 
to J1939 parameter groups. They are based on the 

CiA 406 and CiA 410 encoder respectively inclinometer 
profiles. The safety functions are not mapped to J1939.

17th
iCC

Part 1 and part 3 of the 
CANopen remote ac-

cess specification series 
have been improved. The 
services and ASCII proto-
col provide now also TCP/
CANopen gateway man-
agement functionality. Addi-

This conformance test 
specification describes 

how to check CANopen in-
terfaces compliant with the 
CiA 454 profile series for 

tionally, part 5 has been in-
troduced specifying Restful 
HTTP and Websocket pro-
tocols to access CANopen 
networks remotely.

light electrical vehicles, es-
pecially battery-powered bi-
cycles. This includes tests 
for boot-up behavior, pro-
file-specific SDO communi-
cation, and application-spe-
cific finite state automaton 
transitions.

CiA 309 series 
updated

CiA      312-7

https://www.fortunebusinessinsights.com/industry-reports/forklift-trucks-market-101541
mailto:headquarters@can-cia.org
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CAN chip business is down, because the automotive 
industry has closed many of its factories. Some of 

them started production again, but carefully and slowly. 
ACEA, the European association of road-vehicle manufac-
turers reported already in April a lost production of 1,5 mil-
lion motor vehicles. This figure includes passenger cars, 
trucks, vans, buses, and coaches. The number will climb 
further, if shutdowns are prolonged or more plants are 
closed. In May, first European carmakers ramped-up pro-
duction.

CAN chip sales decreases

The automotive industry is by far the largest CAN applica-
tion domain. Conservative market figures for installed CAN 
nodes in 2019 are two billions. This year, there will be a 
significant and dramatic slump in CAN sales figures. On 
the other hand, for low-volume markets the availability of 
CAN chips, especially CAN transceivers, should be not a 
problem.

NXP, the market leading CAN transceiver supplier, 
explained in an April press release: “While the supply chain 
disruption experienced post Lunar New Year in China 
appears to be subsiding, the end market demand trends in 

The Sars-CoV-19 virus pandemic has impact on all industries: decreasing business 
with just a few exceptions on increasing sales for medical equipment, for example. 
A third of the world population is on lockdown and sometimes supply chains are 
partly broken.

Covid-19 and CAN business

the rest of the world have started to significantly deteriorate. 
Throughout March, the demand headwinds accelerated in 
the automotive market where many global auto OEMs (orig-
inal equipment manufacturers) outside of China have shut 
production lines, and within the industrial and mobile mar-
kets where customer demand trends have resulted in the 
push-out of orders.”

Infineon, another chipmaker focused on the automotive 
markets, has withdrawn its forecast for this year. “The more 
and more pronounced coronavirus pandemic worldwide is 
causing severe disruptions to global supply chains, end-
markets, and economies. Developments around the corona-
virus are very dynamic and result in low visibility.” Originally 
the German company had anticipated to grow revenues 
by five percent year-over-year (plus or minus two percent-
age points). “The impact of the coronavirus pandemic can 
result in a deviation from this expectation and can lead to 
a noticeable decline in revenue compared to the last fiscal 
year,” stated the company in a press release. The anticipated 
reduction in revenue will weigh on Infineon’s profitability in 
the 2020 fiscal year, as underutilization charges will go up 
further compared to the original assessment. Nevertheless, 
Infineon finalized the integration of Cypress. In June 2019, 
the two companies had signed an agreement under which 

Figure 1: In the first month of this year, 
production of road vehicles decreased due to 

the Covid-19 disease, most carmakers have shutdown 
their assembly lines; some restarted them, but full production is not 

achieved yet (Source: Stock Adobe)

C
or

on
av

iru
s



24 CAN Newsletter 2/2020

Infineon would acquire Cypress. Both companies produce 
micro-controllers with CAN controllers.

Microchip reported that their production facilities in 
Philippines and Malaysia are working with just 10 percent to 
30 percent of employees, due to the governmental restric-
tions in these countries. The supply chain partners, have 
not had any major disruptions, informed the U.S. chipmaker. 
“While a few shipments have missed our original committed 
shipment dates, by and large more than 95 percent of our 
shipments have met our original commitment dates,” stated 
Microchip. “We are engaging with clients and continue to 
accept orders.”

Other CAN semiconductor manufacturers face similar 
problems due to the Covid-19 pandemic. Renesas (Japan) 
runs its Malaysian facilities at a limited capacity, because 
of the governmental restrictions. The Chinese production is 
since end of March under normal operation.

ST Microelectronics, another market-leading sup-
plier for MCUs (micro-control units) with CAN connectiv-
ity, reported that the revenues came in about five percent 
below the mid-point of our outlook when entering the quar-
ter. CEO Jean-Marc Chery said: “The Covid-19 outbreak and 
subsequent containment measures by governments around 
the world brought challenges in our manufacturing opera-
tions and, especially in the last few days of the quarter, logis-
tics.” He added: “Our second quarter outlook is taking into 
account the declining demand environment, especially in 
Automotive, as well as the ongoing operational and logis-
tics challenges due to current governmental regulations. We 
anticipate that all of our manufacturing sites will be opera-
tional. Some of them will run at reduced capacity, with unsat-
uration charges currently estimated to be about 400 basis 
points.”

Development engineers are in home office

Most development engineers are working from home. 
This is also true for CiA (CAN in Automation) member 
companies. CiA has re-scheduled all meetings as online 
events. This means, we are communicating from home 
office to home office with all the challenges including 
kids, limited space, and sometimes not optimal technical 
equipment. Additionally, some companies have put 
employees in short-time work or have sent them in forced 
vacations. Short-time work in Germany means reduced 
salary.

Most of the CiA member companies are operating as 
usual. Renesas explained in a statement: “We are follow-
ing guidelines from the government and local authorities and 
implementing best practices to keep our operations running 
effectively. There are no plans to shut down headquarters 
and offices including design centers located within Japan. 
Employees based in the affected prefectures will continue to 
work from home.”

Smaller CiA members such as Kvaser (Sweden) 
informed their customers, that the development team is 
working from home. “Conscious that more of our custom-
ers will be tackling CAN development remotely, our support 
and field application engineers have put together a few sug-
gestions to help keeping your CAN projects moving ahead.” 
The Swedish company provides an online guide to use the 
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Coronavirus
Utilizing service robots to 
prevent the spread of Covid-19
The Boxer-8110AI fanless embedded 

box PC from Aaeon is deployed to power automated service 
robots, helping to reduce person-to-person contact during  
the corona pandemic. It uses two embedded CAN  
networks.                                                                

Read on

Disinfection robot
Fighting against the 
coronavirus using CAN
The robots by UVD robots (Denmark) 

are deployed in hospitals to disinfect rooms and equipment 
such as patient beds. They use embedded CAN  
networks.                                                                

Read on

Coronavirus
Online in-house seminars  
by CiA
In the times of the novel coronavirus, 

face-to-face meetings are not recommended. This is why 
CAN in Automation (CiA) has withdrawn its scheduled 
seminars and other training events. As an alternative option, 
online in-house seminars are offered.                                                                

Read on

Disinfection robot
Fighting against the  
Sars-CoV-2 virus
Within one week engineers by Siemens 

and Aucma (China) made a normal mobile robot able to 
disinfect rooms and equipment against the novel  
coronavirus.                                                                

Read on

Covid-19
Corona pandemic and CAN
The new virus goes around the world. 
CAN is not the right medicine against 

it, but CAN networks are used in medical equipment helping 
indirectly in the fight against the Covid-19 disease.                                                                

Read on

CAN in Automation
Conference delayed and 
general assembly postponed
The CAN in Automation (CiA) manage-

ment has decided to postpone the iCC 2020. No new date 
has been scheduled yet. Additionally, the CiA general 
assembly is delayed.                                                                

Read on

Embedded World 2020
Covid-19 influenced trade fair
The trade show in Nuremberg 
(Germany) is an early indicator of 

the annual trends in embedded electronics. This year, the 
coronavirus, also known as Sars-CoV-2/Covid-19 influenced 
the Embedded World 2020.                                                                

Read on

https://can-newsletter.org/engineering/engineering-miscellaneous/200408_infineons-acquisition-of-cypress-is-almost-done
https://can-cia.org/s/3oKUq
https://can-newsletter.org/engineering/applications/200401_disinfection-robot-fihting-against-the-coronavirus_uvd-robots
https://can-cia.org/s/1vJO7
https://can-cia.org/s/Zdwf5
https://can-cia.org/s/TFyqy
https://can-cia.org/s/fPeS0
https://can-cia.org/s/zk2uP
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Virtual CAN Driver software coming with the CAN interface 
boards.

Another topic is licensing: “Aside from ensuring a 
secure, stable, and fast home connection, a challenge to 
remote working is the software license you use. Products 
with multi-user access or maintenance plans often require 
a license to use software at home. Whilst some compa-
nies provide low-cost or free home-access if you make a 
direct request, others have 30-day free software trials that 
could get you over the initial ‘hump’,” explained Kvaser on 
its website.

Elmo (Israel), a motion control supplier supporting 
CANopen and CiA 402, continues to operate under the con-
straints of the new coronavirus. “We are very strict about 
authority’s rules and instructions of hygiene, keeping dis-
tance between one employee to another, limiting employees’ 
presence in the working areas, and ramping up remote work 
from home.” The production is working around the clock with 
less employees in each shift. “It is not efficient production-
wise, but it allows us to keep manufacturing in a safe envi-
ronment,” stated the company. “We have experienced a few 
‘minor’ obstacles in our supply chain, but they have been 
resolved by our purchasing department.”

Dunkermotoren, a German drive supplier, prioritizes 
deliveries related to Covid-19 treatment and analysis. Some 
of their customers provide intensive care unit beds as well 
as other medical and laboratory equipment. By default, most 
of their drives are equipped with CANopen interfaces imple-
menting the CiA 402 profile.

Business trips have been cancelled as far as possible. 
Maxon (Switzerland), another CiA member providing com-
pact CANopen drives, has decided to cancel or to postpone 
all trips that are not absolutely necessary. This also includes 
planned trips to and from customers as well as trips to and 
from suppliers. The biggest challenge for the company is 
the supply of materials. “The gaps in the supply chain are 
increasing and the situation is expected to deteriorate fur-
ther. Through a short time working program at our headquar-
ters in Switzerland and a global cost savings program we will 

Figure 2: In most cases, the supply-chains for CAN-based devices are not broken, however sometimes single components 
can cause headaches in the purchase departments (Source: Stock Adobe)

ensure operational reliability over the coming months. “Until 
further notice we will continue production five days a week,” 
promised the Swiss company.

Faulhaber (Germany) also manufacturing CANopen 
drives stated that currently the material supply is guar-
anteed: “At the production sites, it is a daily challenge for 
employees to organize themselves, especially due to the 
restrictions in public life. We also notice this in the avail-
ability of production capacities.” Nevertheless, the com-
pany managed to maintain the delivery situation so far. The 
sales representatives worldwide are still available to answer 
questions about order processing and status. Most of them 
work from home offices and can be reached by e-mail and 
telephone. “We are currently experiencing strong growth in 
incoming orders for medical technology products, especially 
drive systems for respirators, automatic sample analysis and 
laboratory systems, and infrared cameras for temperature 
control,” reported the CiA member company. “Of course we 
would like to make our contribution to the medical care to 
limit and resolve the coronavirus pandemic. For this reason, 
our production sites continue to work hard to fulfill all cus-
tomer orders, while maintaining the maximum possible pro-
tective measures.”

Online event stage

Most of the fairs and exhibitions have been cancelled or 
postponed. Some companies offer virtual stands and con-
ferences on their websites on dedicated dates. In order not 
to loose the overview, CAN in Automation will provide an 
online event stage. On this “stage”, which is just a simple list 
of online events with CAN topics, you can guide yourself to 
relevant topics appropriate for your project timing. CiA will 
also go online with its CiA technology days, updating engi-
neers on current CAN developments. The first two events 
took already place. The list of online events is available on 
CAN Newsletter Online.                                                          t

Holger Zeltwanger
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In times of locked down economies with a lot of exit restrictions, online
shopping increases. This causes more business for logistics companies requiring 

increasingly pallet stackers, forklifts, and other transportation equipment.

Besides Amazon, Alibaba, and other e-commerce 
companies, forklift makers are benefitting from the 

Covid-19 disease. The logistics centers of online providers 
need more pallet stackers and forklift trucks to manage 
the increased goods flow. Most of these vehicles are 
using embedded CAN networks. The market-leading 
manufacturers such as Toyota Industries, the Kion Group, 
and Hyster-Yale Materials Handling have equipped  
their products with CAN networks since more than two 
decades.

Already in the 90ties, the U.S.-based Industrial Truck 
Association (ITA) developed in cooperation with CAN in Auto-
mation (CiA) members some recommended practices for 
CANopen profiles to be used in forklifts. In Europe, the fork-
lift suppliers also installed embedded CAN networks. Some 
companies developed their own higher-layer protocols, while 
others such as Jungheinrich implemented CANopen. First 
the big forklifts were equipped with CAN networks, but today 
even the smaller pedestrian pallet stackers make use of CAN.

iF-awarded

This year, the Jungheinrich ERC 216zi stacker truck has 
been awarded with the iF Design Award. Internally, it uses 
embedded CANopen networks. Due to its integrated lith-
ium-ion battery, the vehicle is compact and agile. The 
German manufacturer has shortened the truck's length 
by eliminating the battery trough between the operator's 
platform and the mast, which was previously common in 
such trucks. It is at least 170 mm shorter than compara-
ble trucks. This impressed the jury, who honored the ERC 
216zi with the iF Design Award in the category Automo-
biles/Vehicles. The iF Design Award was first presented 
in 1953 and is considered the oldest independent design 
award.

In the development of the ERC 216zi, Jungheinrich 
paid special attention to the ergonomics of the truck. A fixed 
stand-on platform offers the driver support and comfort. 
This is an important advantage for the driver, especially 
during long periods of operation. The operating elements 
are arranged in such a way that they allow intuitive con-
trol of the truck. The vehicle also sets standards in terms 
of safety. The overhead guard according to ISO 6055 pro-
tects against falling objects. The fixed stand-on platform 
with its fixed side walls additionally offers the operator per-
fect all-round protection from three sides.

Configuration and diagnostics

Linde, another German supplier, uses in its electric-
powered pallet trucks 1152 series and stacker range series 
1172 also embedded CAN networks. Besides adjustments 
to operating parameters, CAN communication is applied for 
truck diagnosis and maintenance functionality. It monitors 
all key functions for diagnosis by a service technician. 
To minimize downtime and to increase productivity, the 
company also implements maintenance-free AC motors 

Covid-19: More
pallet stackers and 
forklifts are needed

Figure 1: iF design awarded stacker truck (Source: Jungheinrich)

Figure 2: Pedestrian stackers use CAN networks to improve 
diagnostics and to simplify maintenance; they also reduce 
the wiring effort (Source: Still)



with CAN connectivity. The CAN communication enables 
diagnosis of the service data by laptops. Using this, the 
service technician can also adjust the performance 
parameters to the relevant use. In addition, they can reach 
all of the relevant forklift components behind the motor 
cover. This also shortens servicing time.

Pedestrian stacker and pallet truck

Yale Europe and its daughter company Hyster have intro-
duced CAN-based pedestrian stackers and pallet trucks. 
The products use the same platforms and control architec-
tures. They are intended for general-purpose warehouse 
operations, but are also suitable for low-intensity applica-
tions.

Both product families benefit from AC traction motors, 
regenerative brake systems, emergency reversing device, 
emergency power disconnect, stepless speed control, 
and CAN communication that reduces wiring complex-
ity and increases reliability. The pedestrian stacker has a 
lifting capacity of 1,5 t, while the platform pallet truck has 
a capacity of 2 t and benefits from the option of electric 
steering.

The waterproof and dust-proof vehicles are equipped 
with maintenance-free AC motors. They are connected to 
the embedded CAN networks as the on-board charger and 
the lateral battery extraction.                                              t

Holger Zeltwanger

Supporting production of disinfectants at a German 
brewery: In the global effort to fight the coronavirus, 
basic materials for medical care are urgently 
needed. The Grooenwohlder brewery (Germany) is 
therefore producing disinfectants. In support of this 
commitment, Still (Germany) is providing an electric 
forklift truck free-of-charge for the company logistics. 
But do not drink or inject the disinfectants as the U.S. 
President suggested it “sarcastically” (Source: Still)
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Emotas’ CANopen FD starter kit provides a CAN FD micro-controller board, an 
extension board with CAN FD transceiver, and a CAN FD USB interface to start 
with CANopen FD immediately.

Starter kit: Hardware and software

CANopen FD as specified in the 
CAN in Automation (CiA) spec-

ification 1301 uses the new fea-
tures of CAN FD such as a higher 
data bit-rate and longer frames up to  
64 bytes. Most principles of  
classic CANopen are reused, but some 
are extended or modified. The most  
notable improvement is the new 
USDO service that provides arbitrary 
access to CANopen FD objects. Com-
pared to the SDO service of clas-
sic CANopen it is not only faster but 
also provides a broad cast mecha-
nism. The other major improvement is 
the extended PDO length supporting 
64 bytes instead of only 8 bytes in one 
PDO. Last but not least the Emergency messages have 
been extended as well to provide more detailed informa-
tion about errors detected by the device. Unfortunately,  
the number of CANopen FD devices available on the mar-
ket is currently limited. This is also a problem for developers 
who would like to evaluate the new features of the improved 
protocol. In order to provide a cost-effective solution to get 
started with CANopen FD, Emotas embedded communica-
tion, a German company well-known for its CAN and CANo-
pen FD expertise, offers a CANopen FD starter kit.

The starter kit unboxed

The CANopen FD starter kit is based on an STM32 
Nucleo-64 board with a powerful STM32G4 micro- 
controller that internally uses an CAN FD controller  
that supports both Classical CAN and CAN FD. To  
connect the CAN controller to a CAN FD network a  
CAN FD transceiver is required. Emotas has developed 
a specific expansion board with a CAN FD transceiver 
and DSUB-9 connector to connect the CAN FD network 
conveniently. The CAN FD transceiver TJA1051 supports 
up 5 Mbit/s in data phase. In addition to CAN Y-cables 
to connect also additional devices and two termination 
resistors the starter kit comes with an Ixxat USB-to-
CAN FD interface that supports these bit-rates as well.  
In addition to the hardware components, the CANopen FD 
starter kit also includes software: A CANopen FD slave 
stack to run on the STM32G4 and a CANopen FD tool  
with CANopen FD master and CAN FD analyzer 
capabilities.

CANopen FD slave stack

As reported on the CAN Newsletter Online, the Emotas  
CANopen FD stack was already published in 2017. Based 
on already three years of CANopen FD experience and 
recognizing the demand for smaller micro-controllers, 

Figure 1: CANopen FD starter kit hardware (Source: Emotas)

Figure 2: Screenshot application code in STM32CubeIDE 
(Source: Emotas)
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the CANopen FD slave stack has been ported to the  
STM32G4 recently. An evaluation version of Emotas’ 
CANopen FD slave stack runs inside the STM32G4. It is a 
binary library of the companies source code stack and to 
limit the use case to evaluation purposes, the run-time is 
limited to one hour after reset.

Nevertheless, it comes 
with the following CANopen FD 
features:

◆◆ NMT Slave
◆◆ USDO server with 
simultaneous connections 
(expedited unicast and 
broadcast,    segmented 
unicast and bulk transfer)

◆◆ multiple PDO producers and 
PDO consumers

◆◆ Sync consumer
◆◆ Heartbeat producer
◆◆ 1 Heartbeat consumer
◆◆ Emergency producer

An example application is 
included as STM32CubeIDE 
project and it simulates a digital/
analog I/O device with real 
and simulated values mapped 
into longer PDO . Several data 
objects exceeding the length of 
54 bytes are included to show 

the USDO segmented transfer or USDO bulk transfer as 
well. By default the bit-rate pair of this example is set to 500 
kbit/s nominal bit-rate and 2 Mbit/s data bit-rate. But both 
the bit-rate pair and the node-ID can be configured from 
the application. So if one has multiple boards, a network 
with multiple nodes may be set up. Based on this example, 

Figure 3: CANopen Devicedesigner (Source: Emotas)
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the user can extend or modify the object dictionary of the 
CANopen FD device to meet his requirements. This can be 
realized by Emotas’ CANopen Devicedesigner.

Tool based object dictionary design

The CANopen Devicedesigner allows the definition of 
CANopen FD object dictionaries based on pre-defined 
databases e.g. for all CiA 1301 objects. Additionally the 
user may add own manufacturer-specific and device-
profile-specific objects and assign them to PDOs and 
configure other CANopen FD services. Based on these 
configurations the tool generates .c and .h  files that include 
the object dictionary implementation and configure the 
stack. Additionally, the tool generates from the same source 
a documentation of the object dictionary in CSV, TXT, and 
HTML  files and both a classic CANopen EDS  file and a new 
CANopen FD XDD  file according to the latest state of the 
specification. This XDD  file can be imported into CANopen 
FD tools or CANopen FD masters so that these tools and 
masters are aware of the slaves’ object dictionaries.

CANopen FD master tool with CAN FD analyzer

In order to control a CANopen FD slave device a CANo-
pen FD master is required. Instead of a master device, a 
PC-based master tool is used to provide a high  flexibil-
ity especially for development or evaluation. The CANo-
pen Deviceexplorer is such a CANopen FD master tool and 
additionally includes a sophisticated CANopen FD ana-
lyzer that interprets the raw CAN FD messages according 
to the CANopen FD specification. By using the tool one can 
access the device’ object dictionary by USDO, configure, 
send and receive PDO and send NMT commands and mon-
itor the raw CAN FD messages and their CANopen FD inter-
pretation simultaneously.

The delivery includes the version for Windows, 
but the versions for Linux and macOS are available on 
request. The provided evaluation version of the CANopen 

Figure 4: Screenshot CANopen Deviceexplorer (Source: Emotas)

Deviceexplorer can only be 
used with a fixed bit-rate pair of  
500 kbit/s and 2 Mbit/s. Object 
dictionary access, PDO configu-
ration, and NMT commands are 
limited to the node-IDs 1, 2, 32, 
and 64. In addition to that, all 
CANopen FD master features 
of the tool are enabled and the 
integrated CAN analyzer inter-
prets all CAN FD messages from 
all nodes.

Conclusion

The CANopen FD starter kit pro-
vides all necessary components 
to start with a CANopen FD slave 
development or to evaluate the 
possibilities of the CANopen FD 
protocol. In order to spread the 
usage of CANopen FD, Emo-

tas Embedded Communications not just offers the starter 
kit for sale, but also provides all software components for 
download for free.                                                                        t
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Since several years the technical interest group developing the CiA 305 specification 
at CiA discusses which CANopen layer setting services (LSS) should be adapted to 
CANopen FD. This article summarizes the current work status.

Node-ID assignment using LSS

An updated version of the CiA 
305 specification should be  

published in 2020. The LSS allow 
low-level configurations of the used  
CAN (FD) bit-rate(s) and assign-
ment of the node-IDs and network-
IDs of the connected CANopen 
(FD) devices. Enhancing the existing services to configure 
switching of the bit-rate is relatively simple. Parameters can 
be added to support the multiple bit-rate combinations of 
CANopen FD. When it comes to the node-ID and network-
ID assignment, a basic requirement for participating devices 
is the availability of the object 1018h (identity object) with all 
four 32-bit sub-indexes: vendor-ID, product code, revision 
number, and serial number. Together these make a unique 
128-bit value (further called 128-bit LSS ID) by which devices 
can be identified. If the LSS master knows the entire identity 
object, then node-ID assignment is simple. In a nutshell, the 
LSS master asks: “Is there anybody here with this 128-bit 
LSS ID?”. In classic CANopen, this question is fragmented 
into four CAN frames, in CANopen FD the request goes into 
a single frame. The LSS device with a matching 128-bit LSS 
ID replies that it is available. From now on, this device is the 
only one accepting LSS master configuration commands 
(all others ignore the commands, as they have not been 
selected).

Over the last years, there have been several solutions 
published to the more challenging question: how should the 
LSS master proceed, if the identity objects of the connected 
devices are not known. The last standardized approach 
to this challenge was the LSS Fastscan method using a 
binary or bit-by-bit search. The LSS master would ask such 
questions as “Is there anybody here whose highest bit in the 
128-bit LSS ID is set?” or “Is this particular bit of your 128-
bit LSS ID set or not?”. All LSS devices that want to answer 
“yes” to such a question reply with a single “ping” message. 
The “ping” message is a CAN frame with a fixed CAN-ID and 
the length of zero. If multiple devices transmit the frame at 
the same time, then there are no 
errors on the network, as these 
frames “overlay” and can be 
transmitted in parallel by multiple 
devices at the exact same time. 
On the bottom line, such a 
method requires the LSS master 
to typically send 128 requests 
narrowing the requests down to 
finally have an exact 128-bit LSS 

ID selected. Even with a challenging timeout of 30 ms for 
each request, this takes about 4 s per device to execute.

In one of the CiA (CAN in Automation) application 
profiles, CiA 447 (CANopen application profile for special-
purpose car add-on devices), an additional manufacturer-
specific feedback method can be used to significantly 
shorten the detection time. Here, LSS devices use feedback 
messages to the LSS master, to inform it about bits in their 
128-bit LSS ID. However, this method uses CAN frames with 
29-bit CAN-IDs and is limited to 16 devices.

Re-thinking LSS for CANopen FD

As CAN FD is not backward compatible to Classical CAN, 
LSS for CANopen FD would also not need to be backward 
compatible, allowing the experts to re-think if other solutions 
would make sense. One limiting factor is, that any “ping” 
(“yes” answer to a request) message that multiple devices 
could send at the same time would still need to be transmitted 
in Classical CAN format with data length of zero. In CAN 
FD, even the messages with zero data length may have 
a difference in at least one bit (error state). Therefore, the 
messages cannot reliably overlay when they are transmitted 
at the same time.

For the CiA group, the open demands for a future 
CANopen FD LSS method are:

◆◆ The LSS device side must be simple to implement
◆◆ The method must be reliable
◆◆ If feedback messages are used, it must be ensured that 

these also work for a larger number of participants
◆◆ Results should be predictable and repeatable

Figure 1: Splitting the 128-bit LSS ID into an array of 32 values of four bit (Source: 
Embedded Systems Academy)

Figure 2: LSS slave handling a request with the nib = 19 (Source: Embedded Systems 
Academy)
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◆◆ The method should be flexible, allowing shortcuts when 
parts of the 128-bit LSS ID are known

Regarding the predictability (if the same combination of 
devices is used, the node-ID assignment will be always the 
same for each node) it must be pointed out, that this was 
not supported by previous LSS methods either. Any delay in 
power-up time or internal processing of LSS devices can delay 
their answers and, thus, participation in LSS assignments. 
However, once a device has a node-ID permanently assigned 
(stored in the non-volatile memory) or is known to an LSS 
master (i.e. stored in a node list on the LSS master side) it can 
have the same node-ID on every power-up.

To keep a method flexible for faster identification of a 
partially known 128-bit LSS ID, the LSS device side should be 
simple. There is already a fast node-ID assignment method 
when the entire 128-bit LSS ID is known. Optimizations are 
still required for the few cases where only parts of the 128-bit 
LSS ID are known.

The new switch state selective FD service

To fulfill the switch state selective FD service, the 128-bit LSS 
ID has to be divided into 32 pieces (nibbles) of four bit each. 
The numbers of these nibbles (0 to 31) are shown in Figure 1.

In classic CANopen, LSS devices use a single CAN 
frame as the “ping” (“yes”) answer to an LSS master 
identification request. For the new service, 16 feedback 
messages with the CAN-IDs from 07D0h to 07DFh are used. 
When the LSS master asks, “What is your first nibble?”, then 
devices reply with 07D0h if their first nibble is zero, 07D1h if 
it is one and so forth until 07DFh if their nibble is 0Fh. The 
LSS master now picks the first response and packs the nibble 
value into the next request. Along with the question: “Those 
of you with the previous nibble matching the one I am sending 
now, what is your next nibble?” this cycle is repeated until all 
nibbles have been processed.

Figure 2 shows what happens if an LSS slave receives  
an LSS master request with a nibble value of 19. If the first 
20 nibbles of the LSS slave’s own 128-bit LSS ID matches  
the one in the request, then it transmits the appropriate 
response containing the value of its own nibble 20.

Figure 3 shows the contents of the LSS master request. 
The first byte is the command specifier (cmd). A cmd value of 
100d indicates that only unconfigured nodes should participate 
in the response. A cmd value of 101d indicates that all nodes 
should participate. This allows the LSS master to address 
nodes that already have a node-ID but should possibly get 
another one. The second value is the current timeout value 
(in ms) used by the LSS master (see explanation further in 
the article). The third is the number of the current requested 

nibble (0 to 32, last is needed for 
final confirmation) and the fourth 
is the current comparison value of 
the 128-bit LSS ID.

The tests have shown that 
even with 29 non-configured 
devices total start-up time is less 
than 25 s, if devices can initiate 
feedback transmission within 
a few single milliseconds. This 
is not a problem for embedded 

devices in configuration mode, as during this mode typically 
no or only a minimal part of the application code is executed.

The code for the LSS device does not require a complex 
state machine. Each LSS master request is handled by the 
LSS slaves individually, independent of previous requests.

Timeout handling

LSS devices with limited real-time capability shall only 
transmit their feedback message, if their internal processing/
delay time (i.e. worst delay from receive of a CAN frame to 
transmitting the response) is 10 ms below the demanded 
value. For example, devices running a non-real-time 
operating system (OS) should only provide feedback, when 
the LSS master timeout is greater than 60 ms. This ensures 
that devices with slow responses do not delay the entire 
cycle. Slaves that do not know their response times have to 
use the largest specified value (100 ms).

The code for the LSS master loops through the  
33 (0 to 32) stages of a complete identification cycle. With 
each transmission of the next LSS master request, the LSS 
master starts a timeout for collecting feedbacks for the last 
request. Only the very first feedback received is used, all 
others are ignored.

Conclusion

The efficiency of the scan cycle using the new switch state 
selective FD service depends on the LSS master timeout. 
The tests have shown, that a timeout of 25 ms is realistic 
and reliable (results in per-node-ID assignment of below  
1 s), if all participating LSS devices generate their responses 
within 10 ms after reception of the LSS master message. 
For reliability it is essential, that devices not capable of  
such fast responses only send their response, if the LSS 
master message signals that a higher timeout is currently  
in use.                                                                                       t

Author

Olaf Pfeiffer
Emsa (Embedded Systems Academy)
info@esacademy.com
www.esacademy.de

Figure 3: CAN FD LSS master switch state selective FD request (Source: Embedded 
Systems Academy)
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The non-profit CiA organization promotes CAN and CAN FD,  
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